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This manual is a living document which will continually be updated to give you the latest information for FileWave and all of its components.
Accessing the manual through the FileWave Knowledge Base will allow you to always have the newest information at your fingertips. The manual
is exported as a PDF two weeks after a new FileWave release is made, which can be found below under: Exported Manual Versions (PDF).

The FileWave manual will describe all features of FileWave, examples, and other important information. Step by step guides on how to configure
each specific setting will be linked in the manual to a KB article.

Online Manual vs. PDF Manual

It is recommend to access the live manual online, so you always have the latest information when it's available. It is possible that a
change to the manual can happen a week after the PDF is made available from FileWave, at which point the PDF is already out of date
compared to the online version.

Exported Manual Versions (PDF):

Click here for the latest and past archived versions of the FileWave Manual

Overview


https://kb.filewave.com/display/KB/FileWave+Management+Suite+Manual+Archive

This manual is designed to cover the essential information and workflows that would allow a systems administrator to install, configure, and
operate the various components of the FileWave Systems Management suite. The document is broken into sections describing the key operations
of FileWave to include:

Chapter 1 - Overview of FileWave capabilities and components

Chapter 2 - Installation and configuration of the FileWave servers, including Imaging and Engage VMs

Chapter 3 - Installation and configuration of FileWave Boosters

Chapter 4 - Installation and configuration of the FileWave Client plus Apple's Device Enrollment Program (DEP)
Chapter 5 - Working with Filesets for application, ebook and content distribution, plus Fileset Magic

Chapter 6 - Working with License Management and Apple's Volume Purchase Program (VPP)

Chapter 7 - Using FileWave to provide mobile device management (MDM)

Chapter 8 - Working with FileWave Inventory, including iOS inventory, Smart Groups, reporting, and Custom Fields
Chapter 9 - Imaging with FileWave, including using Lightning

Chapter 10 - Working with FileWave Engage for classroom management

Chapter 11 - Apple Classroom and Shared iPad Support

Chapter 12 - Network Discovery

Chapter 13 - Chromebooks

Chapter 14 - Web Console

Note: This manual is focused on FileWave versions 13.x.x For information on older versions of FileWave, please see the appropriate
version of the manual. Screenshots are from FileWave running on macOS and Windows - the functionality is identical between the two
versions.

Some of the graphics used in this manual represent possible future versions of FileWave artwork. The presence of these items is not a
product announcement. Likewise, some of the screenshots are from older versions of the software.

This manual is the primary reference for FileWave technical operations. It is supplemented with technical and Quick Start guides plus recipes to
show you how to get more out of your deployment. These items are posted on the FileWave site under Support: https://help.filewave.com
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Under the copyright laws, no part of this document may be reproduced, copied or transmitted in any form or by any means, or stored in a retrieval
system of any nature, without the written consent of FileWave, Inc.

Although the greatest care has been taken in the preparation and compilation of this document, no liability or responsibility of any kind, including
responsibility for negligence, is accepted by FileWave, Inc., its servants or agents. All information gathered is believed correct as of the release
date of this document. All corrections should be sent to FileWave, Inc. for consideration in future editions.
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Android is a trademark of Google Inc.
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1.1. How does FileWave work?

FileWave is a combination of tools and services integrated through a common administrative application front end. Since the FileWave Admin
application is multi-platform, using Apple's macOS and Microsoft Windows, a systems administrator is not limited to a single platform for
day-to-day lifecycle management. The FileWave basic workflow involves the 'push-pull' interaction between the FileWave Admin, FileWave
server, and FileWave clients.

!

Admin Server Booster

A FileWave administrator creates a Fileset which resides on the FileWave Server. Filesets contain applications, images, profiles, books,
settings, or other content are associated with client devices. The FileWave Client is sent a Manifest that identifies a new Fileset. The Client then
requests the Fileset, that may be cached at a FileWave Booster in order to provide better scalability. A basic FileWave configuration consists of
a single administrator connecting to a FileWave Server to manage and maintain a set of clients. Multiple administrators may be in use, as well as
Boosters to decrease network load by distributing Filesets closer to the client systems as well as, with FileWave handling all Client-Server
communications, with the exception of inventory. Each of the major components is described in the following section.

1.2. FileWave Components

In this section, we will describe the key FileWave components:

FileWave Server

The FileWave Server is the central repository hosting every file to be delivered to Clients. It consists of five processes and a web server. The first
process interacts with logged-in Administrators. The second process services incoming requests from Clients and Boosters. The third process
interacts with a directory server through LDAP. The fourth process communicates with Apple and Microsoft software update servers to download
the current lists of available software updates. The fifth process is the Postgres database service for Inventory and MDM. Finally, the web server
is the FileWave MDM Server; it handles Mobile Device Management (MDM) components. Detailed information on setting up the FileWave server
is covered in Chapter 2 of this manual.

FileWave Admin application

The FileWave Admin application is the primary interface to the FileWave Server. The FileWave Admin displays different views that give a
representation of the FileWave Server's database. These views are the Dashboard, Clients, Filesets, Associations, Imaging, optional Classroom,
iOS Inventory, License Management, Boosters, and Inventory Queries views. FileWave Admin also acts as the unified management console for
creating and administering FileWave administrator accounts; network imaging for the Imaging Appliance; managing Apple DEP and VPP
associations; system software updates for iOS 9+, OS X (macOS) and Windows; and overall management of all devices and Filesets. Multiple
instances of the FileWave Admin application can be in use at the same time with specific devices, Groups and Filesets assigned to various
administrator accounts. Detailed information on configuring and using the FileWave Admin application is in Chapter 2 of this manual.



FileWave Web Console

The FileWave Web Console is an Inventory tool designed to help with quick FileWave inventory references for specific clients in your server.
Within the Web Console you will be able to view all devices currently enrolled, their Filesets, installed applications, users who have logged in,
what groups they are apart of, and in the case of MDM enrolled Apple devices the command history. For more information please visit the page
linked here.

FileWave Client (OS X and Windows)

The FileWave Client has two processes, fweld and fwGUI. The first runs as a Launch Daemon on OS X (macOS) and as a service on Windows.
This means it runs in the background without any user interface. The client starts automatically after being installed and each time the computer
boots. The fwcld process always runs with root (Mac) or local system (Win) privileges to allow for maximum access by any management
operations. The second process, fwGUI, handles user interaction with the client, such as asking the client to quit open applications and informing
them of the status when activating Filesets that require rebooting. The fwGUI process is what provides the Kiosk / self-service functionality. The |
maging Virtual Server (IVS) contains a modified version of the fwcld for reporting its status back to the FileWave Admin. Chapter 4 of this
manual covers the installation and configuration of the FileWave client.

Filesets

FileWave's patented Fileset technology provides the ability to distribute applications, content, and management settings at the file level. While
FileWave supports distribution of the standard .pkg and .msi packages, its capability to distribute individual files, application bundles, content,
and management profiles allows for a level of granular control missing from other client management solutions. Filesets can be distributed to
clients and cached for activation at a later date; a process that provides maximum scalability and control over the deployment cycle.

When a Fileset is distributed, it is protected from network outages. If there is an interruption in the transmission, FileWave will resume the
distribution as soon as the network is restored. Filesets can also be modified after distribution. If any portion of the Fileset is modified by the
administrator, only that specific portion of the Fileset is sent out to the associated clients. This process greatly reduces the network traffic. Another
feature is the ability to deploy content and roll back to the previous version of that item if there is a problem with the deployed item. Self-healing
functionality allows a Fileset to automatically repair itself if the end user deletes a portion of the payload. Chapter 5 of this manual covers the
creation, configuration, distribution, and management of Filesets.

Self-service Kiosk

FileWave's self-service Kiosk provides the ability to allow end users access to content with their own device. In a BYOD deployment, you could
post institutionally owned applications, documents, and updates for the end users to install at their convenience. In most of the deployment
models, you can assign custom application sets to Groups as needed. Users do not need to be local administrators in order to install applications
or content. End users can be provided with new applications, updates, documents, and other key content needed. The end user also has the
option of un-installing that same content to free up space as needed. Use and configuration of the Kiosk is covered in Chapter 4.

Booster

The FileWave Booster is designed to act as a Fileset caching device for computer clients assigned to it as well as as to handle all Client-Server
communications. Unlimited Boosters are allowed, regardless of license count or type. The FileWave Boosters allow administrators to increase the
speed and scale of the Server's distribution of Filesets to Clients as well as offloading the overhead for constantly opening sockets for Client
communications. When a set of Clients are connected to a Booster, their total network load on the Server will be roughly equivalent to a single
Client connecting directly to the Server from that location. The use of Boosters can benefit remote sites with bandwidth constraints by providing a
focused, local target for Clients as well as a single point of distribution from upstream.

Boosters are designed to work with Windows, OS X (macOS), and Android clients. iOS clients do not have the ability to use a Booster for cached
Filesets, but they can utilize a Mac caching server, part of the $19.99 Server.app that runs just fine on a Mac mini. Chapter 3 covers the planning,
setup and configuration of Boosters.

Imaging Virtual Server (IVS)

The FileWave Imaging Virtual Server is a standalone Linux container (CentOS) that you can download from the Support site and run on any
device that supports a Virtual Machine application, such as VMware™. The IVS provides NetBoot and PXEboot services. Storage for network
images for Mac and Windows, as well as Windows Drivers images is now on the FileWave server. FileWave Admin provides the management
console for associating network images with designated client computers. Setup of the IVS preferences is in Chapter 2; Chapter 9 focuses on
Imaging workflows and best practices.



Engage Virtual Server (EVS)

Engage is an education-focused, classroom management tool. Engage has three primary components: the Engage Server; the FileWave Server;
and, the Engage client. The Engage server provides caching of the Student Information System (SIS) database and storage of study content and
polls. The FileWave Server component provides linkage between the Apple Push Notification service, Inventory, and the client applications. The
Engage client provides both teachers and students with access to the various functions of Engage, such as polling, Eyes Up Front, and Single
App Mode. Setup of the Engage is in Chapter 10.

Dashboard

FileWave provides an integrated Dashboard displaying a snapshot of the current status of the FileWave infrastructure. The Dashboard can be
"torn off" to run on a separate display, and you can copy the URL of the Dashboard to provide to another systems administrator for viewing on
their own device, including on a tablet. The information posted includes the status of all major services, such as DEP, VPP, and LDAP; account
sync status; server performance status; and server licenses; plus much more. Chapter 2 covers Dashboard configuration and use.

1.3.

1.4.

FileWave Terminology

Fileset - A set of common files and/or folders (directories) meant for delivery to a FileWave Client with a wrapper that contains a detailed
listing of the Fileset contents, including permissions and a checksum for each part (to facilitate non-corrupt delivery to clients).

Kiosk - The self-service portal to the FileWave server for a specified device. The Kiosk contains an Install pane with associated
applications and content for that device/Apple ID, and in the case of OS X (macOS)/Windows computers, an Info pane with device
configuration information and a Verify button for the user to initiate a request to the Server to verify, update, and repair any associated
Filesets.

File - A File in a Fileset represents a file that will be delivered to a specific location for a FileWave Client. Files have attributes and
permissions.

Folder - Files in a Fileset can be organized into Folders (directories). A file is activated in the corresponding folder on the boot volume of
the FileWave Client. Folders do NOT have attributes; they only have permissions.

Attributes - Properties of files that specify how the files are treated once the FileWave Client activates them.

Permissions - Properties of files and folders that specify the access rights of the files and folders. Permissions are set when the
FileWave Client activates the files and folders in a Fileset. Self-healing also sets permissions during the verification phase.

Clients - A Client represents one computer with the FileWave Client software installed or a mobile device that has been enrolled.

Client Group - A client Group is a container of like Clients and/or Client Groups.

Clone - A Clone is an alias of a Client or Client Group that can exist in many Client Groups.

Associations - An Association is made between a Fileset and a Client or Client Group and represents the link between the two objects.
Time-based attributes can be assigned to the Association. Associations are how distributions are made. You can also make associations
between images and clients, licenses and Filesets, and VPP users and devices.

Time Attribute - A Time Attribute is a property of an Association that specifies the Time a FileWave Client executes an action.

Archive - To archive a device is to remove it from active monitoring. The device remains in the database with its last reporting
information intact; but the device is no longer counted as an active Client. Archiving a Client frees up one Client license.

Administrator - A user that may log into the FileWave Server via the Admin application. The license code determines the maximum
number of Administrators that can be logged in concurrently.

Model Update - The command that is issued to the FileWave Server to lock in all changes that have been made by an Administrator.
During a model update, all modified Filesets are updated on the server, the Server model is incremented, and the automatic backup
process stores the previous model. Filesets are activated based on their scheduled attributes the next time the Client checks in with the
Server.

Client State - The current condition of a client device as reported to the Admin. The states are: Normal, Missing, Not Tracked, or Archive.
A Normal device is fully accessible by the FW Admin and the location is being tracked. A Missing device has been reported as stolen or
not where it belongs and tracking is active. Not Tracked means that the device is monitored by FW Admin for all standard
characteristics; but location tracking is disabled. An Archived device has been placed into stasis. It is no longer actively monitored by FW
Admin; but the last known device settings are available in Inventory.

Management Mode - In FileWave 11, we added a new client flag (for computer clients). It has two values: Managed (normal mode) and
Inventory only. The latter setting allows you to have your client reporting data to FileWave, but will not be affected by any Filesets except
for upgrade Filesets. Inventory only does consume a client license.

FileWave Security

FileWave SSL Certificates

Using self-signed certificates should be avoided as much as possible in production environments; while it may make sense in some



closed environments, using Globally trusted CAs is our recommended approach.

The FileWave Server and other FileWave Components (e.g. Clients, Web Console, IVS, etc.) use the MDM server SSL certificate to validate
communication. This certificate needs to be uploaded into the SSL Certificate Management pane, in the General tab inside FileWave Admin
Preferences. This validation check will ensure secure and trusted communication between your FileWave server and the various FileWave
components in your environment. Even though a self-signed certificate is supported, having a root trusted certificate from a CA is the best and
most recommend option.

For more information on creating a root trusted certificate

How your FileWave environment will be affected by have a self-signed certificate

Security and FileWave

FileWave uses SSL, certificates, and secure tokens for much of its primary device and content management. Fileset technology is a patented,
proprietary wrapper for content. Instead of sending a standard .pkg or .msi installer packages to the client, we wrap the content inside a Fileset.
Because this is a proprietary container, the integrity of the delivered content is assured.

FileWave client security

Communications between the FileWave Client and either the Server or any Boosters is done through SSL.

The FileWave Client is tracked by device name in Inventory. Admin changes to Client configurations are either done through a specific Fileset,
called a Superprefs Fileset, or through the Client Monitor. The contents of a Superprefs Fileset are secure from external packet sniffing, package
viewer tools, and brute force access. The Client Monitor settings are protected by a unique password assigned by the FileWave Admin at the time
of installation of the FileWave client. This password is not readily available to the device's local administrator.

FileWave Server security

The FileWave client communicates to the FileWave Server using SSL. The FileWave server supports multiple sub-administrators. The biggest
concern is proper password and account management; but each sub-admin can be limited as to their level of access to clients, Filesets, and
services.

Client tracking

A device can be tracked from FileWave Admin. Activating tracking involves setting the client state of the device to Normal and the current user of
the device will receive a notification asking them to approve tracking (iOS and OS X only). Android devices will request that all client permissions
be granted at installation, and Windows devices do not provide any user naotification. Only devices on Wi-Fi will be tracked.

These tracking options can be disabled for any FileWave administrator account by modifying their permissions in the FileWave Admin. You can
also have a global change on your FileWave license by requesting to disable Personal Data Collection. Keep in mind, disabling Personal Data
Collection will not only prevent FileWave from gathering location data but also other personal data on the device.

Disaster recovery

Backup of both the server environment and end user data are critical areas of planning. Backup of your servers can be as simple as taking
snapshots of the VMs at regular intervals. The FileWave server is running a database using SQL, and as such, you cannot use normal backup
solutions to insure its safety. Use the information on the FileWave Support site to make sure you properly back up the server. Automated Backup

2.1. FileWave Server Installation

The process of setting up FileWave involves installing and configuring the FileWave Server, FileWave Admin, and FileWave Clients, at a
minimum. You may also have to install and configure FileWave Boosters. For Imaging, you will need to download and setup the Imaging Virtual
Server. To use Engage, you will need to download the Engage Server and setup the Engage services. This Chapter focuses on the installation
and configuration of the various servers and configuring the FileWave Admin application. Following sections describe setting up Boosters and
Clients, as well as working with the remainder of the FileWave components.
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Overall requirements (for version 12)

Primary requirements are a 64-bit quad-core CPU, 4+GB of RAM, and a boot volume with high IOPS to handle the database. The data folder can
be moved to a non-boot volume with lower IOPS and more capacity. As with most servers, the more RAM that can be devoted to it, the better.

Operating Systems Supported:

® macOS 10.12 through 10.13 (binaries are 64 bit only)
® Windows Server 2012 R2 and Server 2016
® Linux CentOS 6.9 x86_64, and 7.4 x86_64 (binaries are 64 bit only)

FileWave Server network ports

80 TCP/IP  outgoing for FileWave Software Updates (apple.com & microsoft.com)
443 TCP/IP  outgoing for FileWave License Server (fwks.filewave.com)

20005 TCP/IP  incoming for remote control publishing

20006 TCP/IP incoming for remote control routing

20015 TCP/IP incoming for client-server

20016 TCP/IP  incoming for admin-server

20017 TCP/IP  incoming for client-server secure (SSL)

20030 TCP/IP  incoming for remote control data

20443 TCP/IP incoming for client-server profiles

20445 TCP/IP  incoming for client-server inventory

Full list of ports: Default TCP and UDP Port Usage

Install versus Upgrade

Before attempting to do any updated with FileWave, point your browser to our support site's software download page (https:/www_filewave.com/s
upport/software-downloads) and check for special instructions.

You must be at version 10 of the FileWave Server before you can upgrade to v11. As long as you are running FileWave Server version 7.x or
higher, you can upgrade your existing server to v10, then run the Migration Checker script (available here: https:/mc.filewave.com/). This script
will verify your ability to migrate your system to the new all PostgreSQL database used in FileWave v11. The results will be emailed to the
address you provide at the end of the command, and will come from noreply @filewave.com. The email subject will be either [FAIL] Upgrade
check report or [PASS] Upgrade check report depending on what the script has discovered. If your FileWave v10 Server passes, you can upgrade
to v11 without issue; if it fails, contact FileWave Support who will get the issues resolved and get you p-upgraded to v11.

It is recommended that you do a backup of your server first before proceeding (see below). If you were running beta versions of the server, you
should move your Data folder to another drive and erase all FileWave parts before install.

Upgrading your FileWave server (Best Practice)

Generally, this is the workflow (specifics follow):


https://www.filewave.com/support/software-downloads
https://www.filewave.com/support/software-downloads
https://mc.filewave.com/
https://kb.filewave.com/display/KB/Default+TCP+and+UDP+Port+Usage

. Do a backup following these instructions: Automated Backup
. Lock computer clients.
. Upgrade the server.
. Upgrade the Admin(s).
. Update the Model.
. Upgrade Boosters
. Unlock a couple of clients. Verify that they see the Model number change. Deploy the upgrade Fileset to these test clients and ensure
they upgrade without issue.
8. Unlock and upgrade the other computer clients.
® Use the Upgrade Fileset for upgrading existing Clients. The standard or custom .pkg/,msi should only be used for computers that
do not have FileWave installed.
9. Ensure iOS device communication. Skip if you have no iOS. Go into iOS Inventory, refresh from the toolbar, total count is accurate, sort
by Last MDM Check-in Date, open Client Info, Command History and verify the device is receiving commands.
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For more details on best practices while upgrading FileWave, visit: Upgrade FileWave

macOS FW Server install

System Requirements

Any 64-bit Macintosh system running macOS version 10.12+ will work for FileWave Server; and this does not require the OS X Server software.
Make sure you use a system that is on an optimal network location, has sufficient disk space to handle all of your distribution content, and has at
least 4GB of RAM (8GB+ recommended). The server will run as a background process; but the system it is running on should be a dedicated
device. The server is running an active SQL database, and that DB uses lots of RAM. The more you can provide, the better behaved your server
will be.

Setup

The FileWave Server is installed from the FileWave disk image. Download the latest image from the FileWave Support site. The disk image
contains all the components to install the Server, the Admin application, the FileWave Client for macOS, and the FileWave Booster.

Location of key files

The server process is located in /usr/local/sbin/fwxserver. All content for the server is located in /fwxserver at the root of the boot volume.

Security - change the primary password
Once you have the FileWave Server up and running, you should change the password from the default ("filewave") to something a little more

secure. The default master administrator account is fwadmin. You change the administrator's password by selecting the Manage
Administrators... command from the Assistants menu.

Windows FW Server install

System Requirements

FileWave server requires Windows Server 2012 R2 and Server 2016 with at least 4GB of RAM and 100GB of hard drive space.

Setup

Download the latest .msi from the FileWave support site. Note: You should use a local administrator account to run the server installer
instead of a domain administrator account.

Location of key files

The server process is running in C:\Program Files(x86)\FileWave\fwxserver. Important data is located in C:\ProgramData\FileWave\FWServer.
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Security - change the primary password

Once you have the FileWave Server up and running, you should change the password from the default ("filewave") to something a little more
secure. The default master administrator account is fwadmin. You change the administrator's password by selecting the Manage
Administrators... command from the Assistants menu.

Linux (CentOS) FW Server install

System Requirements

FileWave server is supported on Linux CentOS 6.9 x86_64, and 7.4 x86_64 (binaries are 64 bit only.

Setup

Download the latest FileWave binaries for Linux on the following Website:

http://www.filewave.com/category/server

To download the newest binaries, click on the newest version, then scroll down until you see Linux installers.

Copy the Zip file directly to your Linux Server inside the root folder /root/

Login with SSH to the Server if necessary (on Windows use PuTTY, on macOS use Terminal) and make sure you login as root
Unzip the file with the following commands: (use two dashes in the nogpgcheck option)

#(this changes you to the root directory)

cd /root/

unzip FileWave_Linux_<FILEWAVEVERSION>.zip

yum install -y --nogpgcheck fwxserver*.rpm

yum install -y --nogpgcheck fw-mdm-server*.rpm

If there are any questions, answer them with yes or accept.

After everything is installed, you can connect to the server with your FileWave administrator console from either macOS or Windows.

Security - change the primary password
Once you have the FileWave Server up and running, you should change the password from the default ("filewave") to something a little more
secure. The default master administrator account is fwadmin. You change the administrator's password by selecting the Manage

Administrators... command from the Assistants menu.

Note: If you are running a VM environment, you can download a full Linux container of both Server and Booster from FileWave Support.

2.2. Imaging Virtual Server installation and setup

Your ability to perform network imaging for macOS and Windows is based on the FileWave Imaging Virtual Server (IVS). This virtual machine
contains all the components of an macOS NetBoot server and a Windows PXEboot server. You will upload your image sets to this container, and
manage all of this through the Imaging pane in FileWave Admin.

System Requirements

The virtual server has been tested on:

® VMWare VSphere ESX, Fusion, VMWare Player, and VMWare Workstation
® Virtual Box
® Hyper-V

Installation

You download the imaging VM from the FileWave Support site - https://www.filewave.com/support/software-downloads. Follow your VM software
instructions to activate the Server and complete the configuration instructions below.

Configuration
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When loading the VM you may be asked if you have moved or copied it. Please select "Moved".
The FileWave Imaging Virtual Server is running on CentOS 6.6 and will use DHCP to automatically configure itself for your network. Please make
note of the assigned IP address at the login window:

FileWave Imaging Appliance

IP address: a9 S S

IT HELMASK - 4. o ey e = P
Network ad : 18.1.18.8/24
Start addr 18.1.18.1

:":tllll addre . 18 .18 .254
imaging-appliance login:

The default TCP management port for FileWave Imaging access is 20444. This is not the same as the ports for PXEboot and NetBoot. Details on
that are covered in the Imaging Chapter of this manual. All other imaging configuration will be done from the Imaging pane in the main FileWave
Admin window.

Security - change the primary password

Once you have the IVS up and running, you should change the password from the default ("filewave") to something a little more secure. This is
easily done using the passwd command. At the login prompt, enter the primary account name root and the default password filewave to get
logged in. Type the command passwd which will then prompt you for a new password. Enter a password that you prefer, then confirm it by
entering it again. (Make sure you save the new password somewhere secure for retrieval.)

Networking - assign a fixed IP address

Like all servers, the IVS should be using a fixed IP address. There are two methods for setting this up. The first would be to configure your DHCP
server to use a static address for the MAC address of your IVS. Getting that information would depend on the VM engine you are running, and
your network administrator.

The second method is to use the new command line calls built into the IVS for versions 3.0.2 and above. The process is quite simple:

® Log into your IVS (default acct - root and password - filewave - which you just changed, of course)
® Type the following command:

imaging-control networksetup static

This will send you through a series of requests to enter a new IP address, subnet mask, router address, and DNS server address.

Once you completed the sequence, your IVS will reset to the new values, and you can type "sudo reboot" to commit your changes and leave the
command line. More command line functionality for the IVS is covered in the Appendix.

Upgrading from IVS 3.2 to 4.0

We have provided a method to upgrade, in place, existing IVS 3.2 servers to IVS v4. Check the software download page for instructions on how to
do this: https://www.filewave.com/support/software-downloads.

2.3. Engage Virtual Server setup

The Engage server VM is downloaded from the FileWave support site in the same location as the rest of your FileWave components. The VM is
compatible with VirtualBox or VMware.

Once launched, the Engage VM will boot and display an IP address - that address will be gathered from the DHCP server on the host device's
subnet. For the VM software, you should have the network setting to "bridged" and not "NAT." Login for the VM is "filewave / filewave" (account /
password) by default. You should change the password and assign a static IP address as soon as possible. Note the IP address for use in the
FileWave Admin Engage preferences.

Security - change the primary password

Once you have the Engage server up and running, you should change the password from the default ("filewave") to something a little more
secure. This is easily done using the passwd command. At the login prompt, enter the primary account name root and the default password file
wave to get logged in. Type the command passwd which will then prompt you for a new password. Enter a password that you prefer, then
confirm it by entering it again. (Make sure you save or record the new password somewhere secure for retrieval.)

Networking - assign a fixed IP address for your Engage server

The process for setting a static IP address on the Engage server involves editing a text file inside the server using command line. The example
shown here is using nano, a command line editor. If you are not familiar with nano, then you should check out this site first - http://staffwww.fullco
Il.edu/sedwards/Nano/IntroToNano.html.
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Log on to your Engage server (default acct / pwd - filewave / filewave )
1) Make a backup of the network configuration file:

sudo cp /etc/network/interfaces /etc/network/interfaces.bak

2) Open the network configuration file so you can edit it: (using nano editor in example)
sudo nano /etc/network/interfaces

It will look like this:

# This file describes the network interfaces available on your system

# and how to activate them. For more information, see interfaces(5).

# The loopback network interface

auto lo

iface lo inet loopback

# The primary network interface

allow-hotplug ethO

iface ethO inet dhcp

3) In the file you need to add the IP address, net mask and gateway and set eth0 to be static.
iface ethO inet static

address <IP_ADDRESS_HERE>

netmask <NETMASK_HERE>

gateway <GATEWAY_HERE>

So your final interfaces file after editing will look like this: (The IP addresses used are examples. Make sure you enter values to be used on your
network.)

# This file describes the network interfaces available on your system

# and how to activate them. For more information, see interfaces(5).

# The loopback network interface

auto lo

iface lo inet loopback

# The primary network interface

allow-hotplug ethO

iface ethO inet static

address 10.1.10.10

netmask 255.255.255.0

gateway 10.1.10.1

# These are values for the Engage server

4) Configure your DNS:

sudo nano /etc/resolv.conf

and enter your DNS server(s) like this: (these are example DNS entries, use valid ones for your own network)
nameserver 10.1.10.2

nameserver 4.4.4.4

nameserver 8.8.8.8

5) Save the file, and restart networking using the following command:
service networking restart

(or use your VM controls to restart the EVS)

Finishing touch - FQDN and alias for the Engage server (EVS)

A best practice for any server on a network is to assign a Fully Qualified Domain Name (FQDN) for that fixed address. You should have your
network support person assign a name to the Engage server's IP address.

2.4. MDM service installation

Mobile Device Management from FileWave supports Apple's Push Notification service (APNs) and Google's Cloud Messaging service (GCM),
and provides services for iOS, OS X and Android.

Requirements

® Domain name for your MDM Server. The devices must be able to connect to the FileWave MDM Server on ports 20443 and 20445
through a Fully-Qualified Doman Name (meaning there has to be an "A" record in DNS for the server) or a routable IP address. The APN
certificate (see below) must match this domain name or IP address; devices will to use this address in order to enroll.

® Apple Push Notification Certificate/Key Pair. In order to send push notifications to devices (for issuing commands, executing profile
installations, etc.), the MDM Server must have access to an Apple Push Notification certificate. The process for obtaining an APNs is
explained in Appendix A.3.

® Google Cloud Messaging service Project Number and APl key. These items can be created at the Google Developer Console. Details on
this are provided in Appendix A.4.

® FileWave Server running on OS X v10.9+( for the new features in iOS 9+, use OS X v10.10+), many different Linux distributions or
Windows 2008 R2+. If you are attempting to run a FileWave MDM Server and are missing one of the above items, please contact
FileWave support for details.



Installation and setup of MDM server on macOS

The MDM server is installed as part of the FileWave Server package for macOS. There is no additional software installation required. If you are
not using LDAP authentication for enroliment, you must prepare the FileWave server for MDM clients by opening a Terminal session to your
FileWave server and creating at least one generic account.

The command is sudo fwcontrol mdm adduser <mdm account name>, then you authenticate as the local administrator (your OS X system,
not the FileWave administrator), followed by entering a password to be associated with the new MDM account, and verify. You can create multiple
MDM enroliment accounts for use by your various FileWave administrators. You will use these accounts when you start enrolling devices.

Installation and setup of MDM on Windows FileWave server

The MDM server is now installed along with the FileWave Server from the FileWaveMDM.exe application provided with the FileWave Windows
installation download from the FileWave Support site. To prepare the server to support MDM clients, you need to create one or more MDM
accounts to be used for device enroliment.

From the server, open a command prompt and type: fwcontrol mdm adduser <name> - where <name> is the name of the account, then enter a
password for this account and verify.

You can create multiple MDM enrollment accounts for use by your various FileWave administrators. You will make use of these accounts when
you start enrolling MDM devices.

Installation and setup of MDM on Linux FileWave server

The MDM server is installed through either a script or manually. You can download the components needed from the FileWave Support site.
To install or upgrade the FileWave server or MDM service, use the following command after downloading and un-zipping the installers : (this is for
version 10 only)

yum install -y --nogpgcheck fw-mdm-server-10*.rpm fwxserver-10*.rpm

To install or upgrade the FileWave Booster, use the following :

yum install -y --nogpgcheck fwBooster-10*.rpm

To prepare the server to support MDM clients, you need to create one or more MDM accounts to be used for device enrollment.

From the server, open a Terminal session and type: fwcontrol mdm adduser <name> - where <name> is the name of the account, then enter a
password for this account and verify.

You can create multiple MDM enrollment accounts for use by your various FileWave administrators. You will make use of these accounts when
you start enrolling MDM devices.

2.5. Configuring LDAP authentication

You can use pre-designated, fixed account names and passwords to enroll devices in MDM, or you can use your existing LDAP (Active Directory,
eDirectory, Open Directory) database as the credentials for enroliment. To set this up, you will edit a configuration file on your FileWave server.
This can be done at any time during your server setup; as long as it is complete before you begin enrolling MDM clients.

This process consists of:

1. a. Backing up the current config file;
b. Editing a new config file to properly read the LDAP structure; and,
c. Restarting the Apache Process so it reads the new config file.

Getting the files ready

1. Open a Terminal Window or use SSH to get into the computer running FileWave Server
2. Gain root credentials

sudo -s

1. Enter your login password
2. Navigate to the FileWave Apache configurations folder:

Windows: C:\Program Files(x86)\FileWave\apache\conf
macOS / Linux: cd /usr/local/filewave/apache/conf/

1. Backup your current mdm_auth.conf by making a copy



cp mdm_auth.conf mdm_auth.conf.bac
1. Make a copy of the LDAP example and rename it
cp mdm_auth.conf.example_ldap_auth mdm_auth.conf

1. Making the changes
2. Open mdm_auth.conf up using your preferred text editor (nano mdm_auth.conf or vi mdm_auth.conf). Make the appropriate changes
(the sample file is appropriately commented) and then save the .conf file.

You can also use the Finder to locate the file, then drag a copy to your Desktop and edit it with a text editor, such as TextWrangler. When done,
you will delete the copy in the .../conf/ folder and replace it with your edited copy.)
Note: Active Directory (AD) by default requires you bind to the directory to read. Many people create a read-only directory account.

1. Once saved, restart the FileWave Apache process/service:

Windows: Go to: Services > FileWave, MDM Apache > Select:, Restart
macOS / Linux: /usr/local/filewave/apache/bin/apachectl graceful
Now, when a user attempts to enroll a device in your MDM server, he or she will use their LDAP credentials to authenticate.

2.6. Server Backup and Recovery

Normal, operational backup of the FileWave server will depend on the currently installed version. Please follow the knowledge base article listed
below.

Due to the nature of the FileWave databases, using active backup solutions, such as Time Machine or CrashPlan, can corrupt the FW
DB.

Automated Backup

Your VM's should be shutdown, then cloned or snapshotted as needed. See your specific VM software help/manual for details.

2.7. Installing the FileWave Admin application

Depending on deployment plans, the FileWave Admin application can be installed on two different types of systems; the systems administrator's
primary workstation, and a desktop or portable being used for creation of Fileset Magic Filesets and/or primary images for the Imaging Appliance.

System Requirements for the FileWave Admin application

The FileWave Admin application runs on both OS X and Windows computers supporting the following operating systems:

® OS Xv10.11 /macOS 10.12
® Windows 7/8.1/10

Installing the FW Admin application

Download and open the FileWave .pkg/.msi from the FileWave Software Downloads site http://www.filewave.com/support/software-downloads. Se
lect the Admin Installer and double-click or open it. You will be required to authenticate as a local administrator on your target machine in order
to complete the installation.
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Once the FW Admin application is installed, you will launch it and begin the configuration.

Logging into FileWave server from the FW Admin application

When you launch the FileWave Admin application, you will be presented with a login window. You can search for FileWave Servers in your
network with the Bonjour menu (OS X only). Recent server connections are saved in the Recent Servers Menu. In case your Server operates on
another port than the default (20016), specify the port needed. Otherwise please leave the port on the default. Enter the IP address or domain
name (FQDN) of the FileWave Server you are going to administer.

Note: The default administrator account is "fwadmin" and the default password is "filewave". You should change the primary admin password
when you first set up the server (see the Security section on the next page).

Click on Connect to log into the server and you will be presented with the default layout.

Note: The Windows version of FileWave Admin has two additional buttons:

- Client Monitor. Allows you to view the status of any FW client without logging into the FW Admin application.

- Fileset Magic. Allows you to open Fileset Magic to create custom Filesets without logging into FW Admin.

2.8. Configuring FileWave server from FileWave Admin

All of the settings that are used to establish the core configuration of FileWave server are performed within the Preferences panes located under
the FileWave Admin menu item. However, before you can begin configuring your settings, you must activate your FileWave server with the
license you purchased. This is a one-time task, unless you purchase a different number of licenses in the future.

Activating the FileWave server

FileWave Server requires an activation code if you are going to manage more than the Evaluation version (1 administrator user, 5
laptop/desktops, 5 mobile clients). Upon purchase of the FileWave solution, you are provided a custom activation code created specifically for the
number of licensed devices you specified in your order. The activation code will also let you create additional FileWave administrators above and
beyond the single "super-administrator" account provided by default (fwadmin). The license code will also specify the number of administrators
who can be logged in simultaneously. If you are going to use Engage, make sure you have included that in your license.

To activate your FileWave server, select Activation Code... from the Server menu.
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Select the Enter or Update Code button, and paste the activation code you received from FileWave with your purchase. Only one code can be
stored at a time. If you upgrade your server by adding more client or mobile licenses, then you can overwrite the existing activation code with a
new one.

Security - change the primary password

Once you have the FileWave Server up and running, you should change the password from the default ("filewave") to something a little more
secure. The default master administrator account is fwadmin. You change the administrator's password by selecting the Manage
Administrators... command from the Assistants menu, then select the fwadmin account and replace the default password (filewave):

Prevent user data collection via license

If your institution or locality requires that you not track user data within the FileWave Inventory database, you must request a special
"non-tracking" license. When this license is entered, the user data will not be collected by the FileWave Client for reporting to the Server. If, at
some point, you desire to activate user data tracking, you may request a standard license. In order to activate the user tracking capabilities, you
will enter the new license and reboot your server. By default, the full capabilities of FileWave inventory are enabled. This includes the ability to
track application usage, install dates, launch times, current user and login dates. If an organization feels they don't need this information or that
this information would be too sensitive to retain, they should contact support with a request to "Please change my FileWave inventory license to
not retain user and app usage information."

The next series of tasks are to get the key FileWave Admin preferences configured.

2.9. Configuring Basic FileWave Preferences

This section covers the basic FileWave preferences of General, Organization Info, Kiosk, Inventory, Mail, Editor and Proxies. The more
complex preferences - Mobile, LDAP, VPP&DEP, Engage, and Imaging are covered in their own sections.

General preferences

FileWave General settings break down into four sections:

Local settings

These are settings for each computer the FileWave Admin application is installed on. These are items that effect the interaction of the FW Admin
with the FW Server.

o =¥ FileWave Admin Preferences

M’ Organization Info  Mobile  LDAP  Kiosk VPP &DEP  Inventory Mail Engage Imaging Editor  Proxies
Local Settings

FileWave Admin Auto Logout and Quit Time

Logout Time Interval: 10 minutes

More confirmation dialogs
Show non-generic unix owner and group names
Make new associations Kiosk by default (not including Software Update)
Use alternating row colors for list and tree views (applies only to this machine)
Ctrl-C copies just the active cell, when unchecked Ctri-C copies the whole row (applies only to this machine)

Client Monitor Port: 20010 |

® FileWave Admin Auto Logout and Quit Time. Defines the longest interval the FW Admin application will sit idle before logging out the
connected administrator and quitting.



® More Confirmation Dialogs. Enables extra confirmation dialog boxes when moving/deleting items.

® Show non-generic Unix owner and Group names. If enabled, Unix user IDs in Fileset contents windows will resolve to the local user
account names.

® Make new associations Kiosk by default (not including Software Update). Sets all new Fileset/device associations to automatically use
the self-service Kiosk as their distribution method. This does not apply to Filesets created from the software update pane.

® Use Alternating row colors.... Changes the view in the Admin panes to display a spreadsheet-like array of rows.

@& Software Update - Safari 9.0.2 81.5 MB 1 1 7131
.’ Software Update - Security Update 2015-005 1.0 350.8 ... 1 2 7137
=2 Software Update - Security Update for Windows 7 f... 5.9MB 1 1 6863
= Software Update - Security Update for Windows 7 f... 46 kB 1 1 6857

® Ctrl-C copies just the active cell.... Allows the administrator to copy cells or entire rows of data within the various panes.
® Client Member Port: The default TCP/IP port for a client to contact the FileWave server is 20010. You can change this value if needed,
based upon network infrastructure requirements.

Server settings

The only setting here is your ability to limit the bandwidth for Fileset transfers from the Server to Boosters or Clients.

Apple Software Updates

These values define the URLs for the various Apple Software Update Servers' catalogs based on differing versions of OS X..

Microsoft Windows Updates

This is the known URL of the Microsoft software update catalog as of the publication of this document.

Organizational Info preferences

This setting pane provides the basic information concerning the managing organization. The data provided here will be shown as part of the
overall device information.

o =¥ FileWave Admin Preferences

General w )rganization Info Mobile LDAP  Kiosk VPP &DEP Inventory  Mail Engage Imaging Editor  Proxies

Name: LeRoy Dennison

Address: 12403 Driftstone Way
Riverview, FL 33569

Phone Number: (888) 345-3928 x254
Email Address: |
Lost mode message: Can be displayed on missing devices

Lost mode footnote Can be displayed on missing devices



Kiosk preferences

The self-service Kiosk preferences allow you to create and edit the various categories of Kiosk items offered to end users. You can also change
the icon for an existing Kiosk item.

] =¥ FileWave Admin Preferences

General Organization Info Mobile LDAP m VPP & DEP Inventory Mail Engage Imaging Editor Proxies

Categories:
Category Description
m Applications
o Utilities
>__ Scripts
ﬁ Policies
[B) profiles
3 OS Updates
@ Media

@ Documents

Use the [] or [-] buttons to add or delete a Kiosk item. When you have selected an existing Kiosk item, clicking on the [] button allows you to
create sub-categories. Double-clicking on the title of a category allows you to change the name of the category. The Change Icon button lets you
select a new graphic to display as the icon for a category. Icons should be in .png, .iff, or .jpg format. They should also be no larger than 512x512
pixels in size. This is to keep the file size reasonable.

If you want to clear out your category set and return the FileWave defaults, click on the Revert to Defaults button and you will return to the eight
(8) entries you started with. The Kiosk can be further customized with background images and titling. See the FileWave Support site for more
information and directions.

Inventory preferences

The current version of FileWave has the asset management process, Inventory, included in the main FileWave Server install. Earlier versions of
FileWave supported an Inventory server that could run on a different computer. The settings for Inventory on the current version can be left at the
defaults; but information on the provided settings is below:

) =¥ FileWave Admin Preferences

General  Organization Info  Mobile LDAP  Kiosk VPP &DEP m Mail Engage Imaging Editor Proxies

Inventory Server

Inventory and MDM are using the same server. o
Shared Key: {68aa24dc-50b5-40cb-abab-103d1666a919} Generate new key on Save
iOS Inventory
Device Inventory Poll Interval (hours): 24 -

>

Device Not Checked-In Notification (days): 30 "
Smart Groups

Refresh every (minutes): 102 Refresh all Smart Groups Now

Inventory Server

The FileWave Inventory server and MDM server are now running on the same server. The server address should be a valid FQDN (fully qualified
domain name). The default TCP port is 20445. If you change the Shared Key in Inventory, it will break any RESTful API scripts or interfaces you
are using, until they are updated to use the new key.

iOS Inventory

® Device Inventory Poll Interval - Default is 24hrs. This setting is how often all iOS devices will report their profiles, application, security and
device settings.



® Device Not Checked-In Notification — Default is 30 days. When an iOS device exceeds the timeframe set, the device color changes to
alert the administrator that that device has not checked in with the MDM server.

Smart Groups

The button Refresh all Smart Groups forces a system-wide refresh of all the data requested by existing Smart Groups. (Smart Groups are
discussed in detail in Chapter 8.)

Mail preferences

The mail preferences in the FileWave Server are used to support both scheduled reports and VPP email invitations. Both of these capabilities are
covered in later portions of this manual. Setting up the mail preferences involves you having a common email account that will act as the sender
or source of all outgoing mail from the FileWave Server. This account will show as the source of emails sent for scheduled reports and VPP MDM
invitations.
You can select the sending (SMTP) server, port number (default is 587 with TLS), and whether to use encrypted email (TLS - transport layer
security). You must enter a valid email account that can send mail from the designated email host. The Send test mail button allows you to verify
that your settings work. It will have the FileWave Server generate a test message that will be sent from the host server, using the account you
specify, and will come to the inbox of a designated user account.

General  Organization Info Mobile LDAP Kiosk VPP & DEP Inventory Mail Engage Imaging Editor Proxies

Settings
Host: smtp.gmail.com
Port: 587 v

v/Use TLS

User name: johnd
User password:
Send from (email address): johnd
Send test mail

Keep in mind that the email server needs to possibly handle thousands of emails (e.g Postmark or MailChimp).

o Q ¥ Email preferences test

Please enter a mail address where to send the test e-mail

johnd@mac.com

Cancel | (L
B ———————

Editor preferences

FileWave's Filesets can contain plain text files, such as batch (.bat), configuration (.conf), and property list (.plist). The Editor tab allows you to
customize which extensions can be edited within the Fileset Contents Window's text editor. This capability allows you to make simple changes to
a file, even a script, inside a Fileset.

You can add the extension of a specific type of file so that it can be edited within the FileWave editor. File types are usually limited to those that
contain Unix or Windows line endings. You should test any file type that you plan on supporting before making that extension known to all of your
FileWave administrators. More information on this capability and its use is in the Filesets Chapter of this guide.

Proxies preferences

If you are using proxy servers in your environment, this preference pane will allow you to enter the credentials needed to let your FileWave Server
authenticate with the proxy service. If your users' devices must go through a proxy server to access the FileWave server from outside your
network, then you will need to add credentials here to allow your FileWave server to respond through that same proxy. You may also create
unique override credentials for your FileWave Admin to use or bypass the proxy service, as needed.

® Server Proxy Credentials — HTTP and SOCKS?5 are the two protocol options, followed by host name, port, username and password.
® Admin Proxy Credentials Override — HTTP and SOCKSS5 are the two protocol options, followed by host name, port, username and
password.



A Test button has been provided in the bottom right of each section to give feedback for your entered settings.

2.10. Mobile preferences - iOS _ Android

The Mobile preferences are designed around Mobile Device Management for Apple's iOS/macOS and Google's Android/Chromebooks. This
section discusses setting up the basic components in FileWave Admin/Preferences. Mobile Device Management is covered in detail in Chapter 7.
The certificate workflow for MDM is covered in the Appendix.

Configure MDM Server

®* MDM Server Address - Enter your MDM server's FQDN or routable IP address.

® Port - The default port for FileWave MDM is 20445.

® Shared Key - This is used to create a secure connection between the MDM Server and the FileWave Server. Generate a new key on
Save only needs to be done once and is applied when the preferences are closed with the OK button.

Mobile Certificate Management (HTTPS Certificate Management)

This section shows the information used by FileWave to create a valid certificate that will be used to authenticate the FileWave MDM server with
your clients and with Apple's Push Noatification System.

® Details — Shows the details of the current certificate uploaded.
® Upload PKCS12 Certificate - This is used to upload a SSL certificate issues by a Certificate Authority.
® Get Current Certificate - Once you have a valid certificate, you can download a copy to be used with Apple Configurator.

Note: Self-signed certificates are no longer able to be generated in FileWave. A certificate signed by a CA is required for iOS, MDM
enrolled Macs, and Chromebooks.

Apple Push Notification Certificate (APN) for iOS

The APN certificate is required to allow the application developers to send notifications to their applications, such as the Weather app getting
current storm alerts. In order to allow the applications you deploy to your mobile devices to get these notifications, you request a secure certificate
from Apple. The process for getting the certificate is detailed in the Appendix for FileWave administrators running either OS X or Windows.

Once you have received your APN Certificate from Apple, you will add it by clicking on the Upload APN Certificate/Key Pair button. This will
configure your FileWave MDM server to support secure communications with Apple's Push Notification service.

Android/Chromebooks MDM Configuration

If you are deploying Android clients, then you will need to configure the Android/Chromebooks section of the Mobile preferences. You will need to
get a Project Number and API key from Google. Instructions on how to accomplish that task are in the Appendix. Once you have those two
items, go to the FileWave Preferences / Mobile pane and select the Android/Chromebooks tab.

Select the Configure GCM button, authenticate as the FileWave super administrator, then enter the Project Number and the Server API key you
were given.

Click on Save and you should immediately see that GCM is correctly configured.

Override FileWave Server configuration

The Android client is a composite of the computer and iOS client. It must connect to both the FileWave Server and the FileWave MDM server.
Enrolliment is done the "iOS" way through the MDM portal; but the client must also connect to the main FileWave server for additional
functionality. In most cases, this is not an issue because the FileWave Server and the FileWave MDM server are on the same system. However, it
is possible for you to configure the two services to run on different systems with differing external IP addresses.

If you are hosting the MDM service on a different system, then you will need to check the Override FileWave server configuration checkbox
and enter the FQDN name of your main FileWave server. Do not enter anything in this section if you are running your FileWave MDM services on
the same system as your primary FileWave server.



Apple Android/Chromebooks macO0S

Google Cloud Messaging (Notificat
© 6eM comrectly configured] ENter your FileWave MDM server FQDN ONLY if it is different
from your main FileWave server address

Override FileWave server config /
Public DNS hostname:

Ignore status notifications

macOS MDM configuration

For macOS devices, you will need to request a custom FileWave Client installation package (.pkg) and upload it to your FileWave server. This
allows FileWave to provide the package for all MDM enrolled devices. When a MDM macOS device is added to your FileWave server, it will
automatically receive the client installer package and will be configured as one of your client devices.

macOS Client Package Installation Triggers

The FileWave macOS client package will install on newly enrolled DEP and Profile MDM enrolled macOS devices. The macOS client
package will also get pushed out to ALL existing enrolled MDM clients if you upload a new macOS client package into the FileWave
Preferences. Be sure not to accidently upload the non-custom client pkg or upload a custom client pkg with the wrong FileWave server

address, if you do then all exsisting MDM enrolled macOS devices will install the newly uploaded client and then in turn lose connection
to your FileWave server.

The first step is to go to the FileWave Support site and request a custom installer: https://www.filewave.com/support/custom-client-pkg
This request will be answered with an email from FileWave Support containing a link to the requested package. When you have downloaded the
package, you will upload it to your FileWave Server using the button in the OS X MDM preferences pane:

Apple Android/Chromebooks W

Upload macOS client package Package version 11.2.1 available.

Authenticate as the FileWave Admin superuser (fwadmin), then locate the newly downloaded package. Note: You must unpack/unzip the
package before being able to upload it to your server!

Ignore status notifications

In the lower left corner of the main FileWave Admin window is the status box for your key external services - Apple Push Notification (APN),
Google Cloud Messaging (GCM), Apple Device Enrollment Program (DEP), Engage server (if used) and Inventory. You have the option of
installing the MDM services on a different system, or not needing APN, DEP, GCM, or Engage at all - assuming you aren't using any iOS devices,
macOS systems with VPP, or Android devices. If any of these services are not running, the status indicators will show that there is a problem. You
can disable status notifications and FileWave Admin will report only the services you are using.

Ignore status notifications

APN: @ APN OK

GCM: o OK

DEP: © OK: 1 account(s)

Engage: @ -Service not running
-APN (i0OS) OK

-APN (OS X) OK
Inventory: & OK

@ Erors (1)

2.11. LDAP preferences

FileWave supports connecting your LDAP network directory — Active Directory, Open Directory, or eDirectory — to your FileWave Server. This
capability provides access to directory information for use in Smart Groups and parameterized profiles. You can also use LDAP for enrollment
authentication. Using LDAP to authenticate your devices gives you a way to know who (which LDAP user) enrolled what device.


https://www.filewave.com/support/custom-client-pkg

Creating an LDAP server entry in Preferences

Use the [+] button to create a new LDAP server entry and enter the needed connection information as described below:

Name - a reference name used by you to differentiate your LDAP servers

Host / IP - enter either a FQDN or IP address for your LDAP server

Port - enter the TCP port required to access your LDAP server (you may need to check with your network support)

Protocol — select LDAP, LDAPS, STARTSSL. For LDAPS and STARTSSL you have a checkbox that you can potentially uncheck so that

the server certificate is not checked against the machine's trust store. NOTE: IF LDAPS or STARTSSL it is recommended to be using a

trusted LDAP cert.

® Server Type - choose Active Directory, Open Directory, or eDirectory

® Base DN - enter the primary distinguished names (DN) for your LDAP server using the domain components separated by commas. For
example, if the LDAP server is running on the same box as the FileWave server, your base DN may be as simple as "dc=home,dc=local";
but if the LDAP server is running on a different system, the value of the base DN may be involve using a more extended value, such as
"dc=tanner,dc=filewave,dc=net".

* LDAP User DN - if you are doing authenticated binds to your LDAP server, you will need to enter a valid user account that has been
designated for binding. If you are doing anonymous binding, this entry is left blank.

* LDAP User Password - enter a password to complete the authenticated bind; not needed for anonymous binds

® Refresh Interval (sec) - enter a value in seconds for the FileWave Server to contact the LDAP server to refresh the available data. If you
are just setting up a FileWave server on a network with an established LDAP server, you should set the interval relatively short (~120
seconds) while you are testing and making changes. Once you go into production mode, you should change the interval to 24 hr. (86,400
seconds).

® Change Limit (%) - LDAP related items will not be removed if more than the given percentage of the items disappear after a sync. This is

to avoid loss of data if something goes wrong with the LDAP configuration.

Note: Choosing to enable the automatic Group updates creates a visible set of entries in the Clients pane of FileWave Admin, and
keeps that information up to date; however, for an LDAP environment of over a few hundred records, the load on the LDAP server can
get extremely heavy.

The Test Connection button pings the server to see if it is online; but does not verify all connection settings. You should always use an LDAP
browser tool to verify the link to your server.

You can create entries for multiple LDAP servers, and an LDAP server can be running on the same device or VM as the FileWave Server.

An LDAP server can be chosen as the Authentication server which, in this case, means that the directory for that server will be used for profiles
that support parameterized settings. Selecting the use it for extraction setting adds the directory information to the FileWave database. You can
view the LDAP settings in the Assistants/LDAP Browser in FileWave Admin.

Choosing the Enable Automatic Group updates for this LDAP creates a visible set of entries (Smart Groups) in the Clients pane under an
LDAP designator. These Smart Groups will be updated by FileWave at the designated refresh interval

The information provided in the Clients pane for LDAP is a one-way view of your directory server. While changes made at the LDAP server are
automatically reflected in FileWave; changes made in FileWave Admin do not affect the LDAP directory information.

At the Bottom right of the LDAP server pane, there is a Synchronize Now option. This option will allow you to synchronize all your LDAP servers,
just one, or sync LDAP Custom Fields.

General  Organization Info Mobile  Chromebooks QRNV.UEY Kiosk VPP & DEP Inventory Mail Education Imaging Editor Proxies

Authentication server: AD Server 52 ©4 use it for extraction

Name Host Type |

AD Server 10.1.10.225 Active Directory

Synchronize Now n
All Servers
AD Server
Name: AD Server LDAP Custom Fields Only

LDAP Server Details

2.12. VPP and DEP preferences

FileWave supports both Apple's Volume Purchase Program (VPP) and Device Enroliment Program (DEP). In order to get these working within
FileWave, you will need to configure certain preferences. Chapter 6 of this manual goes into great depth on the configuration and operation of
VPP for iOS devices and macOS computers. Chapter 4 discusses DEP in depth. This section just discusses the settings required in the
Preferences.

Note: Instructions for joining and working with the Apple VPP and DEP programs from the Apple side are outlined in detail on these
web sites:

https://help.apple.com/deployment/business/

https://help.apple.com/schoolmanager/

https://help.apple.com/deployment/ios/

https://help.apple.com/deployment/macos/

Warning: All of the configuration steps in this section must be done while signed in as fwadmin.


https://help.apple.com/deployment/business/
https://help.apple.com/schoolmanager/
https://help.apple.com/deployment/ios/
https://help.apple.com/deployment/macos/

FileWave supports multiple tokens for the VPP service. This allows you to create multiple purchase authorities for your institution's App Store
content. Content is automatically synchronized every 24 hours with the Apple VPP service. You may force a full synchronization when you are
deploying a large number of App Store items, or any time that a delay may interfere with operational needs by holding down the Option key and
clicking on the Synchronize button.

Volume Purchase Program preferences

This pane contains the information for your VPP account with Apple. In order to proceed, you will have to have created a VPP for Education or
VPP for Business account with Apple. Once you have a VPP account, you can download your VPP token for inclusion into FileWave. You may
add as many tokens as you have purchasing agents.

Configure VPP token(s)

Select the Configure accounts button (1 in the graphic on the next page). You will have to authenticate as the primary FileWave Admin

(fwadmin).

Adding a VPP service token

Click on the [+] button (2) and import your downloaded VPP token (3). When you import the token into this pane, you will see a long alphanumeric
hash as shown. Continue these actions until you have added all of the VPP tokens you plan to use for content distribution.

[ =¥ FileWave Admin Preferences

General  Organization ln!J Mobile LDAP  Kiosk JIZIOUTTM Inventory Mail Engage  Imaging  Editor  Proxies
Volume Purchase my
Configufe tokens 1 token(s) configured
Synchronize Last synchronization with VPP Web service: 10/21/15 3:05 PM

Configure email invitation template

Miminum delay (in minutes) between license assignment and Install Application. 3

® =Y Edit VPP service tokens

VPP tokens

Token Name Organization Expiration Date Department Owner Email Group for auto create files
2 LeRoy's VPP token FileWave (USA), Inc. 1/15/16 12:38 PM (Root)
(X J =¥ VPP service token

VPP service token details:

| Token name |LeRoy's VPP token -
+ mnership
Department: r
VPP service tol
. Owner:
Warning: changi ct
application dej Owner email:
Create VPP users Token:
When new iOS eyJOb2tlbil6IIItZGVSZINWQUQvelRKUNIDUJhZK080YWxWQzVXUDRIM
Token to use: |
T Close
Warning: using a different token will have an impact on VPP filesets for
0OSX and iOS and may affect application deployment.

' 3 ! Make sure you only upgrade the current token.
Cancel
Import... | =

—

Il

Auto create filesets

A fileset will be created for each item of your account.
Filesets will be automatically added to the following group:

(Root) Choose... Reset to defaults

Cancel m

Note: Make sure you are not using a given VPP token on more than one MDM server. Problems, such as loss of control of the token or
automatic VPP user retirement, can result.



Once the token has been properly imported, you will see a dialog pop up telling you that everything is in order.

If you want more than the FileWave superuser/admin account (fwadmin) to be able to manage VPP applications later on, you will need to use the
/Assistants/ Manage Administrators... pane to assign other administrators to manage the VPP token(s). This is covered at the end of this
chapter.

Auto-create Filesets

The first time you set up VPP, you will get Filesets automatically created for each of your existing VPP purchases. You can assign those Filesets
to a designated FileWave Group for management. The default is the (Root) Group. VPP Fileset creation is covered in detail in Chapter 6.

VPP account protection (aka "Take ownership")

One of the new features in FileWave v10 is protection of the VPP accounts and tokens that you use with your server. The concept is very simple:
an identifier (called "client context") is sent to Apple for a given VPP account. When an MDM server has to use a VPP account, it will query this
identifier and compare with its own; if they match, everything is fine. If they don't match, the server should not use the token.

As long as you are the confirmed owner of the token, the Is Owner flag says Yes;. If you have changed servers, or let another process, such as
Apple Configurator, use that VPP token, then you will get an alert stating that the token is owned by another server.

If you have a mismatch, your VPP token entry will turn red, and you will not be able to use that token. Your first indication of an issue may be an
alert in your Dashboard:

In order to regain control of the token, you will need to select the token entry and click on the Take ownership button in the lower right corner of
the VPP tokens pane. Once you have done that, you will get a confirmation dialog:

O

Are you sure you want FileWave to take

4 ownership of this VPP account ?
Another VPP tool has the ownership of the account.
Taking the ownership will allow this FileWave server to
manage VPP licenses but will prevent the other tool
from doing it.
License assignment will be recomputed according to
this FileWave server, which will likely lead to removing
licenses from some devices.
Are you sure you want to take the ownership of this

VPP token ?
[ No JNERLC

The key to this process is making sure you do not apply any of your VPP tokens to a different server, tool, or application. If you are running a
test/beta FileWave server or Apple Configurator, you should create a unique VPP account and token for that purpose.

Create VPP users for newly enrolled devices

Back in the Volume Purchase Program pane, you can elect to Create VPP users for newly enrolled devices. VPP users are internally created
accounts that link your enrolled device to the FileWave VPP management process. It's not an actual "user" account; but more of a placeholder for
the assignment of VPP apps and books. Each VPP user account may contain a link to an actual end user's Apple ID.

£ Create VPP users for newly enrolled devices

When new iOS devices are enrolled, FileWave can automatically create VPP users and associate them.

Token to use:  FWDenver Primary [

If this checkbox is selected, then newly enrolled devices will automatically get a VPP user and that user account will be associated with the
device. This can speed up mass deployments, as well as reduce the overhead on 1:1/BYOD deployments. Used in conjunction with settings in the
VPP Assistant, your FileWave server can then automatically notify new user's to register their Apple ID with your FW MDM server. You can select
a single VPP token to be the primary token related to those VPP users. Also, you can change which tokens are associated with specific VPP
users as you need. Note: If you are using VPP device assignment for application distribution (versus assignment by user - Apple ID), a
"ghost" or invisible VPP user account is created. This account is not visible within the VPP User Management pane.

Synchronization

The VPP Synchronization setting lets you determine how often the FW MDM server will match data with your assigned VPP token account. You



can push an incremental synchronization by clicking on the Synchronize button; and you can force a full synchronization by holding down the Op
tion key while pressing the Synchronize now button.

Configuring VPP email invitation template

This template will be used by your FileWave server to send an invite to users enrolling in your MDM from iOS devices and macOS computers. If
you have configured your setup to use LDAP authentication for enrollment, then your users will get an email addressed to the mail account in their
LDAP record. It will contain a custom URL pointing them to the Apple App Store where they will authenticate with their Apple ID to register that ID

with your FileWave MDM.

[ =¥ VPP - Email invitation template

Subject: |Invite from VPP organization {vpp_organization}|

Organization {vpp_organization} would like to assign apps to you.
You need to register your account by clicking on this link: {invite_url}.

Body: Books and Apps requiring a license won't be deployed until your registration is complete.

Ensure that '{invite_url}' is used inside the invitation email Body. You can also use
‘{vpp_organization}' in both the Subject and Body. These are placeholders that will be replaced by

values for your specific token(s).
Cancel | (IS

Minimum delay and Preferred Distribution

Starting with FileWave v10, you have the ability to establish a delay between the time you associate a VPP application with a license and when
the application is made available to install at the client. This avoids issues during large scale deployments where clients are trying to install VPP

applications; but haven't gotten their license assignment yet.

Preferred Distribution allows you to choose the method of deploying a VPP application. The original method has been to assign an application
to a registered Apple ID (User). The license shows up in the user's Purchases, and the license can be managed by the FileWave MDM. The new
method, supported in iOS 9+ and OS X v10.11+, allows you to assign VPP applications directly to an enrolled device (provided the app developer
has coded the app to support this). This method applies only to VPP applications - iBooks are still required to be assigned to individual Apple IDs.

There is a detailed discussion of this process in Chapter 6.

o = FileWave Admin Preferences

General  Organization Info  Mobile LDAP  Kiosk m Inventory  Mail Engage Imaging Editor Proxies

Volume Purchase Program
Configure tokens 1 token(s) configured
Synchronize Last synchronization with VPP Web service: 4/27/16 10:50 AM
Configure email invitation template

Minimum delay (in minutes) between license assignment and Install Application. 3 z

Preferred license distribution model to use for new associations: [T~ LAV 3 <

Assign to Device
LDAP synchronization:

The default setting can be overwritten for a given association of a managed license Fileset.



(X <Y Edit Association

Edit Association between Fileset:
10S App - iBooks
and Client/Group/Clone
LeRoy's Demo iPad

TPl License Distribution

Please select the license distribution model you
prefer to apply for this association

Assign License to User

You need an ApplelD to use this mode!

© Assign License to Device

Available only for filesets and devices supporting this model

NOTE: These options affects only VPP filesets

Kiosk Association

cancel (IS

Using LDAP synchronization allows you to link your LDAP users with VPP users, who can then be associated with their email addresses (if
those exist in the LDAP directory). This allows you to have VPP/MDM emails automatically sent to those users. This process can be left off if you

are going to use device assignment of all your distributed VPP applications.

LDAP synchronization:

Synchronize with LDAP every:

6 hour(s) z Last synchronization with LDAP: 10/6/15 12:24 PM

Automatically associate users via their email address
Send invite emails to newly registered LDAP users

Device Enroliment Program preferences

Apple's Device Enroliment Program is designed to support OTA (over the air - Wi-Fi) supervision of devices. FileWave supports iOS devices and
macOS computers using DEP. Institutionally purchased devices are registered with Apple, and Apple provides a DEP token for you to link your
FileWave MDM server to the DEP service. When a device comes up online, it is recognized by the Apple DEP service, matched to the
downloaded token, and automatically configured for supervised management with your FileWave MDM. The preferences you set to get this

process up and running are shown below.

Device Enroliment Program
Download certificate
Configure accounts A OK: 0 account(s)

Synchronize Never synchronized.

Using the "Download certificate" button, download a special "FileWave DEP" certificate to your administrator machine. You will be required to
authenticate with the fwadmin FileWave Admin account. Use that certificate to get a DEP token from the Apple DEP site (https://deploy.apple.co

m or https://school.apple.com).
Select the "Configure accounts" button, and authenticate using the primary fwadmin account. You'll be presented with the option of uploading

new tokens. You can have a token for each of the DEP facilitators you have.


http://deploy.apple.com
http://deploy.apple.com
https://school.apple.com

[ =¥ DEP Accounts

DEP accounts

Access Token Expiry " Server Name " Server UUID  Facilitator Apple ID | Organization Name 14
2/16/17 1:11 PM Leroy Server 1B dninisiine T . usa_vpp@filewave.co... FILEWAVE (USA) INC U
l \Upload new Access Token
Close

The Synchronize button works the same as the VPP synchronize button. DEP will synchronize between Apple and your FileWave Server once a
day. You can hold the alt/option key down to force a full, immediate synchronization. Use that sparingly, since it may take a long time to
synchronize with lots of devices in the system.

Device Enroliment Program

Download certificate
Configure accounts O OK:1account(s)

Synchronize Last synchronization with DEP Web Service: 5/2/16 10:51 AM

2.13. Imaging preferences

The FileWave Imaging Virtual Server is linked to the FileWave Server through these preference settings. You install the IVS inside your own
virtual machine software, on a device of your choosing (to install the IVS, see the information in Section 2.2 of this Chapter). More information on
using the Imaging Virtual Server is in the Imaging Chapter of this guide. Once you have the VM running, you will see a terminal window that will
contain the IP address of the imaging server. By default, the IVS will grab a DHCP address from the subnet it is activated in. You can also set up
a fixed IP address for your IVS, if you are running IVS version 3.0.2 or above. That is recommended for more stable behavior.

Copy that address and add it to the Server Address in the Imaging tab... Do this task for each of the IVS configurations you set up across your
network.

Note: You should set up only one IVS per subnet. Multiple NetBoot/PXEboot servers on the same subnet can be problematic.

The default TCP port for FileWave Imaging management is 20444. This is not the same as the ports for PXEboot and NetBoot. Details on that are
covered in the Imaging Chapter of this guide.

Shared Key and Imaging

The Shared Key in Imaging supports secure communication between the Server and Client, as well as any Boosters associated. Once the Shared
Key is set, you should not change it. Doing so will require that you re-run the create-nbi.sh script.

Monitoring

The IVS is also a FileWave client. An Imaging Appliance Monitor is accessed through the Monitor... button. This allows access to the IVS
console log as well.

You must select the Preferences button in the Monitor pane, authenticate using the password of your IVS (default is filewave, you should
change it), and set the IVS to communicate with your FileWave server by entering either the FQDN or IP address of the FileWave Server.
You can check to see that the settings are correct by checking the Status... button in the main Imaging Preference pane.

Download NBI file...

This button downloads a script that you will then run on a macOS system to create and upload the NBI to your IVS. Each IVS must have a boot
image for initiating NetBoot. This NBI (NetBoot Image) is the system image that macOS computers do a network boot from. The NBI will then use
a designated disk image to perform the actual imaging of the client. Each IVS must have this task performed in order for NetBoot to function.
Instructions for running the script are in Chapter 9. It is also important for you to understand that the NBI is OS specific. You must run the script on



a Mac with a recovery partition, and it will create an NBI for that version of macOS or OS X only, and send the image to the specific IVS named in
the script. You can run separate 1VSs to store differing versions of macOS/OS X NetBoot images.

All other imaging configuration will be done from the Imaging pane in the main Admin window. See Chapter 9 for more details on IVS and
Imaging.

2.14. Engage preferences

Engage is the classroom management tool introduced with FileWave version 9. Setup and configuration of the Engage server VM (EVS) is
covered in Section 2.3 of this Chapter. For details on the use of the Engage applications, see Chapter 10 in this manual.

Engage Server

Enter the server address for your Engage server VM. It should be a FQDN or fixed IP address. The default TCP port for Engage is 443.

General Organization Info Mobile LDAP Kiosk VPP & DEP Inventory Mail 'lmaging Editor Proxies

Engage Server

Server Address: evs.filewave.net Port: 443 e

Shared Key: No Key (Not Secure)

Generate new key on Save

HTTPS Certificate Management

You will need a valid SSL certificate in .p12 format. for the communications between the Engage server and its clients. There are also specific
push certificates for iOS and macOS / OS X that will be provided by FileWave as part of your software download.

i0OS macOS  Chromebooks
HTTPS Certificate Management

Common Name: No Valid Common Name
Expiration Date: March 28, 2025 08:49:51 EDT

Warning: You are using a self-signed certificate. Your devices will need to trust the certificate to use FileWave. iOS 10.3+ devices require explicit trust before
manual enroliment.

Details... Upload PKCS12 Certificate Get Current Certificate

3rd Party certificate for https

You can use a known 3rd party for a valid certificate with Engage, companies such as StartSSL, VeriSign, etc. Follow the instructions on their site
to download a valid server certificate in .p12 format. Upload that certificate into FileWave Admin Engage preferences using the Upload PKCS12
Certificate button. When you have done this, you will get an alert to restart the Engage server. and import it into FileWave Admin as part of a
Certificate profile. See the Chapter on Mobile Device Management for further information on profiles. This certificate profile must be associated
with all iOS and OS X clients before they launch the Engage application for the first time. Otherwise, the client will display an error that it "cannot
connect to server" - meaning the Engage server.

iOS / macOS push certificates

The push certificates you need for Engage will be provided by FileWave. These certificates are provided by FileWave from the FileWave Support
site: https://www.filewave.com/support/csr-portal

Download the certificates and unzip/unpack them.

In Engage preferences, select the tab (iOS or macOS) for the certificate you are going to import, then click on the Browse button. Locate the
appropriate certificate and select Open. Finally, click on the button Upload APN Certificate/Key Pair to complete the settings. Turn off the Ignore
status notifications checkboxes as you complete each of the settings; otherwise, the Dashboard will not display the status properly.



https://www.filewave.com/support/csr-portal

Engage Server m 0S X

Apple Push Notification Certificate

Current Certificate: ~ com.filewave.engage.client
Expiration Date: January 21, 2016 2:33:20 AM MST

APN Certificate/Key: Engage iOS APN Production.p12

Upload APN Certificate/Key Pair

Ignore status notifications

Engage Server  i0S m

Apple Push Notification Certificate

Current Certificate:  com.filewave.engage.mac.client
Expiration Date: January 16, 2016 8:51:00 AM MST

APN Certificate/Key: Apple Production Mac Push Services com.filewave.engage.mac.client.p12

Upload APN Certificate/Key Pair

Ignore status notifications | Make sure you turn offithe checkbox:.once your settings are done

Clever Integration

Clever integration is provided for free by FileWave. The process for this is very simple. Go to http://www.clever.com and log in using the account
and password provided to you by Clever. That will present you with your district/site web page. Select Browse from the Data section. Select your
district, then copy your District ID.

In the Engage preferences, click on the Configure District button, authenticate as the FileWave Admin superuser (fwadmin), and paste the distri
ct ID into the data field.

You should see a confirmation dialog. It's making sure that you wanted to use that district ID, and that it may take a while to cache all of the data
from Clever to your EVS.

Once all the settings are completed, you should see a dialog showing that you are connected to Clever and syncing data.

Migrate data to new Engage server

If you plan to upgrade to a new VM of the Engage server, you don't want to lose any of the data or settings you have established. This checkbox
allows you to set up a new Engage server VM and transfer your current settings.

The setup will ask for the address of the new EVS, transfer your data, then remind you to change the network settings of the new EVS to match
those of the previous EVS.

Once all of your settings are filled in, and correct, you will see the status on the Dashboard show that everything is in order:

2.15. Managing FileWave Administrators

FileWave supports tiered administration so you can create additional administrators in order to spread the workload, you are not limited to the
amount of admins you can have in FileWave.

® How to log into FileWave Admin
® FileWave Administrators and Inventory
® Types of Administrator Accounts
® Superuser
® Local Account
® LDAP Group Account
® Permissions
® LDAP Group Account Permissions:
® What are all the permissions you can choose from?
® Application tokens
® Local Account New Application Token Setup:
® LDAP user application tokens
® Manage VPP Tokens


http://www.clever.com

How to log into FileWave Admin

When you log into the FileWave Admin to access the FileWave Server you will be asked for the server address, and user credentials which can
be a local account or an LDAP account.

[ Connect to Server

12.9.0

FileWave Server o *8

Address: localhost

Port: 20016 C

v

Administrator
Name: fwadmin

Password:

TR Connect |
T ——

FileWave supports multiple admin connections from the same or separate admin accounts. If you try to log in with the same account that is
already connected somewhere else you will get prompted to either end that first connection, start a second connection, or cancel.

This account is already being used in
another FileWave session

Use "OK" to log in and leave all other sessions
running.

Use "Force Log off" to log in and force all other
sessions to disconnect.

Force Log off Cancel “

If you are currently using a self-signed certificate then you may also get a prompt that the Admin cannot verify the identity of the FileWave server.

The recommend way to fix this is to, hit connect and then switch to a root trusted certificate. Please visit the KB linked here for instructions on how
to do this.


https://kb.filewave.com/display/KB/Root+Trusted+Certificate

FileWave Admin cannot verify the identity of the FileWave Server
"tony.in.filewave.us".

This server may be impersonating "tony.in.filewave.us", which could put your
confidential information at risk.

FileWave Admin warns you when the server has a certificate which is not valid. This
may happen if the FileWave Server is misconfigured or if your setup is compromised.

If you understand the risks involved, you can add the certificate to the certificate
store and connect to the server anyway.

Show Details... Add and Connect W Connect

You will also be able to see two active connections if you look in the Administrators Online... window located under the Assistants menu

The bolded entry is your current connection

o Online Administrators

2 of 2 active sessions.

Username v Full Name Email Address Phone Number Superuser Status IP
& fwadmin fwadmin true 10.1.3.42
A fwadmin  fwadmin true 10.1.3.67

Force log off Close

FileWave Administrators and Inventory

In the FileWave Admin console you have the ability to set read/write/delete permissions to specific objects which include devices, filesets, and
groups. These permissions will follow the user all the way into inventory so that only what the current administrator has access too can be seen in

the inventory results.

Example:

1. Right click on an object (user, group, fileset) and select Set Permissions



Show Associated Filesets

Show Location(s)

Edit Custom Field(s) Values... O F
Edit Custom Field(s) Associations...

Create Association(s)...
Create Clone...

Clone to Same Groups As...
Convert to Standard Group...
Move To...

Delete ®
Rename

Comment

Add Client...

Add Group...

Add Smart Group...

2. Select the permissions you would like for each administrator. Setting it to No Permissions will make that object no longer visible for the
administrator.

([ J Permissions

Select Administrator and rights set:

Account Name Rights

A tony read / write / delete E
22 i0S Admins read / write / delete B
[z greg no permissions 7

22 FW Admins read / write / delete u
2 alex read / write / delete H
[ Propagate to children! Cancel -'T-

® You have to select Propagate to children if you are setting permissions on a group and want those permissions to be
added to sub-objects.

® read/write/delete permissions are received from the original object and the clones will get the same permissions. If you
modify these permissions on a clone, only this specific clone will get them not the original or other clones.

3. In this case the user greg has no permissions for the group selected which is for all macOS devices and these permissions have
been propagated to all sub-objects. So as you can see below the first screenshot shows what the user with full permissions sees and the
second screenshot shows inventory information with the new permissions.



FileWave Admin

2 & o cC w
NewQuery NewGroup  EditQuery Refresh  Duplicate Refresh Samples  Delete
Results depend on the permissions you have on clients, filesets and VPP tokens. Don't show this message again X
&0 Clients Inventory Queries Computers (27) ‘
Filesets 0S Name FileWave Client Name 0OS Type
Chrome OS  OMV891AJ209701 Chrome
@ Associations  cprome 05 sCD5124F8W Chrome
&, Imaging Chrome OS  5CD6261FVW Chrome
0 i0S Inventory | CTome 0S  BCGE323NRY Chrome
Chrome OS  8W2LKD2 Chrome
License Ma... cpome 05 GJALKD2 Chrome
P Boosters Chrome OS  LRO66C4Z Chrome
o g Inventory Q... Chrome OS LROB6CEN Chrome
Chrome OS  LROB6CEW Chrome
< & sample . cpomeos  LRoseCE? Chrome
Device As... 1 Chrome OS ~ LROG6CFR Chrome
LDAPE... 34 jos10 LCHS-enroll-DMPTW5GSHLF9 i0S
Usernames 48 ios 11 DMPNQQSNG5VT ios
FileVault2 1 jos 11 Emma's i0S Device ios
ios 1 Tony Wheeler's iPhone ios
i0s 11 Tony's iPad ios
ios 9 DMPM22T3F196 ios
i0S9.3.2 Test_Device i0S
macOS 10.1...  admin’s MacBook Air (5) mac0S
macOS 10.1...  fwadmin1’s MacBook Air mac0s
macOS 10.1.. FWExpertTrainer macos
macOS 10.1... MacBook Air (2) macos
Windows 10.0 DESKTOP-VOGOQBH Windows
Windows 10.0 DESKTOP_4A0Q7JK Windows
Windows 10.0 SMALL-Device Windows
Windows 10.0 surface Windows
Windows 7 WIN-QTMDHFECHOU Windows
@ Errors (1 Licenses Used/Total: Computers 33/1000, Mobile 7/1000, Chromebooks 11/1000, Model Number: 614 |

FileWave Admin

b s & C o
New Query New Group Edit Query Refresh Duplicate Refresh Samples Delete
Results depend on the permissions you have on clients, filesets and VPP tokens. Don't show this message again
L) Clients Inventory Queries Computers (23)
Filesets 0S Name FileWave Client Name 0S Type
Chrome OS 0MV891AJ209701 Chrome
@ Associations  come0s  5CD124F8W Chrome
&, Imaging Chrome OS 5CD6261FVW Chrome
'D__I i0S Inventory Chrome OS 8CG6323NRY Chrome
Chrome OS 8W2LKD2 Chrome
License Ma... . chrome 05 GUALKD2 Chrome
@ Boosters Chrome OS LRO66C4Z Chrome
o % Inventory Q... Chrome OS LRO66C5N Chrome
Chrome OS LRO66C6W Chrome
< & sample . cromeos  LRoBECH? Chrome
Device As... 1 Chrome 0S ~ LROB6CFR Chrome
LDAPE... 28 jos10 LCHS-enroll-DMPTWSGSHLF9 i0S
Usernames 42 jos 11 DMPNQQSNG5VT i0s
Filevault2 0 jos 11 Emma's iOS Device ios
ios 1 Tony Wheeler's iPhone i0s
ios1 Tony's iPad ios
i0s9 DMPM22T3F196 ios
i059.3.2 Test_Device ios
Windows 10.0 DESKTOP-VOGOQBH Windows
Windows 10.0 DESKTOP_4A0Q7JK Windows
Windows 10.0 SMALL-Device Windows
Windows 10.0 surface Windows
Windows 7 WIN-QTMDHFECHOU Windows
@ Errors (1 Licenses Used/Total: Computers 33/1000, Mobile 7/1000, Cf 11/1000, Model Number: 614

Types of Administrator Accounts

FileWave has three different account types;



® Superuser - This will be the fwadmin account that came with FileWave by default, and is required for certain setup options in FileWave.
® Local User - A user name and password created directly from the FileWave Admin and saved on the server.
® LDAP Group User - Admin credentials are pulled from LDAP (Active and Open Directory)

Other than the Superuser, which has full rights by default, you have the ability set granular permissions for your Local and LDAP users.

Superuser

The default credentials for your Superuser account is fwadmin/filewave which FileWave highly recommends that you change so the password is
something more secure!

[ FileWave Administrators
Account Name Phone Email Wiegelloyy Permissions VPP tokens  Application tokens
A tony User Details

22 i0S Admins

A greg to... Login Name: fwadmin
[ £ fwecmin ] Long Name:  fwadmin
22 FW Admins -
one:
2 alex
Email:
Password: @ No change Set password Generate and email password
Comments:
Default FileWave Administrator
+y Manage VPP Tokens Check LDAP user permissions... LDAP user application tokens... Apply Cancel -_

There are areas and features in FileWave that can only be accessed with the FileWave Superuser account. Three of these sections won't even be
visible to any other Admin account, one (Software Update) is grayed out for all but the Superuser, and the other features will trigger a dialog
window requesting the Superuser credentials to be entered.

Only Visible from the Superuser logged in:

® Activation Lock Management (Assistants Activation Lock Management)

® Force Logoff Admin (Assistants Administrators Online...)

® Scheduled Reports Owner (Assistants Scheduled Reports.. "+" Owner section)
® Software Update Sources Apple / Microsoft (Preferences General)

All Admins will be prompted for Superuser credentials:

VPP & DEP setup (Admin Preferences VPP & DEP)

Configure OAuth token (Admin Preferences Chromebooks)

Upload PKCS12 Certificate (Admin Preferences Mobile HTTPS Certificate Management)
Configure GCM (Admin Preferences Mobile Android/Chromebooks)

Upload macOS client package (Admin Preferences Mobile macOS)

SIS - Edit Settings... (Admin Preferences Education SIS)

Engage - Upload PKCS12 Certificate (Admin Preferences Education Engage Engage Server)
Apple Classroom - Manage Certificates (Admin Preferences Education Apple Classroom)
Force log off (Assistants Administrators Online...)

Manage VPP Tokens (Assistants Manage Administrators Manage VPP Tokens)



Edit Administrators VPP token access rights

Your FileWave superuser name and password are required to complete
this operation:

Username: fwadmin

Password: eesecsee ‘

cancel  (CIIN

Local Account

Local Accounts can be created very simply and then given whatever permissions you wish them to have. Keep in mind even if a Local
Administrator Account is given full rights they will still be prompted for Superuser credentials in the areas listed in the Superuser section above.

To create a Local Account for the FileWave Admin follow the steps below:

1. Go to Assistants Manage Administrators
2. Click on the the "+" sign at the bottom left
3. Then select Local Account

Local Account

LDAP Group Account

4. You will now be able to fill in the user information under the User details tab. Since this is a new user you will also have to set a default
password by selecting Set Password or Generate and email password (this will only work if you provided an email for this user and
you also have the Email settings completed in the Admin Preferences)



o FileWave Administrators

Account Name Phone Email LfilcGele) Permissions VPP tokens  Application tokens
A tony User Details
a2 i0S Admins
2 greg ar... Login Name: greg
2 fwadmin Long Name: Greg Stevens
22 FW Admins

Phone:
2 alex

Email: greg.stevens@filewave.com

Password: No change ° Set password Generate and email password
Comments:

tyl |- Manage VPP Tokens Check LDAP user permissions... LDAP user application tokens... Apply Cancel “

If you selected Set password you will get the following window to type in the user's password:

| N ) Creation of a new password

Please enter the new password.

New Password: ssccsece

Confirm Password: eeeeccsece

Cancel  (CLINN

If you selected Generate and email password you will need to hit the Apply button at the bottom of the FileWave Administrators wind
ow and you will then get an email with the following information:

Hello Greg Stevens,
Your new FileWave password is p2kS5YEp5w
Please store it in a safe place and delete this email ASAP.

. Next you will need to give this user permissions in FileWave. You do this by selecting the user and going into the Permissions tab and

checking which options you want this user to have. (There will be more information on what each of these options do at the end of this
section)



(] FileWave Administrators

Recounthame] =D B User details [WZI(WC000 VPP tokens  Application tokens
2 tony Server/Model
22 i0S Admins Update Model Activation Keys
2 greg gr... Revert Model Auditing
2 fwadmin
General
22 FW Admins
e alex Can Administer Users Change Preferences
Clients and Groups
Modify Clients/Groups Set Permissions View Location Information
Clear Fileset Status Change Enrollment Username Turn Tracking On/Off
Wipe Devices
Filesets and Groups
Modify Filesets Export Fileset/Template Set Permissions
Show Fileset Report Manage VPP codes
Associations:
Modify Associations Approve Software Updates Modify Imaging Associations
DEP
Edit Profiles Assign Profiles
Dashboard
Access Dashboard Configure Dashboard
Discovery Administration
Configure, Run Scans, Delete Results
Custom Fields
Modify Custom Fields Delete Custom Fields
Full Disk Encryption
Configure Full Disk Encryption Retrieve Recovery Keys
Classroom
Access Classroom
Select None Select All
| [~ Manage VPP Tokens Check LDAP user permissions... LDAP user application tokens... Apply Cancel (LM

LDAP Group Account

If you have a LDAP server configured within your FileWave Preferences, administrators can authenticate using credentials stored in the LDAP
server, based on Group membership. If a user is a member of multiple Groups, the final permissions will be the UNION of the permissions of
these Groups. Only Active Directory is able to detect recursive membership. FileWave will not be able to detect nested Groups in an Open
Directory or eDirectory.

To setup LDAP please see: 2.11. LDAP preferences

To create a LDAP Group Account for the FileWave Admin follow the steps below:

1. Go to Assistants Manage Administrators
2. Click on the the "+" sign at the bottom left
3. Then select LDAP Group Account

Local Account
LDAP Group Account

4. You will now be able to link this LDAP Group Account with a Group from your directory service. Click the Browse... button in the User
details tab
From here you will search through your LDAP structure to find the group you would like to use:



] FileWave Administrators

Account Name Phone Email Permissions VPP tokens  Application tokens
2 tony User Details
22 i0S Admins This account is bound to an LDAP group. Any user in this group can log into FileWave and will have the same permission set as this
2 greg gr.. account.
2 fwadmin
22 FW Admins Account Name: i0S Admins
2 alex Base DN:  CN=FW Admin Group
2,CN=Users,DC=in,DC=filewave,DC=us
Test
Comments:
|- Manage VPP Tokens Check LDAP user permissions... LDAP user application tokens... Apply Cancel  ([ld

@] LDAP Group Selection
- e . .
(Q Search \
» Wl cnterprise Aamins

Il Enterprise Read-only Domain Controllers
FW Admin
v BB FW Admin Group 1
Bm FW Admin Group 3
Kamala Khan
Laura Kinney
Neena Thurman
v I FW Admin Group 2
Elizabeth Braddock
Hope Summers

Kamala Khan
v i FW Admin Group 3

Anna Marie

5. (OPTIONAL) After the group is selected you can hit the Test button, this is used mainly if you typed in the DN instead of searching for the
group in the browser



] FileWave Administrators

Account Name Phone Email Permissions VPP tokens  Application tokens
2 tony User Details
22 i0S Admins This account is bound to an LDAP group. Any user in this group can log into FileWave and will have the same permission set as this
2 greg gr.. account.
2 fwadmin
22 FW Admins Account Name: i0S Admins
2 alex Base DN:  CN=FW Admin Group
2,CN=Users,DC=in,DC=filewave,DC=us
Comments:
|- Manage VPP Tokens Check LDAP user permissions... LDAP user application tokens... Apply Cancel (L

The selected group exists on the LDAP
Authentication server

¢ —=D

S~

6. Next you will need to give this user permissions in FileWave, you do this by selecting the user and going into the Permissions tab and
checking which options you want this user to have. (More information on what each of these options do at the end of this section)



(] FileWave Administrators

Account Name Phone Email User details WZS0050000 VPP tokens  Application tokens
2 tony Server/Model

22 i0S Admins Update Model Activation Keys

2 greg or.. Revert Model Auditing

2 fwadmin

General
22 FW Admins
o alex Can Administer Users Change Preferences

Clients and Groups

Modify Clients/Groups Set Permissions View Location Information
Clear Fileset Status Change Enroliment Username Turn Tracking On/Off
Wipe Devices

Filesets and Groups

Modify Filesets Export Fileset/Template Set Permissions

Show Fileset Report Manage VPP codes
Associations

Modify Associations Approve Software Updates Modify Imaging Associations
DEP

Edit Profiles Assign Profiles
Dashboard

Access Dashboard Configure Dashboard

Discovery Administration
Configure, Run Scans, Delete Results
Custom Fields.
Modify Custom Fields Delete Custom Fields
Full Disk Encryption
Configure Full Disk Encryption Retrieve Recovery Keys
Classroom

Access Classroom

Select None Select All

ol | - Manage VPP Tokens Check LDAP user permissions... LDAP user application tokens... Apply Cancel [ ok

Permissions

Account permissions will determine what the Administrator can and cannot do in the FileWave Admin.

Selecting your Local Account or LDAP Group account and then going into the Permissions tab will give you all the permissions you can select for
that user or group of users from LDAP.

LDAP Group Account Permissions:

If you have a user in multiple LDAP Group Accounts the user will take the collective permissions from each group. You can check on what
permissions a LDAP user will get by selecting the LDAP user application tokens... and searching for that user:



heck LDAP Users Permissions

Search for: (@ Khan ) (ELEEEN vee Tokens
Effective permissions for LDAP Group Account "FW Admins"
Name v UserName EMail First Name Last Name Full Name
Kamala Khan  kamalakhan Kamala Khan Kamala Khan Server/Model
Update Model Activation Keys
Revert Model Auditing
General
Can Administer Users Change Preferences
Clients and Groups
Modify Clients/Groups [ Set Permissions View Location Information
Clear Fileset Status Change Enrollment Username [ Turn Tracking On/Off
Wipe Devices
Filesets and Groups
Modify Filesets Export Fileset/Template Set Permissions
Show Fileset Report Manage VPP codes
Associations
Modify Associations Approve Software Updates [ Modify Imaging Associations
DEP
Edit Profiles. Assign Profiles
Dashboard
Access Dashboard Configure Dashboard
Discovery Administration
Configure, Run Scans, Delete Results
LDAP Group Account Name Custom Fields
FW Admins D n o
EET oy customreds @ Delte Custom Fisds
i0S Admins
Full Disk Encryption
Configure Full Disk Encryption € Retrieve Recovery Keys
Classroom
Access Classroom

Check LDAP Users Permissions

Search for: (Q_ Khan ) (LI vee Tokens
Effective permissions for LDAP Group Account "i0S Admins"
Name ¥ UserName EMail First Name Last Name Full Name
Kamala Khan  kamalakhan Kamala Khan Kamala Ki Server/Model
Update Model Activation Keys
Revert Model Auditing
General
Can Administer Users Change Preferences
Clients and Groups
Modify Clients/Groups [ Set Permissions View Location Information
Clear Fileset Status Change Enrollment Username | Turn Tracking On/Off
Wipe Devices
Filesets and Groups
Modify Filesets Export Fileset/Template Set Permissions
Show Fileset Report Manage VPP codes
Associations.
Modify Associations Approve Software Updates [ Modify Imaging Associations
DEP
Edit Profiles Assign Profiles
Dashboard
Access Dashboard Configure Dashboard
Discovery Administration
Configure, Run Scans, Delete Results
LDAP Group Account Name Custom Fields
FW Admins Modify Custom Fields Delete Custom Fields
=
Configure Full Disk Encryption ~ Retrieve Recovery Keys
Classroom
Access Classroom

As you can see in the screenshots above the user Kamala Khan is in both the FW Admins and the iOS Admins LDAP Group which has fewer
permissions than the FW Admins group does. So this user will use the permissions gathered from both of these groups which will give her full
access as you can see in the screenshot below:



[ Check LDAP Users Permissions

Search for: (Q Khan \ il VPP Tokens
Effective permissions for user "Kamala Khan"
Name v UserName EMail First Name Last Name Full Name
Kamala Khan  kamalakhan Kamala Khan Kamala Khan Server/Model
Update Model Activation Keys
Revert Model Auditing
General
Can Administer Users Change Preferences
Clients and Groups
Modify Clients/Groups &2 Set Permissions View Location Information

Clear Fileset Status Change Enroliment Username [ Turn Tracking On/Off
Wipe Devices

Filesets and Groups

Modify Filesets Export Fileset/Template Set Permissions
Show Fileset Report Manage VPP codes

Associations
Modify Associations Approve Software Updates 2 Modify Imaging Associations
DEP
Edit Profiles. Assign Profiles
Dashboard
Access Dashboard Configure Dashboard
Discovery Administration
Configure, Run Scans, Delete Results

LDAP Group Account Name Custom Fields
FW Admins
i0S Admins

Modify Custom Fields Delete Custom Fields
Full Disk Encryption

Configure Full Disk Encryption €2 Retrieve Recovery Keys
Classroom

Access Classroom

What are all the permissions you can choose from?

Server / Model

Update Model - allows the administrator to approve changes to the server model. Updating the model sends notifications to all FW clients
of any possible changes to any Filesets they have.

Revert Model - allows the administrator to cancel changes made at the last model update and revert to the previous model version.
Auditing - allows the administrator to view the Audit History of all actions logged by FileWave.

Activation Keys - allows the administrator to enter, change, or update the activation keys for the FileWave server.

General

Can Administer users - allows administrator to add, edit, or delete administrative users.
Change Preferences - allows administrator to access the FileWave Admin Preferences

Clients and Groups

Modify Clients / Groups - allows administrator the ability to add, edit, and delete FW clients and client Groups.

Set Permissions - allows the administrator to assign clients and client Groups to specific administrators.

View Location - Location map will be shown if the device is reporting location data.

Clear Fileset Status - allows administrator the ability to remove all messages in the client info window for a designated client.

Change Enrollment Username - this allows the administrator to change the enroliment username for MDM enrolled device, located in the
client tools.

Turn Tracking On/Off - gives the administrator the ability to switch the client state of a device for location tracking to Normal, Missing, or
Not Tracked.

Wipe Devices - this allows administrators the ability to wipe devices in the FileWave Admin.

Filesets and Groups

Modify Filesets - allows administrator to edit Filesets , add or delete content within a Fileset.

Export Fileset / Template - allows the user to export a specific Fileset or a template for use on another FileWave server, or for archival
purposes.

Set Permissions - allows the administrator to change the permissions within a Fileset or Fileset Group.

Show Fileset Report - allows administrator to view the Fileset report showing the status of that Fileset.

Manage VPP codes - with this unchecked and disallowed this will prevents administrators from accessing all VPP settings and menus,
will also prevents the admins access to setup DEP tokens.

Note: If you do not allow an administrator to Manage VPP codes then they will not be able to see any of the VPP purchased
applications or ebooks. This is especially important if you have multiple VPP token support.

Associations



® Modify Associations - allows the administrator to change the associations settings between a client or client Group and any Fileset or
Fileset Group.

® Approve Software Updates - allows the administrator to designate specific software updates as pre-approved for association by other
administrators.

® Modify Imaging Associations - allows the administrator to change which Imaging Filesets are associated with which devices

DEP

® Edit Profiles - allows the administrator to change the characteristics of DEP profiles, including naming conventions, setup assistant
workflow, and certificate assignment.
® Assign Profiles - allows the administrator to designate specific client devices to be managed by certain DEP profiles.

Dashboard

® Access Dashboard - Which administrators can see the Dashboard in the FileWave Admin or via web browser.
® Configure Dashboard - This determines which administrators have access to Dashboard Alert settings.

Discovery Administration
® Configure, Run Scans, Delete Results - administrator can configure and control network scans and delete discovery results.
Custom Fields

® Modify Custom Fields - Allows administrators to create, modify, and assign custom fields to devices.
® Delete Custom Fields - This will allow the deletion of custom fields

Full Disk Encryption

® Configuration Full Disk Fields - allows the FileWave administrator to access and configure FDE Configure Management located in the A
ssistant menu

® Retrieve Recovery Keys - allows the FileWave administrator to access and configure FDE Recovery Key Management located in the As
sistant menu

Classroom

® Access Classroom - allows the administrator to access the Classroom section in the FileWave Admin, this includes carts, cart clones, cart
associations

Important Note:
If you are upgrading from below FileWave 12.9 this Classroom option will be unchecked by default. So you will no longer able
to view Classroom in FileWave until this is checked for selected administrators.

Application tokens

FileWave security for inventory has been built on top of a shared secret, which is a long token generated randomly and shared between the
server (inventory server) and clients (admin, FileWave server, client machines, scripts, etc)

Any script or 3rd party component that needs access to FileWave Inventory will need to have this token that has been assigned to a user. These
tokens can be revoked, re-generated, and a user can have multiple tokens assigned to it.

Every Local account starts with a Default Token which can be used along with any news ones that are created.

The Default Token for your Superuser will be the same token that was originally in the Inventory tab in FileWave Preferences in
versions 12.8.1 and below. If you upgraded from 12.8.1 or below then all communication with this token will stay intact unless you Rege
nerate the default token.

Local Account New Application Token Setup:

1. Select your Local Account and go into the Application tokens tab
2. Once there hit the "+" at the bottom left of the tokens pane
3. This will then allow you create a new token




o FileWave Administrators

Account Name Phone Email User details ~ Permissions VPP tokens | telellleciileln{el 3
:
2 tony 2token(s) (Q Search
a2 i0S Admins
Name A Token
2 greg ar..
e fwadmi Default Token {8bb81f8a-6a75-4252-bb0e-74d6d03ff0df}
wadmin
= K Inventory Sc... {15a80990-eala-4abc-98e4-e2a58c664366}
22 FW Admins
2 alex || -
Token name:  |nventory Script
Description:  this token is used in the nightly script fetching inventory data
Token: {15a80990-eala-4abc-98e4-e2a58c664366}
Regenerate token
Token (base64): ezE1YTgwOTkwLWVhMWENGFiYyO50GUOLWUyYTU4YzY2NDM2NnO=
Script example: curl -s -k -H "Authorization: ezE1YTgwOTkwLWVhMWEtNGFiYyO50GUOLWUYYTU4YZzY2NDM2NnO=" https://
10.1.3.67:20445/inv/api/v1/component/
tyl |- Manage VPP Tokens Check LDAP user permissions... LDAP user application tokens... Apply Cancel ﬁ
e —

4. This will show
a. The raw token
b. base64 encoded token
c. An example script you can copy and paste to test with

LDAP user application tokens

Just like Local Accounts it is possible to define application tokens for LDAP users as well. This will not be done at the group level but for the
specific LDAP Users.

To setup the application tokens for LDAP users follow the steps bellow:
1. In the FileWave Administrators window click on the LDAP user application tokens... button located at the bottom middle of the
window

2. You will then get the LDAP Users Application Tokens window, click the "+" at the bottom left of the token pane to create a new token



[ ] LDAP Users Application Tokens

1token(s) |, Search )

User A Name Token

Token {1e77ca61-d3fb-4231-b67d-2bba0Obfb301a} 1
| s
LDAP User Name: “ Test

Token name: Token

Description:

Token: {1e77ca61-d3fb-4231-b67d-2bbalObfb301a}
Regenerate token

Token (base64): ezFINzdjYTYXLWQzZmItNDIzMS1iNjdkLTJiYmEwYmZiMzAxYX0=

Script example: curl -s -k -H "Authorization:
ezFINzdjYTYXLWQzZmItNDIzMS1iNjdkLTJiYmEwYmZiMzAxYX0=" https://

Cancel OK

3. Then you will need to type in the LDAP user you would like to use and click the Test button to confirm it

[
The user (hopesummers) exists on the LDAP
' Authentication server and can log into
° FileWave

LDAP User TEST

The test will make sure the user belongs to the LDAP server configured for authentication in the FileWave Preferences and will
also make sure the user belongs to at least 1 LDAP group defined in the main FileWave Administrators window.

Note: The part of the test to check for the LDAP group in FileWave is cached for 1 hour. The cache is reset every time
you save the user dialog, or change the LDAP server in preferences or if you do a LDAP "synchronize".

If you search for a user that is not in your directory service or it doesn't belong to an LDAP Group Account in FileWave it will fail.



The item (gregstevens) does not exist on
the LDAP Authentication Server or is not an
o LDAP user

4. Once it has confirmed you are ready to use the token

[ ] LDAP Users Application Tokens

1token(s) 'O, Search )

A Name Token

User
hopesummers Token {1e77ca61-d3fb-4231-b67d-2bba0Obfb301a}

+‘ =
LDAP User Name: hopesummers Test

Token name: Token

Description:

Token: {1e77ca61-d3fb-4231-b67d-2bbal0bfb301a}
Regenerate token
Token (base64): ezFINzdjYTYXLWQzZmItNDIzMS1iNjdkLTJiYmEwYmZiMzAxYX0=

Script example: curl -s -k -H "Authorization:
ezFINzdjYTYXLWQzZmItNDIzMS1iNjdkLTJiYmEwYmZiMzAxYX0=" https://

Manage VPP Tokens
To allow specific FileWave Administrators to access and see VPP purchases they will need to be given access using this Manage VPP Tokens o
ption in the Manage Administrators... section.

By default only the Superuser (fwadmin) has access to new VPP tokens imported in FileWave any other Administrators created needs to be given
access.

1. Click the Manage VPP Tokens button at the bottom



o FileWave Administrators

Account Name Phone Email LLceel Permissions VPP tokens  Application tokens
A tony User Details

a2 i0S Admins

2 greg ar... Login Name: ‘greg

2 fwadmin

Long Name: ‘Greg Stevens
22 FW Admins

Phone: ‘
2 alex

Email: ‘gregstevens@fiIewave.com

Password: o No change Set password Generate and email password

L+ -] Manage VPP Tokens Check LDAP user permissions... LDAP user application tokens... Apply Cancel “

2. You need to authenticate with the Superuser

o0 Edit Administrators VPP token access rights

Your FileWave superuser name and password are required to complete
this operation:

Username: fwadmin

Password: eeeessee

Concel (L

3. Now you will check which users you would like to manage which VPP Token

[ J Edit FileWave administrators VPP token access

Test VPP

alex

FW Admins
iOS Admins
greg
tony

fwadmin v

Cancel

4. Once you click OK you will be able to view which tokens a specific user has access to by looking in the VPP tokens tab



o FileWave Administrators

Account Name Phone Email User details  Permissions Application tokens
A tony

22 i0S Admins

2 greg gr..

2 fwadmin

22 FW Admins

2 alex

VPP Token name
Test VPP

D Manage VPP Tokens Check LDAP user permissions... LDAP user application tokens... Apply Cancel “

2.16. Configuring and using the Dashboard

In FileWave Admin, the Dashboard is the first view an administrator gets of their FileWave environment. The Dashboard is designed to give the
FileWave administrators a quick view of their server and be able to focus in on a missing setting, or a possible service interruption. There are
seven major sections on the Dashboard.

Primary Services

This section shows the major services - DEP, VPP, Email, etc with last update and, if there is an error, a direct link to the settings that can
address that error.

©f Primary Services

Sync Status

This section shows the latest 'check-in' times for certain services, such as VPP, DEP, LDAP, and Smart Groups. These services all have
preferences requiring synchronization between a remote service, for example your LDAP server, and the FileWave server.



= Sync Status

Service Last Sync Attempt
DEP Accounts « afew seconds ago
LDAP Extraction status * 17 minutes ago 10.1.10.2 Mar 15, 2015 3:18:48 AM

VPP Tokens « FWDenver Primary
- Users: Mar 15, 2015 2:03:06 AM Check Status
- License: Mar 15, 2015 2:03:07 AM Check Status
« FWDenver Testing
- Users: Mar 15, 2015 2:03:07 AM Check Status
- License: Mar 15, 2015 2:03:07 AM Check Status

Smart Group Count « afew seconds ago Mar 15, 2015 3:19:27 AM

Server Performance Status

This section is an active chart of the status of the primary FileWave server's storage space, CPU usage, and RAM utilization.

® Server Performance Status

Drive Space (GB) CPU Usage (%) RAM (GB)

32 ' 0

96
W Used © Free | Used © Idle | Used = Free
Total: 233.0GB Cores: 8 Total: 8.0GB

Average: 4% per core

Distribution of clients

This section displays a graph showing the breakdown of FileWave clients based on operating system.



@ Distribution of Clients
& Last Check: a few seconds ago May 5, 2015 10:02:05 PM

1 Android
3i08 \
\
__— 4 Windows
- B Android
B Windows
0OSs X
i0OS
708X/

Mail Queue

This section displays a running graph of the status of emails sent from the FileWave server. The focus will be on the VPP / MDM invitation emails.

This will help you see situations where your local email server may be getting overwhelmed by the large number of MDM invitations going out at
the same time.

X Mail Queue
«* Last Check: a few seconds ago Mar 15, 2015 3:46:15 AM

No content available

* Seven day running totals

Enterprise IPA URL Check

This section shows the validity of your institutionally created iOS apps as well as the enterprise apps provided by FileWave (iOS App Portal /
Kiosk and Engage).

% Enterprise IPA URL Check
* Last Check: 6 minutes ago Oct 13, 2015 4:29:40 AM

App Name Bundle ID Status
App Portal ... com.filewave.ios.app.kiosk v OK
FileWave-Engage ... com.filewave.engage.client v OK

* Errors listed first, limited to ten

Server Licenses

This section shows the current status of your FileWave server license.



B Server Licenses
+* Last Check: a few seconds ago Mar 15, 2015 3:55:43 AM

Type Remaining Status

Admins €@ 2 v OK

Clients €) 23 v OK

Mobiles €) 30 v OK
Alert Settings

The Dashboard provides the FileWave Admin with the ability send notifications out to individuals at status changes on the server. You toggle
between the Alert Settings and the Dashboard in order to configure the types of alerts sent out and who they are sent to.

& Alert Settings

C @
Alert Settings Change who is notified about what
) Cllents
Filesets

Tox
G Associations

&, Imagng

Subject
[1 108 Inventory
8 Ucense Management Select All / None
B Boosters Free RAM

LDAP Extraction status
Smart Group Count
Email sent

08 X APN for Engage

& inventory Queries

Signature:

B I U o & < (nherited size

© Everything 15 0K

Engage Clever Sync
Total Disk Space
Client distribution
10S APN for Engage
DEP Accounts

# The emai settings of outgoing
mall server and from address are
defined from the FileWave Admin

Total RAM
Froo Disk Space
APN for MDM
Email settings
VPP Tokens

The result is an email when an event is triggered being sent to the designated email account.

"Detachable" Dashboard

@ Dashboard

CPU Load

FileWave Client/Mobile License
Google Cloud Messaging
Enterprise app file (ipa)
Boosters Info

The Dashboard is part of the FileWave Admin application; but it can also be dragged off to be viewed as a separate window on the administrator's
computer, opened in a browser, or provided as a URL to other interested parties to view on their own computers or devices.

Dashboard Alert details

A table with explanations of all of the available alert items from the Dashboard is available in the Dashboard Warning levels and Descriptions KB.


https://kb.filewave.com/display/KB/Dashboard+Warning+levels+and+Descriptions

2.17. Migrating FileWave Server Info and Moving Data

When the time comes to upgrade or replace your FileWave Server with new hardware, you can migrate all of the relevant information to the new
hardware easily. If you are only looking at moving the data (Filesets and Inventory data) to a different drive/storage area, the process for doing
that is reasonably straight forward.

Migrating FileWave Server

The best practice for migrating your FileWave Server is to follow the instructions in this link: Migrating your FileWave Server to new Hardware
It is always a good idea to check in with FileWave Support before the migration to see if there are any tips or revised instructions.

Storing FileWave data on a different hard drive

By default, FileWave stores all Inventory data and a copy of every Fileset on the primary volume that FileWave server is installed on. You can
move this entire data set to another drive to improve performance. Check your pathnames!

Start by stopping the FileWave server (Linux, OS X):

fwcontrol server stop

Then move the FileWave Data folder to the new drive

mv /fwxserver/Data\ Folder /Volumes/<my_super_fast_SSD>

Link the old data folder location to the new data folder location

In -s /fwxserver/Data\ Folder /Volumes/<my_super_fast_SSD>/Data\ Folder

Finally, restart the FileWave server

fwcontrol server start

For more information on this topic, please see: Store the FileWave Server/Booster data on a separate volume

2.18. FileWave Admin - additional settings_menu items

In the FileWave Admin application, there are several other settings and menu items that come into play as you manage and configure your
devices. They appear in two menu sets (Server & Assistants) as shown:

Assistants Window

Activation Code...

Update Model... $U
Revert to Last Model...
Get Lodfile... 8L

Open Logfile Folder

Window

Client Monitor #EM |
Fileset Magic 08BM |
Find Software Updates... ¢#U
Imaging... ~3l
Enroll iOS Device... O 3#E
Search App Store... 08T
VPP Code Management... v
VPP User Management... A3V
DEP Association Management... {+3D
Activation Lock Management... A
Manage Administrators... {3A
Show Locked Items

Audit History... 1 38H
Administrators Online... 30
LDAP Browser... {38
File Search... X #S

Unmanaged devices...
Scheduled reports... 43R

Some of these items have already been covered, and others will be discussed in depth later in this manual. Here are basic descriptions of the
function of these menu items.


https://kb.filewave.com/display/KB/Migrating+your+FileWave+Server+to+new+Hardware
https://kb.filewave.com/pages/viewpage.action?pageId=920265

Activation Code...

This is the access to the code you received when you purchased your FileWave license. Setting this up was discussed early in Chapter 2.

Update Model...

FileWave, at its core, is a SQL database. As such, it is constantly managing large amounts of data as you, and possibly other administrators, add
new clients, create Filesets for new content distribution, and manage your devices. When you are performing many of these operations, the
information is being written into RAM on the server. A Model is an instance in time for the FileWave database. When you choose the Update
Model, you are telling the server to write the changes you have made into the database, and create a manifest for the Clients. This manifest is
sent to each Client when it checks in, telling it what changes have been made. If there is a change that effects the Client, it will then request any
new or updated Filesets and will then make the appropriate changes on the device. Whenever you make changes to device(s), edit Filesets, or do
anything that may affect the relationship between a device and the server, you should update the model.

Revert to Last Model...

If you have made a change to the Model, then realize that you may have damaged a setting, or distributed a broken application, you can revert to
the previous model within the FileWave database. In many cases, this can be done without any irreversible changes to the client devices.

Get Lodfile...

This menu item allows you to grab a copy of the latest FileWave server process log. It will tell you how your server is behaving, and what is going
on. lt is very useful for troubleshooting problems.

Open Logfile Folder

This menu item opens the folder on the FileWave Admin system that contains all of the logfiles that have been requested by that administrator.
These are copies of the FileWave server logs retrieved when you selected the Get Logfile... menu item.

Client Monitor

The Client Monitor is a tool used to observe the status of a specific device. It displays the current state of the device, the current Model number on
the device, and you can see if the device is reacting to changes being made by clicking on the Verify button. Detailed information on Client
Monitor is in the Chapter Clients.

Fileset Magic

Custom content can be created using the Fileset Magic tool. It allows you to take a snapshot of the current status of a device, install and
configure new content, take a second snapshot, and build a distribution Fileset from those changes. More on Fileset magic in the Chapter on File
sets.

Find Software Updates...

This menu item opens a management pane to look for all iOS / macOS / Windows software updates that are available. The updates can be
viewed by just the ones that your devices have been requesting, or by every update published for that platform. The use of this capability is
covered in the Chapter on Filesets.

Imaging...

This item opens the Imaging pane that allows you to associate disk images with OS X and Windows devices for re-imaging. All of Chapter 9 is



devoted to Imaging.

Enroll iOS Device...

This item opens the pane with the various settings for enrolling iOS devices, and AppleTV, either manually or automatically. Details on this
process are covered in Chapter 4.

Search App Store...

This menu item opens a search pane to look for content on the Apple App Store. Details on using this item are in the Chapter on Filesets.

VPP Code Management... / VPP User Management...

These two menu items relate to Apple's Volume Purchase Program within FileWave. They allow you to manage the distribution of institutionally
purchased content. VPP operations are covered in detail in both Chapter 5 (Filesets ) and Chapter 6 (License Management).

DEP Association Management...

This menu item relates the Apple Device Enroliment Program within FileWave. You use this pane to configure DEP profiles, and associate them
to institutionally purchased devices. DEP is covered in Chapter 4 (Clients).

Activation Lock Management...

This menu item displays the status of your supervised iOS devices with activation lock active. The bypass codes are stored on the FileWave
server for your use when taking these devices out of service. More on this in Chapter 7 (Mobile Device Management).

Manage Administrators...

This menu item opens the management pane for creating, editing, and managing the FileWave administrator account and sub-admin accounts.
This operation is covered earlier in this Chapter.

Show Locked Items

This menu opens the window with a display of any and all aspects of the FileWave Admin Ul that has been "taken control of" using the Take
Control button, or that is in use by another FileWave administrator. For example, when an administrator needs to work on editing the
sub-administrators, changing some settings in Clients, or editing a Fileset, they can Take Control of those specific items (and when they are
finished, they can Release Control).

In the meantime, any administrator trying to work on those areas, can use the Show Locked Items menu to view areas they cannot control.

If an administrator has left items locked too long, or walked away from their system with items still locked, you can force quit that administrator
(see Administrators Online... below). You should also make sure your sub-administrators set a reasonable auto-logout time in the General pref
erences of their FileWave Admin application.

Audit History...

This menu item displays a log of all actions taken by FileWave administrators, broken out by day.

Administrators Online...

This assistant menu lets you view the status of all of the FileWave administrators. If an administrator has been logged in too long, or has locked
something you need access to, and they are not at available, you can force logoff that user.



LDAP Browser...

This menu selection displays a tree of your LDAP configuration that matchs what you entered in the LDAP preferences.

File Search...

This item displays a search window that allows you to locate any item in a Fileset using a text string search.
Once you have located your item, you can click on Reveal in Fileset to display the contents of the Fileset with that specific item.

Unmanaged Devices...

This menu item displays a pane with the "non-client" devices you are keeping track of. You can enter items such as printers, scanners, cameras,
etc. to the set by clicking on [+] in the window.

Scheduled Reports...

This menu item allows you to create and generate Inventory reports that are automatically sent to designated email accounts. The process for
doing this is covered in detail in Chapter 8 (Inventory).

3. FileWave Boosters - installation, configuration, and management

Scalability for a systems management solution is essential. FileWave can manage an Inventory of thousands of devices in the FileWave Server;
however, the distribution of a large number of Filesets with needed applications and content can overload a network if all the downloads are
forced through a single connection. The FileWave Booster exists to help distribute the Filesets closer to the deployed computers. This, coupled
with the changes to Booster messaging introduced in FileWave 11.1 which offloads the Client—Server communication (Clients check in at regular
intervals — the default is every 120 seconds) to the Boosters (Clients communicate to with the Booster; the Booster rolls up all Client
communications into a single Booster—Server socket connection), significantly reducies the network load on the FileWave Server.

Besides the new Discovery features, FileWave Admin v11.2.0 has an improved user interface for the Boosters view — a new "card layout" — that
gives administrators clear information about the status of all running Boosters (Note: Card View requires OpenGL on the administrator machine
running FileWave Admin). If an administrator is interested in a more detailed view of the Boosters, this is available as well.

The Booster status reporting has been improved. The status now reflects whether a given Booster is running or not running. Additionally, a new
Booster state measurement has been added — "Booster Overload." It informs an administrator if there are any clients' requests that could not be
served by a given Booster.

You can assign a human readable name to the Booster as well as a location. These options are configured using preferences in Booster Monitor.

Note: The FileWave Booster caches and forwards Filesets for computers and Android devices. It also handles all Client-Server

communications, except for inventory data. Apple iOS device Filesets exist only at the main FileWave server and do not use Boosters
for caching.

When you set up your FileWave Server, the default configuration is to configure the Clients to talk to the Server directly. Therefore, every Fileset
you create will exist on the FileWave Server, and each Client associated with that Fileset will get it directly from the FileWave Server. This
process will work well up to a point; but eventually the bandwidth between the Server and Clients will no longer be able to efficiently provide timely
file transfers. Boosters exist to help offload the communication overhead between Clients and the FileWave Server and to cache Filesets from the
FileWave Server closer to Groups of Clients that need those Filesets.

You can go from this
=)
=)

To this
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Boosters can be configured to cache Filesets from other Boosters, allowing the entire architecture to scale to any size needed. This scalability
allows you place Boosters across a campus, a company, or even around the globe for international deployments. The central FileWave Server
would contain a single copy of each Fileset; but the Boosters would handle the bulk of the traffic. Large scale operations where one Group of
devices needed to get dozens of new Filesets would show a minor amount of network traffic while the Filesets were copied down to the specific
Boosters; then the greatest traffic load would be on a local subnet where the device Group needed to be configured.

The Booster keeps local copies of all Filesets sent to connected Clients. As soon as a request for a Fileset comes to the Booster from a Client, if
the Fileset is not already present in the Booster's data folder the Booster contacts the FileWave Server to download this item, which it then sends
the Client. The Client has the ability to connect up to 5 Boosters in sequence.

This "Booster cascade" is used when a FileWave Booster cannot be reached. If the last Booster fails, then the FileWave Client will go directly to
the FileWave Server to download the Fileset. This cascade can also be used if you are using FileWave in different offices or locations. Placing a
FileWave Booster in each location will prevent the Clients from downloading Filesets directly from the central FileWave Server. Instead the local
FileWave Clients will download the Filesets from the local Booster. This is much faster and much more cost efficient. All Images associated with
clients are also stored on Boosters located in the same subnet as an Imaging Virtual Server.

3.1. Booster deployment planning

Scalability is largely determined by how many devices can be maintained simultaneously in a managed environment. A standalone FileWave
Server can support a limited number of devices. Linux and macOS-based FileWave Servers can support between 1000-1500 desktop/laptop
devices, and a Windows server can reliably support only about 500 devices (due to a problem with Apache and web services in Windows not
playing well together). Because the Filesets sent to iOS devices usually consist of either profiles or URLs to the iTunes/App Store. The amount of
data sent from the FileWave Server is a lot less with iOS devices, so a FileWave server can support many more iOS devices than it can
computers.

If you include Apple caching servers into your environment this will then allow iOS and MDM enrolled macOS devices to download VPP apps from
your Apple caching servers instead of having to leave your network to get them.

Some rules-of-thumb for Booster planning:

1. A Booster should be configured for every set of 2,000 or less devices.

2. A Booster should be configured to support every physical location, such as a building, campus, or city.

3. If there are multiple locations in a given geographic area that is removed from the data center hosting the FileWave Server, each of the
location Boosters should connect to a central area Booster; e.g., city A has an area Booster, sites 1 — 4 each has at least one Booster,
that is connected to Booster A, which in turn is connected to the FileWave Server.

The end result of the configuration model above is that each of the sites has between 1-3 FileWave Boosters, some of which are serving a couple
of locations due to lighter loads, and some are consolidated into a "round robin" load balancing cluster. There are a series of Boosters directly
connected to the FileWave server to begin spreading out the load, then those Boosters provide Filesets to the individual site Boosters.

Boosters and Imaging

Since FileWave v9, Imaging has been able to take advantage of Boosters. Images are stored as Filesets, and as such, can be cached on
Boosters. When you create an Image Fileset to use in deployment, the Imaging Virtual Server (IVS) handles the network boot drive for either
NetBoot or PXEboot; but the Image Fileset that is used in the deployment is stored at the main FileWave server - unless there is a Booster on the
subnet where the IVS resides. In that case, the original Fileset will remain on the main server; but the Image Fileset that is used for the imaging
process will come from the Booster on that subnet.

3.2. Booster system requirements

Operating Systems Supported:



OS Xv10.9 -v10.11 / macOS 10.12
Windows 7/8/8.1/10

Windows Server 2008R2 /2012 / 2012R2
CentOS 5.11/6.7/7.2

FileWave Booster can also be run in a Virtual Machine. Note: Make sure you have enough space on your hard disk to store the cached
Filesets for your FileWave Clients. A Booster could conceivably contain a full mirrored set of all Filesets on the main FileWave server.

3.3. Booster installation

OS X and Windows Booster install

Basic Booster installers are included with the FileWave downloads. You run the installer from pkg/msi within the installer set.

The OS X and Windows versions look about the same at install; but the Windows installer allows more features

You can repair a Booster's settings and delete the Booster from within the Windows installer. For both platforms, once you have installed the
Booster, you will use the Booster Monitor to set and edit the preferences for that Booster. Booster Monitor is installed into /Applications/FileWa
ve/.

The FileWave Booster executable resides in one of these platform-dependent locations:

Windows: C:\Program Files\FileWave\fwBooster.exe

macOS, Linux: /usr/local/sbin/fwBooster

Installing the Booster on Linux

Download the latest FileWave binaries for Linux on the following Website:
http://www_filewave.com/support/software-downloads

. To download the newest binaries, click on the newest version of FileWave, then scroll down until you see Linux installers.

. Download the Linux Installers.

. Copy the Zip file directly to your Linux Server inside the root folder /root/

. Login with SSH to your Linux Server (on Windows you will need an ssh application, on OS X use Terminal), and login as root
. Unzip the file with the following commands:

abhwnNn =

cd /root/

unzip yum install y¥—repgeheck+fwBeeoster™.rpm

1. Answer the install question with yes

Your Booster is now installed

3.4. Booster Monitor and configuration settings

When you first launch Booster Monitor, it will attempt to connect to the Booster at the default address of 127.0.0.1 with the assumption you are
running the monitor on the system you installed it on. You can change that address to any valid IP address or FQDN of a Booster you have
installed. The default password will be "filewave".

Once you have connected with your Booster, you will see its Status Monitor window:


http://www.filewave.com/support/software-downloads

[ JOX ) @ Booster Status Monitor

FileWave Booster:

Status: Running...

Address: 192.168.0.4 Port: 20013
Version: 11.2.0 Build: 8729fbf6
Launched: October 17, 2016 11:21:02 AM EDT

=

active connections
7 files boosted
37.7 MB data transferred
446.9 GB free space on root disk
0 files remaining to load

0B remaining to load

‘@ Booster Servers:

1 2 3 4 5
Address: 192.168.0.3 not.set not.set not.set not.set

Port: 20015 0 0 0 0

Last Contact: 10/17/16 11:57 AM n.a. n.a. n.a. n.a.
Files: 9 0 0 0 0

Size: 245.5 MB 0B 0B 0B 0B

Free space: n.a. na. na. na. na.

Preferences...

The status window lets you see the current settings and cache of the Booster.
You can set the Booster preferences to choose how the Booster can be reached, and how it works with other Boosters, the main FileWave
Server, and how it handles network traffic.

Booster Prefs



[ P Filewave Booster Preferences

Booster Prefs
Booster Name: |fwbooster
Booster Location: 2nd mini in stack

Booster Port: 20013 |
Booster Publish Port: 20003 |

Password: ssessses

Confirmation: eessssss

Number of Threads:

Maximum Client Connections

01
Debug Level: 10 d
Delete Unused Filesets:
Fileset Validation Interval: 24 Z hours
Client Download Speed Limit: 100 KB/s
Use SSL For Loader Connections:

Booster Server Prefs

IP or DNS Address Port Subscriptions Port
Server 1: 192.168.0.3 20015 | Z| 20005 z i v |
Server 2: not.set 0 2l o il v |
Server 3: not.set 0 2l 0 A ™ |
Server 4: not.set 0 M) il v |
Server 5: not.set 0 M) il v |
Cancel | Save |

® Booster Name — this is an identifier for you to distinguish a Booster in the FileWave Admin GUI. It does not have to be the hostname of
the Booster, but would be a good practice to follow.

® Location — this is a text field to help someone know the physical location of the Booster (it shows in the Booster view of FileWave

® Booster Port — by default, this is 20013; but you can change it to any valid TCP port that won't interfere with active connections on your
network. This port should also be open in the network firewall for external connections.

® Booster Publish Port — this setting provides the port for the remote control VNC relay. See Chapter 4 (Clients) for more information
on the VNC relay and its functionality. Port 20003 is the default and should not be changed. Booster Publish Port defines which port this
Booster publishes messages on and should be consistent with subscription ports for all Boosters and clients that connect to this Booster.

® Password / Confirmation — the default password is "filewave"

® Number of Threads — this is the number of threads spawned by the fwBooster process. With FileWave 11, this value is no longer
user-adjustable. The value will be automatically adjusted depending upon the hardware resources available to the fwBooster process.

® Debug Level — you can change this value if you are troubleshooting an issue with FileWave Support. The higher the level, the more log
files generated.

* Delete Unused Filesets — this setting will cause the Booster to delete any Filesets that have been deleted at the main FileWave Server.
If you leave this setting unchecked, then the Booster will keep every Fileset it has cached. This can come in handy as an ad-hoc backup
of all your Filesets for recovery purposes.

® Fileset Validation interval — this value determines how often the Booster checks to make sure it has every Fileset that the clients have
requested, and that the versions of the Filesets are correct and up-to-date.

® Client Download Speed Limit — you can use this setting to throttle the bandwidth that the Booster will utilize with a given client. A word
of caution though, if the Booster is feeding an IVS, you probably don't want to limit the download speed between the Booster and the IVS,
as images can be quite large and take a lot of time to copy when unrestricted.

® Use SSL For Loader Connections — this value will alter the port used by the Booster to 20014 and encrypt the traffic Note: You won't
see the Booster Port value change; but the Booster will be on port 20014

Booster Server Prefs

These settings are where you build your distribution "tree" by assigning where this Booster connects. This specifies the order in which connection
attempts will be made. The best way to set this up is to follow these guidelines:

® Set Server 1 to be the next Booster upstream from your Booster. This may be the main FileWave Server, or another Booster upstream
from this one.



® Set the other servers to be Boosters in the same general area or location as this Booster or ones that are upstream from each other (e.g.,
#2 would be upstream from #1). Do not set these to the other Boosters in a DNS "round robin" configuration - that would leave these
Boosters all asking each other for Filesets none of them may have.

* If you have not entered the FileWave Server as server 1, set the last value in the table to the main server. This guarantees that if
all the other Boosters never respond, the main FileWave Server will be contacted.

® The Subscriptions Port is used for the Booster to contact the FileWave Server to pass along the VNC relay communications. Only the
first Booster in the chain provides this service. If the first entry is the actual FileWave Server, the port is 20005. If the first entry is the
primary Booster in the chain, then the port is 20003.

Configuring Clients to use Boosters for Server Messages

To activate the server message routing functionality introduced with FileWave 11, you must enable it using either the option on the Booster page
of Superprefs or Client Preferences. This should not be done until all Boosters in the related clients' communication paths have been upgraded to

FileWave 11+.

=¥ FileWave™ Client Preferences

B options

Communications

Privacy

| __Route server messages via Boosters I
Port

Booster 1:

Booster 2:
Booster 3:
Booster 4:

Booster 5:

no.booster.set
no.booster.set
no.booster.set
no.booster.set

no.booster.set
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0
0
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Boosters view
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On the above screenshot you can see new options in the Boosters tab in Boosters view:

"Configure Discovery" button opens the Discovery Configuration dialog. Note: Network Discovery is covered in depth in Chapter 12

"Start Discovery Scan" button immediately starts a scan using the existing configuration, if a scanner configuration is currently disabled then the
configured will be enabled at this point.

"Stop Discovery Scan" button immediately stops the current scan, if the configuration is enabled then it's also disabled.

"Device Name" column contains name of the Booster. This is configured in Booster's preferences.

"Booster Status" column indicates green/orange/red icon based on last check-in time:

green = check-in within last 5 minutes;

orange = check-in between last 5 and 10 minutes;

red = check-in more than 10 minutes ago).

"Next Scan Start Time" column indicates start time of the next scan

"Last Discovery Scan Status" column shows the various statuses of a discovery scan and the discovery application (success, network scanner
fail, network scanner crash, discovery application crash, discovery stop, generic failure).

"Requests per Second" column indicates number of Booster requests per second within the last 15 minutes. Additionally, Booster statistics are
sent by the Booster every 15 minutes at fixed times e.g. 0:00, 0:15, 0:30, 0:45.

"Booster Overload" column indicates if there are any clients' requests that couldn't be served by Booster. This doesn't necessarily mean the
Booster is failing; it simply implies that the client has been told to retry later.

"Location" column contains location configured in Booster's preferences.

View modes

The Boosters view offers two primary view modes: the Cards view (requires OpenGL on the administrator machine running FileWave Admin) and
the Details view. These modes operate independently. Double-clicking on a Booster in either view opens the Booster Monitor for that particular
Booster.
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In the Cards view, each Booster is displayed as a card, with just an overview of its status. Besides using the contextual menu, on the top-right
corner of each card there are two gears that when clicked open the same menu.

When the Booster Details tab is clicked on, the Boosters tab switches to the Details view. In this mode, a list with many columns is displayed
instead:

&% Dashboard 26 Boosters Q<
L) Clients Device Name Device © Booster Status v Requests per Second Booster Overioad Location Curent IP Address B
& Fiosots Booster A1 booster-1a9107db3a74173060226c810c13bc346596bMb4 5 0 0,00% Building B6 1921681125
booster booster-491c497-9602-4003-8204-645360707430 @ 0,00% 77.163.40.97 b
@ Associations booster booster-041c59c5-bBca-4200-9c5d-6e2d7a359367 L 0,00% 188.80.226.38 b
ﬁ_‘ Imaging booster booster-5dcalae’-d761-448d-b850-50983119c882 L] 0,00% 22177.218.236 2
B2 booster booster- 65-2200-5 L] 0,00% 78.245.159.233 2
booster booster-17fec049-c27d-4b5f-b739-60/66e 101829 L] 0,00% 340138176 pa
D 108 Inverttory booster booster-9314dfa8-3e77-4de2-bf8c-684c932d4997 L 0,00% 216.164.86.83 2
License Management booster 8583~ 4bb0-a18: . 0,00% 30.220.214.96 «
booster booster-58484500-8380-4c58-978a-19¢ce60010361 L] 0,00% 55.234.133.241 by
booster box 3c04c85-e7b5-495 L] 0,00% 164.17.209.962 2
& inventory Queries boostar booster-2110b81b-e09-4065-bc09-06cI182806a9 ° 0,00% 80.173.246.209 «
booster booster-181b7015-62ba-45c5-b54b- 2abl98250ab L] 0,00% 172.968.170.177 2
booster booster-547830d-12c6-4578-2605-93acda077289 L] 0,00% 44139.66.204 2
booster booster-e2391572-2a5d-4c66-b387-06ced 70c2e45 L] 0,00% 139.124.163.170 2
booster booster-21eSead3-8940-4022-876¢-bd91fbbEclet L] 0,00% 31.86.121.70 2
booster ef8fe08e-2669-41b5-b7 306 . 0,00% 64.100.138.72 «
booster booster-c523d406-2¢61-4503-8e59-dlaS1cees1ae . 0,00% 213.21.32.140 %
booster booster-d2d7d11a-9b04-4192-8db7-5511cd7aBe54 L] 0,00% 227.187.969.214 pa
booster booster-97067370-c640-4970-ad06-0008c2167032 @ 0,00% 131.214.114.217 b
booster booster-91ebcdcs-5180-4a7a-bc34-caaad33d0309 L] 0,00% 58.122.170.235 2
booster booster-19060062 - 3dc4-4165-291a-010018b6ea7d L] 0,00% 38.209.70.25 2
booster booster-906d1116-1d55-4ac2-8ab6-d9073a6¢0081 L] 0,00% 155.171.251.80 2
booster booster Of 5432-4069-851-018 . 0,00% 236.169.060.4 2
booster booster-f81ac87{-89fc-46af -9918-fa11006908d1 L] 0,00% 123.1.12.81 2
bocster booster-d693cbcf-6210-4033-2004-bd67ecc83425 @ 0,00% 161.110.50.62 «
O Exoabiea s 0K Lsenses Used Totat Computers QU5 Mobie QUE, Mode! Number. 7

4. FileWave clients - install / enroll / configure plus Apple DEP

The FileWave computer client runs on both macOS and Windows computers. When installed, it will allow the Client device to maintain contact
with the FileWave Server. The installer also places the self-service Kiosk into the toolbar or menu bar of the client computer. iOS devices get their
management from the profile enroliment process which will then install the self-service Kiosk. Android devices get their client directly from the
FileWave MDM server.

FileWave version 10 introduced some significant changes in the FileWave client. An integrated VNC relay is included, allowing the FileWave
Admin to observe/control any FileWave Client without worrying about the installation or activation of another remote control process.

Apple's Device Enroliment Program changes have been implemented so institutionally purchased macOS devices can be pre-configured with a
hidden local administrator account and a non-admin local account for restricted use. Other new features will be called out within the Chapter.



4.1. Understanding FileWave Clients, Groups, and Smart Groups

Client operations

The FileWave Client needs to be installed on computers that you want to manage with FileWave. The FileWave Client should to be given a
unique name so that the FileWave Server can identify the FileWave Client. During startup, the FileWave Client reads its configuration file to
initialize its settings. The most important setting (aside from Client Name) is the FileWave Server address. The Client uses this IP or DNS address
to attempt to connect to the FileWave Server.

If the FileWave Server can't be accessed for some reason, the FileWave Client waits for a specified amount of time (Tickle Interval - default is
120sec, and can be altered as needed) before it tries to connect again. If the FileWave Server is available and the FileWave Client authenticated
successfully, then the FileWave Client checks the model version on the FileWave Server. If the model version of the Server is greater than the
last value found by the FileWave Client (stored in it's Catalog file), then the FileWave Client will request to download a manifest for the current
model.

The manifest is a list of Filesets that are associated with this Client. The database model version is incremented each time an administrator
updates the model. Following a model update, the Client reads the new manifest and executes any actions required. This includes downloading
and activation of Filesets (adhering to any time attributes), deletion of Filesets, deactivating Filesets (but leaving the contents in place on the
computer for possible future reactivation), and update commands for existing Filesets . When downloading Filesets, the Client attempts to
download from the first Booster listed in its preferences, or the Server if no Boosters are set.

One other piece of the workflow that may be needed is Apple's Configurator tool. If you are deploying iOS devices and want to supervise those
systems, you have to either use Apple's Device Enroliment Program (DEP) or Apple Configurator, which requires 'tethering' the devices using a
Lightning cable.

FileWave Client

The FileWave Client itself is a process (fwcld) that runs as a daemon on a Client. The visible effect of a client is usually the Kiosk, FileWave's
self-service tool. On macOS and Windows computers, the FileWave Client is installed using a .pkg (macOS) or .msi (Win). On an Android device,
the Client is downloaded and installed as a .apk directly from FileWave during the enrollment process. All FileWave Clients include the
self-service Kiosk, which will be visible when content is assigned to the device for user-controlled install, and can be made permanently visible
through a configuration setting.

FileWave Groups

FileWave Clients can be gathered into fixed Groups for convenience. The Groups can be named and populated as needed. The advantage of
fixed Groups is the ability to associate content with Groups versus having to pick out individual clients. A FileWave Client can be assigned directly
to a Group, or you can create a Clone of that Client to assign it to the Group.

Smart Groups

In FileWave, you can create dynamic Groups based upon selective inventory queries, such as "All devices with these fonts" or "Devices that are

not running the latest security update." A Smart Group allows you to isolate specific devices and perform actions on them as part of your

management workflow. The devices that show in Smart Groups are Clones, as distinguished by the italicized Client name as well as the upward

hooking arrow on the lower-left side of the Client type symbol.
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[ ] =¥ Modify Smart Group

Name: 'VMware Fusion

Comment:

All B of the expressions below must be true

Inventory Query B in B VMware Fusion

More ideas for Smart Groups are provided in the Inventory Chapter, such as using a Smart Group to track down and remove rogue software from
devices.

Clones

Instead of assigning FileWave Clients to a single Group, you might want to have a Client assigned to several Groups - such as "Building 7" and
"Admin Dept" at the same time. Creating Clones can make this possible. A Clone is essentially an alias of the Client. A device can have several
Clones. All assigned to different Groups. Clones can have content (Filesets) associated with them, just as Clients can. The advantage of using
Clones is that you can assign Clones of a client to many Groups; but you can assign a Client device itself to only one Group. Groups, Smart
Groups, and Clones are discussed in much greater detail later in this Chapter, as well as in the Inventory Chapter.

4.2. Desktop_laptop Client Install and Configure

The FileWave Client runs on both OS X/macOS and Windows computers with the following requirements:

Operating Systems Supported:

® OS Xv10.7*&v10.8*/OS X v10.9 - v10.11 / macOS 10.12
® Windows XP*/7/8/8.1/10
® Windows Server 2008R2 / 2012 / 2012R2

® Limited Legacy Support

Downloading the FileWave client installer

The FileWave Client installer is available as part of the FileWave bundle for the specific operating system. The most current version, as
well as selected older versions, of the installer are located on the FileWave web site under the Support tab: https://www.filewave.com/sup
port/software-downloads. For the computers mentioned under Legacy Support, you will need to install the FileWave v9.1.2 client, or keep
any older client already installed.


https://www.filewave.com/support/software-downloads
https://www.filewave.com/support/software-downloads
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You should download all installers you will need for your deployment at the same time. They can be stored on a file server, or on a flash
drive in Windows format for cross platform compatibility (OS X / macOS systems can read Windows-formatted drives without additional
drivers).

Note: The installer instructions for the Linux server and Booster are also located on the same page of the web site. Server
installation instructions are covered at the beginning of Chapter 2. There is no Linux client.

Installing the FileWave client

Client installers for both macOS and Windows use the same general dialogs. You will need to read and accept the license agreement,
and you will be presented with a dialog window asking you for specific information to connect your client. Note: on some Windows
computers, the FileWave Client Installer Assistant window is positioned directly behind the installer window, which you need to move to
get to the Installer Assistant to complete the installation.

(e )
“\ FileWave Client Installer Assistant ol & ==

Welcome to the FileWave Client Setup Assistant
Please enter the initial preferences for this Client

Address: Port:
Server: 10.1.10.2 20015 'pd
Booster: no.booster.set 0 :ad

["] Use Computer Name for Client Name
Client Name: WIN-7-VM1
ClientPassword:  geeeeeee

Confirm Password: geeeeees

) (o




e 00 % FileWave Client Installer Assistant "

Welcome to the FileWave Client Setup Assistant
Please enter the initial preferences for this Client
Address: Port:
Server: tenshi.filewave.net 20015 ® v

Booster: fwdb1.filewave.net 20013

|2] Use Computer Name for Client Name
Client Name: _pMBP-108-LDAP.loca
Client Password: |seee

Confirm Password: |eees|

Edit Custom Data... Cancel | Save

Installation settings
® Server address / port - Enter the IP address or FQDN of your FileWave server. Enter the TCP port number for the client to communicate

with the server (default is 20015 or 20017(SSL)).
® Booster address / port - If your client is going to get its Filesets from a Booster, enter the IP address or FQDN of the FileWave Booster.
Enter the TCP port number for the client to communicate with the Booster (recommend using 20013 or 20014(SSL) - do not use values

below 1024). If you choose port 20015, the client will report directly to the FileWave server.

Note: More on working with FileWave Boosters in Chapter 3.

® Use Computer Name for Client Name - this box allows you to use the device's computer name as its FileWave client name.

® Client Name - enter a valid name based on any criteria you have for your deployment. It is recommended that you do not use special
characters in the client name. Dashes, underscores, and slashes are ok.

® Client Password / Confirm... - enter a password for the FileWave Admin to connect to the client. This does not need to be an
administrator password that you are using for that device locally. Note: You must provide a password in order for the Remote

Control/VNC relay to function.

Edit Custom Data...

‘® L 7 Custom Data Fields

m String Fields Integer Fields Boolean Fields DateTime Fields

Department Testing Lab
Location NE Office
Building Pug Palace

Monitor ID johnd

The custom fields consist of a series of optional Inventory data fields that can be used to provide more detailed information on any Client. This
information cannot be set in the automated installer, and must be applied manually. The information provided will be displayed as part of the Clie
nt Info in the Clients pane of the main FileWave Admin window by right-clicking on any client and selecting the Client Info... menu item, as well
as in Inventory queries.



o000 johnd-MBP13 - Client Info

Last Connected: 10/13/15 12:40 AM
From: 10.1.10.22 ’

Free Space: 207.1GB
Platform: Mac OS X 10.11 EICapitan
Model: 20

Version: 10.0.0 (Rev. f4548264)
Export Current Tab Client Monitor Remote Wipe... Get Log Verify
Device Details  Filesets Status
Property A Value
Archived

auth username

I building Pug Palace l \
cpu count 4
? Sample custom data

cpu speed 3 GHz
cpu type Intel(R) Core(TM) i7- U CPU @ 3.00GHz
current ip address 10.1.10.22
Idepanmen! Testing Lab I
device id eb7e3f4f7d2e8451f128daB800af0e24fb82b10d1
device manufacturer Apple Inc.
device name johnd-MBP13-DerKapitan
device product name MacBookPro11,1

Automating installation with a custom client installer

While the manual method of running the installer and entering all of the connection information works fine for small deployments, FileWave
provides you with the ability to perform larger scale installations. A customized client installer is available through the FileWave website:

For macOS: https://www.filewave.com/support/custom-pkg

For Windows: https://www.filewave.com/support/custom-msi

The customized client for macOS X required for MDM/DEP support and is required to be uploaded as part of the Mobile preferences in
FileWave Admin.

The form is shown on the next page.


https://www.filewave.com/support/custom-pkg
https://www.filewave.com/support/custom-msi

¥ FileWave - Custom Client PKC X Ben

< C | & Secure | https://www.filewave.com/support/custom-pkg %l ® @G [

Customers Products Services Company Staff Contact Us Log Out Q

Request Custom PKG

A The Custom Client is to be used to enroll new devices into FileWave. These should NOT be used to upgrade an existing FileWave Client. Doing so may break
communication between the Client and FileWave server.

#¥ FileWave Management Suite

Select Client Version...

o

& Client Password

A Enter your password below by replacing the default value. Please avoid using the following characters in your password : &, /, $ . FileWave is currently
developing a solution to allow additional special characters.

cH0¢€¢+~5

Default password

fllewav3

£ Server Configuration

Server address Default server port

20015
Enter URL or IP address (URL preferred).

& PKG Options

Many fields are required.

Note that the default port is 20015. If you want SSL, do not set it to 20017; click the "Advanced Options" box, which will display more
options (shown on the next page), one of which is Enable SSL. Therefore, if you want SSL, leave the Server port set to 20015, then
click the "Enable SSL" check box which will result in the proper setting for using SSL.

Advanced Options



Advanced

Options

Booster no.booster.set

address (*)

Booster port 20013

Enable SSL

Tickle Interval 120

(seconds)
Tickle interval is the frequency on which the client phones the server for new jobs/installations. A higher value is
recommended when managing over 2000 computers (example: 240 seconds)

Don't sync
If this is checked, "Sync Computer Name" will be disabled. You will need to create a static name using the options below:

The custom installer does not ask the user for any device specific information, and can be distributed through several means:

® Apple's Device Enroliment Program (DEP) uses the custom installer to enroll institutionally purchased devices automatically with your
FileWave server (See the DEP section later in this Chapter for more details).

® Add the custom installer to an image set when doing direct or network mass imaging (See the Imaging Chapter of this manual for more
details).

® Use a remote installation tool, such as Apple Remote Desktop, to distribute the custom installer to large numbers of existing devices.

® Use a 3rd party imaging tool, such as DeployStudio, to build a custom client set.

Note: FileWave provides "recipes" of possible deployment workflows for the custom installer on our website.

4.3. Enrolling Computer Clients

Click on the New Client toolbar icon will bring up the Create New Client window. Clicking on Desktop clients will open the New Client From
Server window, which is where computer clients will show up once the FileWave client on the device checks in with the designated FileWave
server specified in the client settings. These settings were either manually entered when installing the client or specified when a custom client
installer was produced using the FileWave Support webpage.



® ® = Create New Client

Devices waiting for enrollment

B ™

Enrolled

Beskop Mobile
clients =

Devices

Desktop device placeholders

[Ba

Text File Enter Name

iOS device placeholders

L1 O

Text File DEP
Select which client(s) you would like to add to the model.
Name ¥ Address Platform Last Connect
== WINX-VM 10.1.10.63 Windows 10/7/15 9:47 AM
28 VM-WINX-MBP 10.1.10.39 Windows 10.0 10/8/15 9:12 PM
== VM-WIN7P-MBP 10.1.10.39 Windows 7 10/7/15 12:02 PM

‘ VM-SGood-109-MBP 10.1.10.22 Mac 0S X 10.9 Mavericks 10/8/15 9:11 PM
& VM-MBP-108-LDAP 10.1.10.65 Mac OS X 10.8 Mountain Lion 10/8/15 9:12 PM

‘ johnd-MBP13 10.1.10.22 Mac 0S X 10.11 ElCapitan 10/8/15 9:12 PM
Select All (6 Clear Refresh
Place new Clients in this existing Group: | [l (root) B Q Gr... Add Clients

Automatically add all new clients to the selected group

You can select Clients and assign them to a Group, or leave them in the root Group. You can always place Clones of the Clients into any Groups
you wish to administer them from. You may also pre-assign Clients into a specific Group by checking the Automatically add all new clients to
the selected Group checkbox. If you are going to be creating new Clients in waves, you can change this selection between each new batch of
Clients.

4.4. Enrolling Mobile Devices

Before FileWave 11.1, iOS devices needed to enroll in MDM before they could be imported into FileWave Admin. Starting with FileWave 11.1, it's
possible to pre-import iOS devices; i.e., make placeholders for them in the database, before they enroll either using a CSV file containing serial
numbers+Client names or from a DEP account. After a placeholder record is created, it's possible to create associations. Any associated Filesets
will be deployed to the device as soon as it actually enrolls. In other words, you can create workflows in advance of devices actually enrolling that
will automatically occur once the devices enroll.

Mobile devices (iOS and Android) can be enrolled to become clients on your FileWave server manually, or through an automated process, such
as Apple Configurator. Apple iOS devices and macOS computers can also be enrolled through Apple's Device Enroliment Program (DEP). An
enrolled device will contain a FileWave certificate and MDM profile that will allow management of that device.

Web-based enrollment - iOS



For users to enroll their mobile devices over the Internet, they will need a URL that points them to your FileWave MDM server. You can find that
URL in FileWave Admin under /Assistants/Enroll iOS Device:

L Cnielsell el Device Enroliment Apple TV Mass Enroliment

Use these settings to allow end users to easily enroll their own devices over the air (OTA).

Send the Enroliment URL or Web Clip to direct them to the FileWave MDM enroliment page.

LDAP ication is to i create a User - Device relationship.

&

Download Web Clip Profile Copy URL to Clipboard

Enrollment URL:
https://tenshi.filewave.net:20443/ios

You can create a Web Clip with that URL embedded or copy the URL to the Clipboard and email it to your users. When they go to that URL on
their mobile device, they will get instructions on how to properly enroll their device with your server. Having your FileWave server linked to your
LDAP server allows the users to authenticate as themselves, instead of using a generic user account. This provides the benefit of having the
user's LDAP record link its account information to the device. Another result of this is that the user can be automatically invited to link their Apple
ID with your FileWave VPP service.

v % LDAP Groups 657
v % Tenshi 658

P u computer_groups 661

h computers 663

> m groups 659

v B users 665

8 Lab-MBP-108-LDAP 55453

+J Tenshi's iPad 79464

The user is presented with a dialog prompting to install a MDM server certificate, then enroll the device. The second step is when the user will be
asked to authenticate - and this is where LDAP integration comes in handy. If not using LDAP, you need to inform users of the generic credential
to use, or else they will not be able to proceed with step 2.

No Service ¥ 23T @ 00N -
th & tenshifilewave.com c 0O O 4
FieWave MOM

Install Certificate

Hows ervoiiment of tvs devce

Once the user has completed these two steps, the device will display the new profiles that have been installed:



No Service T 7:09 PM @ 1 100% -

Settings { General Profiles & Device Management

— .
Wi-Fi PugsinSpace MOBILE DEVICE MANAGEMENT

Bluetooth On @ Fi MDM Config

@ Cellular Data

CONFIGURATION PROFILE

* -
Notifications @ tenshi.filewave.com
8 Control Center

Do Not Disturb

If the user's device is not yet a FileWave Client (no placeholder record previously created), it will need to be captured in FileWave Admin. You will
go to the Clients pane, select New Client from the toolbar.

@® @ = Create New Client

Devices waiting for enroliment

B O

Desktop Enrol[ed
clients Roofe
Devices

Deskloc device placeholders
B

Text File Enter Name

iOS device placeholders
Bal < 1
Text File DEP

Select Enrolled Mobile Devices and you will get the list of all mobile devices that have performed an online enroliment, or have been activated
by Apple Configurator:

[ J =¥ New Mobile Client from Server

Select which device(s) you would like to add to the model.

Model Device Name Client Name Enroll Date Last Checkin

Nexus 7 android-4f64b03562bd5¢c27 10/12/15 10:50 PM  10/12/15 10:50 PM

Select All (1) Clear Refresh

Place new Clients in this existing Group: Ml (root) Q G.. Add 1 Clients

Automatically add all new clients to the selected group

The device(s) can be automatically added to an existing client Group, or you can manually add them to a Group, if desired. If you have devices
set to be automatically added to a specific Group, then you will just see them appear as members in that Group.

Note: Unless you want all devices that enroll during a specific timeframe to end up in a designated Group, you should leave automatic
placement off. You should also think about using Clones instead of the actual device client as members of any Groups. (Review section
5.1 on Clones if necessary.)



Automatic or Forced Enrollment - i0OS

Another option for enrollment is using an embedded enrollment profile as part of a mobile device configuration. Apple Configurator allows you to
import a FileWave MDM enroliment profile, which will then be used to assign the device to your FileWave MDM server.
Instructions are included here for Apple Configurator v2.2.1.

Single device enroliment

In FileWave Admin, under /Assistants/Enroll iOS Device, you select Device Enroliment:

o0 =¥ Enroll I0S Device

Manual Enrollment Apple TV Mass Enrollment

Use these settings to pre-configure your devices using Apple Configurator 1.5+ in the
Prepare pane under the "Setup® tab.

LDAP Authentication is r to i create a User - Device relationship.

Note: Enroliment can be skipped by the user, as they must accept the configuration
procedure.

Note: Supervising your devices is highly recommended.

Copy URL to Clipboard Download and Trust: Server Certificate
Paste into "MDM Server URL" under Settings: Add to "Anchor Certificates* under Settings:
Device Enroliment Device Enroliment

MDM Server URL:
Paste this URL into "MDM Server URL" field, under Settings: Device Enroliment.

https://tenshi.filewave.net:20443/ios/device enroliment profile

Apple Configurator v2.2.1

Apple Configurator 2's blueprints let you record actions that can be applied to devices. You add configuration profiles and apps to blueprints, just
as you would add them to a physical device. You can prepare a blueprint so it has the MDM data and supervision identify attached. Once you
have the blueprint the way you want, you can apply it to a device. For detailed info on how to use Apple Configurator 2, see: http://help.apple.com
/configurator/mac/2.0/

To create a blueprint, click

in the toolbar, select Edit Blueprints, then click on New in the bottom left corner to create a new blueprint. Perform your edits. When you finish,
click Done.

o ® All Devices
& ?

View 2 Blueprints Prepare  Updat kUp T Help

=T svoervised  Unsupervised  Recovery

Hello Hello

iPad-B iPad-W

AC2 allows you to configure sets of devices, re-installing iOS, setting up profiles, and assigning to an MDM server.


http://help.apple.com/configurator/mac/2.0/
http://help.apple.com/configurator/mac/2.0/

oe All Devices
&) o g
Back View Add Blueprints Prepare Update Back Up Tag Help
Supervised  Unsupervised  Recovery

Supervise Devices

Choose whether to supervise the devices, which allows an additional set =
of more intrusive settings to be configured. If supervising, choose whether
to allow the devices to pair with any other host, or only to Configurator
hosts provisioned with the supervising organization.

Supervise devices
Allow devices to pair with other computers

iPad-8 iPad-W

Enroll in MDM Server

Choose an MDM server to manage the devices remotely over the air, if
desired.
Do not enroll in MDM

LW ¥ FileWave Denver |

New server...

| Cancel Previous

Configure iOS Setup Assistant

Choose which steps will be presented to the user in Setup Assistant. -

Setup Assistant: [ Show only some steps

| Language | Zoom

| Region | Siri

| Location Services | Diagnostics

~|Set Up Passcode
Mov A | Touch ID

Apple ID | Apple Pay

Previous m E

iPad-8 iPad-w

Apple Configurator 2 supports using an Apple VPP account to assign purchases to attached devices. You should only set this up if you are not



going to be using VPP from your FileWave server to associate licensed content, or if you are going to use a separate account to apply specific
core content to your iOS devices outside of any FileWave workflows.
Note: You cannot use the same VPP account token you are using on your FileWave server to distribute content!
Apple Configurator2 File Edit Actions View m Window Help
® Signin...  jised

Add Blueprints Prepare Update Back Up Tag Help

I Devices Unsupervised  Recovery

Sign in to download from the App Store.

If you have an Apple ID, sign in with it here. If you have used the iTunes Store or iCloud,
for example, you have an Apple ID. If you don't have an Apple ID, click Create Apple ID.

Apple ID Password Forgot?

Create Apple ID Cancel W

App Store account

You can sign in to the App Store using the following:
Volume Purchase Program (VPP) account: You log in with the Apple ID associated with your VPP account or the Apple ID associated with a

purchaser you specify
Your personal account: This is the iTunes account you use to purchase personal apps
WARNING: If your VPP account is already associated with another instance of Apple Configurator 2 or an MDM solution, all app assignments

from those previous associations will be revoked.

Are you sure you want to enable VPP
managed distribution?

@ Enabling VPP managed distribution with Configurator
disables any other server using this account, and all
existing users and their assignments will be removed.
This cannot be undone.

Click Enable to allow Configurator to take over this
VPP account.

Enable gn O

Once you have enrolled your mobile devices, and added them as clients in FileWave, you should see a set of installed profiles like the ones

below.
8:03 PM £ 100% .

< General Profiles & Device Management

@ FileWave MDM Configuration

CONFIGURATION PROFILES

@ FW Denver WiFi
FW Denver

Using AC2 for direct assignment of applications allows you to preload your iOS devices with core applications without requiring user interaction.
The workflow would create a layer in your deployment model that lets you preconfigure devices that will become FileWave Clients for all
day-to-day operations and management; but come equipped with a starting set of tools.

Mass Enrollment for iOS

You can set up Apple Configurator for bulk enrollment of preconfigured iOS devices by using this option in the Enroll iOS Device assistant. The



device must be connected to Wi-Fi already before this process will work. If not, then make sure you add a Wi-Fi profile to your Apple Configurator
setup. This process is built into AC2 using the steps above, since it already supports setting up multiple devices simultaneously.

O ¥ Enroll iOS Device

Manual Enrollment Device Enrollment Apple TV w

Use this profile with Apple Configurator to enroll a large number of devices.

This process results in non-personalized devices, as there is no user
enrolling the device.

Note: The devices must have a working Wi-Fi profile allowing them to
connect to your FileWave MDM Server as well as Apple Servers for this to
work.

Note: Supervising your devices is highly recommended.

I:C;

Download MDM Enrollment Profile

Select when asked for profiles to install.

In this case, you would just download the MDM Enroliment profile, import it into Apple Configurator, and apply it to a set of iOS devices that were
cloned with wireless settings, or a profile, already in place.

FileWave Enterprise App Portal for iOS

Starting with FileWave 8.5, iOS devices running iOS 7+ use a native iOS App Portal (Kiosk) instead of the web clip. iOS 8+ devices must use the
App Portal. Instructions on how to deploy the App Portal are covered in Chapter 5 on mobile Filesets. When iOS devices are enrolled, they get the
web clip version of the Kiosk. The new Enterprise App Portal automatically replaces the web clip and provides a more robust, responsive
self-service tool.

Activation Lock Bypass

Since the introduction of iOS 7, device users have been able to enable a feature known as Activation Lock - which is linked to Find My iPhone.
This feature ties a device to a specific Apple ID. In order to activate a device with an Activation Lock after a wipe or reset, the Apple ID credentials
of the locking account are required. Where this can become problematical is having a 1:1 deployment where a user sets the Activation Lock on
their device, then leaves without de-activating the lock. Prior to iOS 7.1, this issue was limited to unsupervised devices, since supervision inhibited
the activation lock. Apple has provided a process now to supervise a device, yet still provide the activation lock - as well as a way to deactivate
the lock when necessary.

FileWave Admin contains a new Assistant labeled Activation Lock Management. When an iOS device is enrolled in the FileWave MDM, its
activation lock is stored in the FileWave Server.

e} [e] ¥ Activation Lock Bypass Codes
Activation Lock Bypass Codes  Include Archived  Include Empty Codes Q
UOID v Serial Number Code Status Last Update In FileWave Archived
| 1243bff410a1de571242685f30ed32b795d4f1§7 DKVICON1D PPFSM-RCMM1-VMLK-RFLD-KING-KZE6 Retrieved 10/21/14 12:45 AM true
. Remove Activation Lock Export Close

If a device is sent a remote wipe command, the activation lock can be disabled at the same time.



o ¥ Remote Wipe - TestLab-iPad-6

Remote Wipe: TestLab-iPad-6

Sending this command will erase all data on the target device.

Please enter the FileWave "super user” name and password:

Username: ‘

Password: oK

Wipe device Remove Activation Lock (supervised iOS 7.1+) _

These lock bypass codes are stored in the FileWave server, and remain even when the device has been un-enrolled. The information concerning
devices with bypass codes is even provided in Inventory queries. Best practice is to maintain the codes for institutional devices, regardless of the
device's enroliment status, as a safety measure. If the device is no longer used, or taken offline, do NOT delete the device from your FileWave
database, just archive the device. Once the device has been deleted, the activation lock information is deleted also.

Note: In order to access the Activation Lock Bypass controls in FileWave Admin, you must login as the superuser (fwadmin).

iOS Placeholders

iOS Devices from CSV
When importing from a CSV file, FileWave Admin will ask for the CSV file first. The following fields are supported:

® serial number of the iOS device;
® client name; and,
® comments (optional).

After opening the file, a dialog opens with the list of parsed devices, allowing you to select which devices to import. The dialog is the same as for
importing text files.

[ J <Y Add new Clients from file

Select the Client(s) you would like to add.
Serial Number Name Comment
DMQRHDSTG5VW Victor's iPad Some comment

[ Select All (1) |
Place new Clients in this existing Group: [l (root) [T} tl

Cancel Add 0 Clients

Just select any devices and click Add X Clients. After doing that, the new devices will appear in the Clients view. However, there's almost no
information provided for them.

It'is possible to create associations and manage licenses (VPP for instance) on placeholder records the same way as if the devices had already
enrolled. Update the model and any associated Filesets will be deployed automatically when the devices enroll.

iOS Devices from DEP

A DEP account must be configured in FileWave Admin before being able to pre-import from DEP.

When importing from DEP, FileWave Admin will show the list of DEP accounts and the number of devices associated to that account that are iOS
devices and whose serial number are not already used with your FileWave Server.



[ XN ) ¥ Import Devices by serial

Select the DEP account to import devices from:
Name Device count
Victor Server 1

concel (I

You check the DEP accounts from which you want to import devices, then click OK. After doing so, placeholders for all devices from the selected
account will be created. You can create associations as usual, update the model, and their corresponding Filesets will be deployed when the
devices enroll.

Once the device is enrolled, its name in FileWave transitions from the serial number to the actual device name. If there is a DEP naming
convention, that will automatically apply.

4.5. Enrolling AppleTV into FileWave MDM

You can use Apple Configurator 2 to enroll Apple TVs in FileWave. The below screenshots show this process:
In AC2, create a new blueprint, setting the target for Apple TV.

e0e FileWave
< v & @ & () -
Back View Add Blueprints Prepare Update Back Up Tag
A hops FileWave
3 Profiles
Blueprint
rget | v Apple TV ]
iPad
Storage iPad, iPhone, and iPod touch
iPhone and iPod touch
Setup
Click on the Prepare icon
e0e
< v & @ & () -
Back View Add Blueprints Prepare jpdate  Back Up Tag
A hops FileWave
3 Profiles
Blueprint
arget | v Apple TV ]
, iPad
'tV Storage iPad, iPhone, and iPod touch
iPhone and iPod touch
Setup

This opens the dialog box



Prepare Apple TV Devices

Apple Configurator 2 can prepare your Apple TV devices by enrolling them
in an MDM server. The settings used to prepare your Apple TV devices can
also be provided here in this assistant.

~ Cancel Previous

Click on Next.
Select New server... in the Server selection box, then click Next

Enroll in MDM Server

Choose an MDM server to manage the devices remotely over the air, if
desired.

Server: New server...

Cancel Previous

Enter your server name (does not have to be a host name and has no bearing on DNS records; this is for your identification purposes) and the
URL for over-the-air enrollment (don't forget the port number at the end of the URL), then click Next.



Define an MDM Server

Enter a name and the enroliment URL for this server. If you don't know it,
enter the server's hostname or IP address, and Configurator will attempt
to discover it.

Name: FileWave Server

Hostname or URL: I https://fwserver.local:20443

Cancel Previous

Provided AC2 is able to connect with your FileWave Server, it will show the trust profile and the FileWave Root Certificate. For the needed
Enroliment Profile, you get that from the Enroll iOS Device assistant's Apple TV tab in the Enroll iOS Device windows (found under the Asistant
s pull-down menu) in FileWave Admin.

o0 =¥ Enroll iOS Device

' Manual Enroliment Device Enroliment Apple TV Mass Enroliment

Use these profiles with Apple Configurator's (1.4.2+) Apple TV Assistant to enroll your Apple
TV devices into FileWave.

Note: This method only works if you choose the "Erase and install latest verson" in the Apple
TV Assistant.
For Apple TV software 6, the device must be connected over Ethernet.

Download Enrollment Profile Download Server Certificate Profile

Choose when Apple TV Assistant asks for the Add when Apple TV Assistant asks for profiles
enrollment profile. to be install.

Click Choose... and navigate to where you saved the Enroliment Profile.



Define an MDM Server

-

If enrolling Apple TV devices, provide an MDM auto-enrollment profile and
a trust profile.

Enroliment Profile: "one Choose...

Trust Profile: © FileWave Root Certificate Q

>4

?
Cancel | Previous Next
Define an MDM Server

If enrolling Apple TV devices, provide an MDM auto-enrollment profile and
a trust profile.

Enrolliment Profile: © FileWave OTA...t for Apple TV Q

Trust Profile: © FileWave Root Certificate %

| Cancel Previous

Now that you have all the needed items in this window, click Next. In FileWave, create a profile for Wi-Fi with the SSID and password necessary
for the Apple TV to join the wireless network and import that using the Choose... button to navigate to its location to add it to the blueprint.

Choose a Network

Apple TV must be connected to the Internet while being configured. Install
a profile that configures access to your Wi-Fi network or connect the
Apple TV device to your network using Ethernet.
Network: @ Wi-Fi
(") Ethernet
o Profile: None Choose...

Cancel Previous Next




Now, click Next.

Choose a Network

Apple TV must be connected to the Internet while being configured. Install
a profile that configures access to your Wi-Fi network or connect the
Apple TV device to your network using Ethernet.

Network: @ Wi-Fi
(") Ethernet

Profile: @ Wi-Fi profile for Dennison3 %

~ Cancel ~ Previous

Select the language you want to use and whether or not you want diagnostic and usage data sent to Apple, then click Prepare.

Language and Diagnostics

Choose which language you would like to use and if you would like to send
diagnostic and usage data to Apple. These steps will be automatically
skipped in Setup Assistant.

Language: = English

Privacy: || Send diagnostic and usage data to Apple

Cancel ~ Previous

Now, all the pieces are in place and this blueprint can be applied to a connected device.



eo0e FileWave

4 Ev [+ &S v 3] v -
Back View Add  Blueprints Prepare  Update  Back Up Tag
Ae 1
A Avps FileWave
{3 Profiles

Blueprint
Apple TV a
Emy
Setup
Yes
FileWave OTA Enroliment for Apple TV
FileWave Root Certificate
Wi-Fi profile for Dennison3
English
No
Device

4.6. Installing the Android client

With FileWave, you can install Android applications and get inventory data. The Android client installation process resembles the iOS workflow,
with a few exceptions. The basic steps are as follows:

Connect to the FileWave Android portal on your server (https://<your_FW_MDM_server>:20443)
Download and install the Android client .apk

Enroll your Android device

Associate applications in apk format to the device

User installs applications from within the Kiosk

The actual workflow will vary depending on your specific Android device. Essentially, you will connect to the FileWave MDM server to get the
client installer, install that client, and enroll your device. Once that is done, you will be able to view your device in Inventory, manage it and deploy
applications with Filesets.

Once the Android device is reporting to the FileWave server, you can select the device in the Clients window, choose Client Monitor from the
toolbar, then click on Preferences...

Android devices can be assigned Boosters through the Preferences..., or through a Superprefs Fileset. The Android client doesn't have a
customizable installer like the desktop/laptop clients do; so you can't designate Boosters during the enroliment process.

All other information is accessed the same way as for any computer Client (Android Clients are a hybrid Mobile/Computer Client) using the Client
Monitor or the Client Info panes.

4.7. Importing Computer Clients from a File

You can import a "tab-delimited" text file (not a CSV file).
The import location is in the Create New Client pane:



® ® = Create New Client

Devices waiting for enroliment

- m

Enrolled

iy Mobile
clients .

Devices

Desktop device placeholders

[

© -

Text File Enter Name

iOS device placeholders

[ O

o

Text File DEP

The new format looks like this:

Client Name <tab> Comment <tab> Serial or MAC

Name is mandatory, Comment is optional, Serial or MAC is optional if you are going to be adding clients that are already named later; otherwise,
you must provide either a serial number or MAC address.

MAC address formats can have colons (:) between octets. For serial numbers, only capital letters (A-Z) and ordinal numbers (0-9) are allowed.
Create the text file using a text editor that can save the file in plain text format with Unix or Windows line endings.

4.8. Working with Apple’s Device Enrollment Program (DEP)

Note - This section is for FileWave version 9.1 and above only. DEP only works with devices purchased from Apple authorized sources.
For information on approved devices in DEP, see the following reference:

https://help.apple.com/deployment/business/

The features of DEP include:

® Zero-touch configuration - devices (iOS and macOS) can have configurations preset to take place at activation with pre-assigned
applications, profiles, and settings.

* Automatic enrolliment and management - devices can be configured to automatically enroll with the FileWave MDM server and receive
management profiles without hands-on by the IT staff. Devices can also be locked into management settings so the user cannot remove
profiles.

® OQver the air supervision - iOS devices can be put into supervised mode over the wireless network, providing an added layer of
management control.

® Streamlined setup assistant - devices can be configured to skip certain steps in the setup assistant, preloading some settings.

DEP workflow (short version)

—_

. IT signs up for DEP account (or accounts)

2. Institution purchases devices

3. IT doesn't see devices in the online DEP list until the shipping confirmation arrives from Apple (prior to that, Apple doesn't know what
serial numbers are going to be shipped)

4. IT assigns the devices from the online DEP list to the FileWave MDM server by serial number

. Wait for the DEP list and the FileWave MDM list to synchronize (at least 24 hours)

. IT assigns DEP profiles to the serial numbers of the devices prior to arrival

[e)é)]


https://help.apple.com/deployment/business/

7. Devices arrive and, at first boot, are auto-enrolled and configured as managed devices (macOS computers will auto-enroll if connected to
the Internet for push notification and the MDM server for enroliment.)

Configuring DEP with FileWave

This process is covered in Section 2.12.

FileWave Client for OS X DEP

The macOS computers that are being brought into FileWave through Apple's DEP require a custom FileWave client installer. To be installed via
MDM, the FileWave Client .pkg needs to be signed. The supported way is to generate your package via our web site, so you can pre-configure it (
https://www.filewave.com/support/custom-pkg). When you have filled in the web form, you will get an email with a download link to the custom
client installer package (.pkg). Download that custom installer, then go to your FileWave Admin/Preferences/Mobile to add the custom package

to the FileWave server for use by macOS Clients.
Apple  Android M

Upload macOS client package Package version 11.2.1 available.

Understanding devices and profiles for DEP

Once you have registered your FileWave Server with the DEP system, you can begin setting up your devices for automatic enrollment and
management. You will be able to view a list of your devices along with certain characteristics of those devices, such as model number, color of the
device, asset tag information, and serial number.

You will also be able to apply a "profile" to the device.

The "profile" in DEP is not the same as a management profile. Instead of a property list (plist), the DEP profile is a set of data formatted in JSON (
JavaScript Object Notation) format. The profile is applied through Apple when the device is initialized. It will contain settings that you configure
including:

The MDM server URL

MDM options, such as supervision and management profiles
MDM server certificate(s)

Pairing certificates

Device setup assistant options

The process for setting up your devices is done through the /Assistants/DEP Association Management... pane:

' Devices | Al k) Accounts Al o Q Profiles Q
Serial Number ¥ Model Name Deoscription Color Profile St: = Name Total number of devices
: DLXNM594G5V4  iPad Mini Wi-Fi IPAD MINI 3 WI-FI 64GB SPACE GRAY-USA  SPACE GRAY  empty
| CO7PRO3AG1JO Mac Mini MAC MINI/1.4GHZ/CTO SILVER empty
Associations Q
Serial Number ¥ Profile Name Server Name Profile assignment time Profie push time Device assignment time

The DEP Associations pane looks similar to other FileWave windows with three sections. In this case, they are:

® The Device list in the upper left, which you can filter by the different accounts devices are purchased under;

® The Profiles list in the upper right, which lists all of the profiles available to associate to devices with the number of devices each is
assigned to; and,

® The Associations list on the bottom, which displays the device by serial number, the name of the profile it is associated with, and
various date-time Groups showing assignment dates and times.


https://www.filewave.com/support/custom-pkg

Security prerequisites for DEP

DEP uses Basic and Digest Authentication. Basic is for iOS v7.1(+) devices, and we implemented Digest Authentication for iOS v7.0.x devices. In
order to configure up your FileWave MDM server for Digest Authentication, you need to use a separate command, similar to the fwcontrol mdm
adduser command used for your MDM server configuration. The command is:

sudo fwcontrol mdm adddepuser <user_name>

The adddepuser command requires you to provide a user name in the command, and respond to the prompt to add a password for that user,
then to confirm the password. This user name and password will be requested by the device during DEP enrollment. These commands are issued
on the FileWave MDM server either directly or remotely through terminal services.

Authentication with LDAP

If you are using LDAP and DEP, you will have to use iOS v7.1.x(+) devices. The mdm_auth.conf.example_Idap_auth file we provide is based on
basic authentication, while the default is using digest. If you have not already edited the mdm_auth.conf, then review the information in Section 2
A1,

Configuring DEP profiles

You create DEP profiles within the DEP Associations pane by clicking on the + button in the profile section of the window.

o < DEP Associations

Devices  All 2] Accounts Al ] a Profiles Q
Serial Number v Model Name Description Color Asset Tag Profile Status  Operating System Device Family 7 Name Total number of devices Used in LeRoy FW Server
FOFNCH2TF... iPad Mini Wi.. IPAD MINIW.. SPACE GRAY assigned i0s iPad L leroy_dep_profie 2 2
DLXNMS94.. iPad Mini Wi.. IPADMINI3.. SPACE GRAY empty ios iPad
CO7PRO3AG... Mac Mini MAC MINI/1... SILVER pushed 0sX Mac

Associations Q
Serial Number ¥ Profie Name Server Name Profiie Assignmer Profie Push Time Device Assignment Time Device A
FOFNCH2TF... leroy.dep_profile LeRoy FW Server 7/13/16 10:3... 5/27/16 3:54 PM usa_vpg
CO7PRO3AG... leroy_dep_profile LeRoy FW Server 7N9M1612:0.. 7N9N612:0.. 71316 10:15 AM usa_vpg

Here is a view of the DEP Profile creation window:

Information



DEP Profile
Profile Name
A human-readable name for the profile.
required
rl
The URL of the MDM server.

https://localhost:20443/ios/dep_enrollment

m Options Setup Assistant Account Anchor Certs Supervising Certs Device Naming

Support Phone Number

A support phone number for the organization.

Support Email

A support emall address for the organization.

Department

User-defined department or location name.

This information will be set in the MDM profile once installed on the MDM device.

Options

o DEP Profile

Profile Name
A human-readable name for the profile.

H}'equired ”
url

The URL of the MDM server.

https://localhost:20443/ios/d

Information m Setup Assistant Account Anchor Certs Supervising Certs Device Naming

Options

Do not allow user to skip enrollment step
Requires device to enroll in MDM before completing setup

Supervise
Enable supervision

Is MDM removable
Allows unenroliment

Allow pairing
Enable the i0S device to be paired with a Mac

Automatic Advance
Automatic advance through the Apple TV setup assistant

Shared iPad options (Apple School Manager only)

| Enable Shared iPad

Device will be configured as Shared iPad. Devices that do not meet requirements
ignore the option.

1 Maximum number of users

Sets the maximum number of users that can use a shared IPad, based
on the storage capacity. If greater than the maximum possible number
of users supported on the device, the device will be configured with the
maximum possible number of users instead.

These settings are for the key behaviors of the registered device:



* Do not allow user to skip enrollment step - the device must become enrolled in order to complete setup
® Supervise (iOS only) - the device will have supervision enabled
* Is MDM removable - if unchecked, the MDM profile is locked to the device and cannot be removed by the user through the Ul
® Allow pairing - if checked, the user can pair the device with their own iTunes account to synchronize personal content
® Automatic Advance - if checked, the Apple TV will automatically advance through setup assistant (If you use the remote on the
Apple TV this option will be canceled)
® Enable Shared iPad - Device will be configured as a Shared iPad. Devices that do not meet reuirements ignore the option.
® Maximum number of users - Sets the maximum number of users that can use a shared iPad, based on the storage capacity. If
greater than the maximum possible number of users supported on the device, the device will be configured with the maximum
possible number of users instead.

Setup Assistant

[ X DEP Profile

Profile Name

A human-readable name for the profile
required

Url
he URL of the MDM server.

https://localhost:20443/ios/dep_enrollment

Information Options W Account Anchor Certs Supervising Certs Device Naming

Setup Assistan

Choose which opti

None

macOS i0S
All your files in iCloud Passcode Lock
iCloud Diagnostics Move from Android
FileVault Apple Watch
Registration Home Button

Display Zoom
tvOS True Tone Display

New Feature Highlights
ECILDTEIT O Keyboard Selection
Sign In to Your TV Provider
Where is the Apple TV? i0S, tvOS and macOS
One Home Screen For Every Apple TV
See the World Privacy
. Location Services
iOS and macOS Siri

Apple ID
T°“°“ D Terms and Conditions

Set Up as New or Restore T

Apple Pay

Setup Assistant Configuration (tvOS only)

Language: optional (e.g. en, fr, j g)

Region: optional (e.g. US, GB, AU)

Cancel OK

® Skip setup items - this allows the FileWave administrator the ability to configure which portions of the setup assistant are made available
to the end user when they configure the device. If none of the items are allowed, then the device must be pre-configured using MDM
profiles with all of the appropriate settings to ensure functionality.

Account (requires client running OS X v10.11+)

A feature in DEP is the ability to create a local administrator account in advance of a user being guided through creating their own local account. If
you configure this pane with a local administrator account, then the user will be allowed to create a local account of their own; but it will be a
non-admin user. The local admin account can be somewhat hidden (the home directory will still be in /Users/ but it will not show up in the Users
and Groups System Preference pane).



[ J DEP Profile

Profile Name
A human-readable name for the profile

required
I
The URL of the MDM server.

https://localhost:20443fios/dep_enroliment

Information Options Setup Assistant m Anchor Certs Supervising Certs Device Naming

Local Account Setup
Create primary account as a standard user

macOs also requires creation of an administrator account during setup.
Please specify the information that will be used to automatically create this account.

Full Name: fwadmin
Account Name: fwadmin

Password: essessse

Verify: [........ ||

| Show administrator account in Users & Groups

If this pane is configured with only the local account setup, the user setting up the device will be guided through setting up a local administrator
account of their own.

Options & Setup Anchor Certs  Supervising Certs  Device Naming

Local Account Setup

Create primary account as a standard user

Note: Disallowing "Local Account Setup" During DEP enrollment may prevent your machines from completing their enroliment steps unless the
local administrator account logs in on the machine.

"Certs"

The "Certs" tabs are for adding the necessary certificates to the device to allow trusted connections and specialized pairing permissions. The
FileWave MDM server certificate is automatically added to the Anchor Certs list.

Options & Setup Account LUl ae i Supervising Certs Device Naming

Anchor certificates
If provided, these certificates are used as trusted anchor certificates when evaluating the trust of the connection to the MDM server url. Otherwise, the
built-in root certificates are used.

Organization Nawr Common Name  Locality Name Organizational Un  Country Name State or Province Effective Date Expit
FW_Denver tenshi.filewa.. DEN tenshi us co 10/5/15 4:51 ... 10/Z

Options & Setup Account Anchor Certs Supervising Certs Device Naming

Supervising host certificates
If provided, the device will continue to pair with a host possessing one of these certificates even when "Allow pairing” is not checked.

Organization Nam Common Name  Locality Name Organizational Un Country Name State or Province Effective Date Expit

Device Naming



The devices being enrolled can have a rule-based name applied. In a 1:1 deployment with users authenticating with LDAP credentials, the device
name can reflect an institutionally-derived naming convention punctuated by the user's name. This function is limited to supervised iOS devices

running iOS Qo and macOS computers running 10.1 1°.

Naming Policies

New Devices:
Re-enrolled Devices (same Auth Username):

Re-enrolled Devices (new Auth Username):

Rename using the Template
Rename using the Template

Rename using the Template

(O f o J o

Name Template

Template: %SerialNumber%

Use %SerialNumber% to include device serial number

Use %AuthUsername’ to include auth username.

Example: ABCD123456

Associations

Associating a DEP profile to a device or set of devices is done using the same drag & drop functions used in the other FileWave associations
panes. You can drag a profile on top of a device, or select a set of devices and drag them on top of a profile. The associations will appear in the
lower section of the DEP Associations window. The device will have the associated profile applied upon activation.

[S—_ B p— B - a
FOFNCH2TF.. iPad Mini Wi, IPAD MINI W, SPACE GRAY assigned oS iPad L leroy_dep_profile 2 2
DLXNMS94.. Pad Mini Wi.. IPAD MINI3 .. SPACE GRAY empty ios Pad
CO7PRO3AG... Mac Mini MAC MINIA.... SILVER pushed osx Mac

Associations

Serial Number v Profie Name Server Name
FOFNCH2TF... leroy_dep_profile

Profile Assignmer Profie Push Time Device Assignment Time
713016 10:3... 5/27116 3:54 PM
7N91612:0.. 7/19/1612:0.. 713/16 10:15 AM

Device Al
LeRoy FW Server usa_vpR
CO7PRO3AG... leroy_dep_profile LeRoy FW Server usa_vpr

End Result of DEP associations

The end result of associating DEP profiles to devices is that upon activation, the device will automatically become a FileWave Client with specific

setup settings. You can have device placeholders prepositioned in your FileWave Clients view, assigned to Groups, with Filesets ready to activate
as soon as the device checks in.

Note: Perform a full sync of your DEP account in Preferences after setting up your associations.

Disowning devices

The most serious operation you are allowed to perform in DEP is disowning a device. When you contact Apple and register your devices for DEP,
they are checked against a database that proves your institution purchased those devices and plan on managing them. This option should only

ever be used if the device is going to released from the institution's management forever; e.g., when the device is past its lease period and is
going to sold to an end user.

4.9. Working with FileWave Clients

Once the various devices have the FileWave Client installed, and they are enrolled with your FileWave Server, there are several options for
configuring and working with these clients. This section will cover some of the common configurations and additional settings.



Clients View information

Within the Clients pane, you are presented with key information to help you track of the status of your devices:

Name - The device or device Group name, or the Smart Group name

ID - A unique ID created by FileWave to identify all devices, device Groups, or Smart Groups

Model - the latest version of the FileWave model to have been loaded onto the device or Group

IP - the IP address of the device as reported to FileWave (devices behind a firewall may all report using a NAT'd IP)
Last Connect - the date time Group showing the last time the device reported to the FileWave server

State - shows the condition of the device (Normal, Missing, Not Tracked, Archived)

Free Space - shows the amount of free space reported by the device

Platform - shows the reported operating system of the device

Comment - custom comment entered by a FW administrator concerning that device or Group

Lock - shows if the device has been locked down so that it cannot be affected by any model updates

When devices are enrolled in FileWave, you can start performing administrative and management tasks on them.

Search

At the top of the Clients view pane, you can see a Search: area that lets you quickly see one or four different views of all your devices
(Everything, Clients, Mobile, and Groups) There is also a quick view of the total number of clients, Clones, Groups, and mobile devices. Finally,
there is a global search field that allows you to type in a name or portion of a name, 1D, database model number, or any other possible identifier to

locate a specific device or Group. Any search you start can be cleared by clicking on the Clear all filters button just above the viewing window.
7 Clients (12 Clones) 8 Groups, 2 Mobile Devices Q Se J
&% Dashboard

Search: Everything  Clients  Mobie Groups Clear 8 finers
L) Cllents D Model ¥ P Last Connect Platform Free Space Comment Seriai/MAC State

The next section discusses the types of tasks that you have access to from the Clients pane.

Client toolbar options

' o - o] O

Update Model New Client New Group New Smart Group New Assoclation Client Monitor Customize Columns

The toolbar that is active when the Client pane is selected gives you many options for performing various tasks on your devices. You can add
new clients, create client Groups, create Smart Groups, associate devices with Filesets, monitor your clients, and perform several administrative
tasks. First, we need to look at the global toolbar items; then we will explore the direct action tools for specific clients or client Groups.

Update Model

When you perform actions on your client devices, you should update the "Model." The Model is the current state of the FileWave database after
changes have been committed by an administrator. When the Model is updated, all pending actions are written to the database and a new
Manifest is generated for every device detailing any changes that have taken place.

New Client

This tool allows you to register with the database new clients for computers that have had the FileWave client installed and have checked-in
initially, from mobile device that have enrolled with the FileWave MDM server, or by creating placeholders for devices or computers manually or
using either text files or DEP.

New Group

The New Group tool allows you to create a named Group that will include individual Clients or Clones.

New Smart Group

This tool allows you to create a named Group of devices based upon inventory criteria.



New Association

The focal point of FileWave is being able to create and distribute Filesets to devices. This tool provides one approach for you to associate a
Fileset or Fileset Group with a Client or Group.

Client Monitor
The Client Monitor lets you view the current status of your Client after selecting that Client from the list. It provides you with quick look at the

current FileWave model running on that Client, as well as allowing you to send a command to the Client to verify its status with the FileWave
Server, and allows you to view the Client's FileWave log file.

Customize Columns

You can edit the Client pane view by adding/subtracting data columns. You can remove all but three of the data fields (Name, ID, and Lock
status).

e
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Take Control Tools, Delete

Take Control

By "taking control" in FileWave Admin, your administrator locks out all other FW administrators from making any changes to the FileWave model.
This level of control is global, in that any other administrators, no matter where they are, cannot push any Filesets or changes to client devices or
Groups. This ability is very useful when you are making large, detailed changes to clients or Filesets and do not need those changes being

preemptively sent to your managed devices before you are finished. When you have finished being in "control" remember to release the lock so
other FW Admins can resume managing their assigned clients.

Tools

The Client tools are tasks that you can perform on a selected Client or Group. The specific tasks available vary between the different types of
client devices or Groups. The next section will go into detail on each of the tools as they relate to the various types of clients and client Groups.

Delete

The Delete tool will remove the selected Client(s) or Group(s) from the database. If you delete a Group, then all nested items within that Group
will also be deleted.

Client Tools

Here are the tools you have to directly impact a specific client. Depending on the client device, you will see differing settings.

Client Monitor Show Associated Filesets Client Monitor Show Associated Filesets
Show Associated Filesets Client Info... Show Associated Filesets Show Report
Show Associated Imaging Filesets Show Location(s) Clear Fileset Status Show Location(s)
Clear Fileset Status o . Client Info... o Smart
Client Info... reate Association(s)... Show Location(s) Create Association(s)...
Create Clone... Create Clone... Group

Observe Client...

Show Location(s) 0S X Move To... Unlock Android Clone to Same Groups As...
Delete i0s ® Lock Convert to Standard Group...
Unlock Show Original . Move To...
Lock Windows Create Association(s)... Delete ®
Set Permissions... Create Clone... Rename
Create Association(s).. . Move To... Comment
Create Clone... Request Check-in Delete ® 8
Lock Device Edit Smart Group...
Duplicate Client Rename
Clone to Same Groups As... Clear Passcode ) Comment Refresh
Move To... Refresh Inventory (Verify) Set Permissions...
Delete ® Set Organization Info Set Permissions...
ar Restrictions P rvised il
Rensme Clear Restrictions Passcode (supervised iOS 8+) Client State >
Comment Wipe Device... Management Mode "
Set Permissions... Client State >
Client State > Management Mode >
Management Mode »

When you right-click on a Client, or select a Client then select the Tools task bar item, you will see the listed tools that are available to interact



with that type of Client. The same happens if you select a device Group or Smart Group, with a lesser number of options. Let's take a look at the

various options available in the Tools:

Show Associated Filesets

When a Client or Group has had Filesets assigned, or associated, with them, you can view those with this tool. The view will come from the Asso

ciations pane in FileWave Admin.

gsnndard @ Kiosk | | Software Update

Search:  AllColumns  Fileset @7« N[« ID  Type

Fileset

[ 105 App - iBooks (testing)

& Profile - BaseNetwork

B Literacy

[ 10S App - Astronomy Picture of the Day
[ i0S Enterprise - TEDtalks

Client/Group/Clone

CO €S IPad Cart01
GO ES IPad Cart01
G ES IPad Cart01
GO ES IPad Cart01
GO ES IPad Cart01

Client Info...

The Client Info window shows the current condition of a Client through Device Details and Filesets Status. You can see the status of associated
Filesets, open the Client Monitor, send a remote wipe command, view the current log file, and push a Verify command, which causes the Client to
verify that it's current state matches what the current manifest says it should be. Depending on the device, you will get differing amounts of
information.

As of FileWave 11, the list of Filesets is displayed as a tree, where dependencies appear as children of the Filesets that require them. When a
dependency is required by more than one Fileset, the same dependency will appear more than once in the list, as a child of each of the Filesets
that require it.

There is a selection box on the top-left corner that allows filtering Filesets. By default, it is set to "Show All. Other values are "Only successful" and
"Only failed," that cause only Filesets without errors/with errors to be shown. "Filesets without errors" means any Fileset in any normal state, when
nothing failed. Filesets that are associated but haven't been installed yet are considered "without errors

If the client version is 11.0 or later, it also supports reporting the results of the scripts that were executed. In this case, selecting a Fileset causes a

list to appear on the right side, where the results of the last round of scripts is reported. Whenever a script fails, processing stops, and the exit
code of the script can be seen in the Status column.

Victor's Workstation - Client Info

Last Connected: 02/03/16 16:07
From: 10.2.4199 s’

Free Space: 150 GB
Platform: Mac OS X 10.11 EICapitan
Model: 2

Version: 10.9.3 (Rev. b1e51810)
Export Current Tob (NGNS Remote Wige.. GetLog verify

Device Details [EEEEEIEIEY

3 Association(s)

Show All B

Fileset A Status When Script
v Fileset A Active 02/03/16 16:05

Status Activation State

c_requirements.sh Failed! (Exit Code: 4)  Requirement Scripts

v Dependency A
Common Dependency
v FilesetB
Common Dependency
Fileset C

Installed as dependency
Installed as dependency
Active

Installed as dependency
Script execution failure

02/03/16 16:05
02/03/16 15:48
02/03/16 16:05
02/03/16 15:48
02/03/16 16:07

Reinstall Selected Filesets

Client Monitor

The Client Monitor lets you view the current status of your Client after selecting that Client from the list. It provides you with quick look at the

current FileWave model running on that Client, as well as allowing you to send a command to the Client to verify its status with the FileWave
Server, and allows you to view the Client's FileWave log file.



=¥ LeRoy’s iMac - Client Monitor

Name: LeRoy's iMac @ B
Address: 192.168.0.10 Port: 20010 | C
Version: 11.0.0 (Rev. a86155b7) Platform: Mac OS X 10.11

ElCapitan
(10.11.4)
FileWave Server: 192.168.0.200
Model Version: 87

Status: Running...

Server i C (no

Last Successful Connection: 4/25/16 4:35 PM

Verify Client Log Preferences...

The Client Monitor also lets you change several of the preferences used by the FileWave client.

<Y FileWave™ Client Preferences
Boosters Options Privacy

("1 Sync computer name 2 Use SSL

Client Name: |OS X VM client |

FileWave Server Address: 192.168.0.201 A - |
Server Port: 20015 < ex.20015

Server Publish Port: 20005 < ex. 20005
Monitor Port: 20010 < ex.20010

Kiosk Port: 20020 < ex. 20020

VNC Relay Port: 20030 Cl ex. 20030

VNC Server Port: 20031 < ex. 20031

Tickle Interval: 120 < seconds

[ N J <> FileWave™ Client Preferences
Communications Options Privacy

[_JRoute server messages via Boosters
IP or DNS Address Port Publish Port

Booster 1: no.booster.set 0 ; 0 ; ® v
Booster 2: no.booster.set 0 <o < ® v
Booster 3: no.booster.set [¢] <o ¢ ® v
Booster 4: no.booster.set 0 <o < v
Booster 5: no.booster.set [¢] <o S v




[ X ] =¥ FileWave™ Client Preferences
Communications  Boosters |CTICIIM Privacy
Debug Level: 10
File Check Interval: 1440 < minutes
Free Space Margin: 300 MB S
Password: ssseeeee
Confirm Password: sssssses

Priority: 2 V

cancel | (TN

[ X J =¥ FileWave™ Client Preferences

Communications Boosters  Options [RRCIIFTIAY
Personal Data

Collecting p | data may be
_I Disable personal data collection

at an organization level.

Location refresh interval: = 15 minutes [T
Observe Client

Managed remote control
Prompt client for remote control access

cancel | (EETTHN

Many of these Preference settings can be configured during installation of the client; however, some of them exist only in the Client Monitor and in
a Superprefs Fileset. The extras include settings such as the Debug level (10 is default, 1 is the highest amount of logging) and the amount of
free space that will trigger a disk full message.

Personal Data refers to device tracking (requires FW v10.1+). Tracking is covered in detail later in this Chapter.

Observe Client refers to the built-in VNC server introduced in the FW v10. If you select Managed remote control, you will have access to
observe / control that computer. If you select Prompt client for remote control access, you will present the end user on the computer with a
dialog requesting permission to remotely control the device. If this dialog is not responded to with permission granted, it will time out in about 30
seconds and default to permission denied.

Observe Client...

This task allows you as the FileWave Admin the ability to observe or control your designated user's device. Before FileWave v10, you would need
to have screen sharing active on OS X devices and a VNC server instance running on Windows. You would connect to the device using the
designated account/password for observing/controlling that device. FileWave v10 introduces an entirely new method of remote observation and
control with a built-in VNC relay in the FileWave Client. An in-depth discussion of this capability is in a later section. There is no remote screen

sharing capability for iOS devices (this is different from programs such as Reflection that allow iOS device users to display their screen onto a
desktop device).

Edit Custom Fields(s) Values

This option will allow you to change the values of Custom Fields that have been associated to this device or group of devices. For example if you
manually change the value of a Custom Field that is syncing with LDAP with this option, then your change will remain until LDAP scans again at
which point your change will be over written with whatever data is synced from LDAP.

Edit Custom Field(s) Associations

Here is where association between Customs Fields and devices are made. If you select one or multiple devices you can set which Custom
Field(s) you would like those devices to have. If you select a group (smart or standard) then you will select which custom Fields you would like to
set for the devices under this group. If new devices enter this group after you have the Custom Field associated, you would need reassign that
Custom Field to the group or those new devices specifically. Custom Fields do not auto-associate to new additions in a group.

Lock / Unlock



When a client device is locked, it can no longer receive model updates from the FileWave server. You might use this setting if a device is being
used for some operation that would be interrupted during a Fileset activation.

Create Association(s)...

The primary function of FileWave Admin is to associate Clients and Groups with Filesets. This task will send you to the Associations pane and
allow you to select Fileset(s) for association with the selected device. Detailed instructions on using Filesets and associations are in Chapter 5.

Create Clone...

Clones give you great flexibility with FileWave management. You create Clones of a device to add them to different Groups instead of dragging
the device itself into a Group. This allows you to let a Client belong to several Groups based on organizational needs, geographies, or even just
for application usage. A Client can belong to several Groups, and any associations made to any of those Groups will be reflected at the client.

ey
D Group 1

Clone

R— Clone Group 3

Clone of
Group 1

:

Group 2 Clone

Clone L_a
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Since a Clone is essentially an alias of the original Client, you can leave the actual Client sitting in the "root" Group of the Client directory, and do
all of your Group assignments by way of Clones. This way, if you delete a Clone from a Group, you have not impacted the original Client record.
You may also create a Clone of a Group if you are going to add several sub-Groups into a larger Group. The Create Clone... task presents you
with a list of your Groups into which you can place a Clone.

Clone to Same Groups As...

This task lets you choose another Client device as the template to create Clones of the selected Client. If the template device has Clones in
several Groups, then your Client will end up with Clones in those Groups.

Move To...

This task lets you move your Client into a designated Group. This does not create a Clone; but places the original Client record into that Group.

Delete

If you no longer need a specific Client or Group in the FileWave database, you can delete it with this command. If you delete a Group, then all
Clones and original Clients situated inside that Group are also deleted. Original Clients outside the Group will not be deleted, even if their Clones
were inside the Group. Make sure you update the Model when you delete Clients or Groups.

Rename

To rename your Client or Group, use this command. You can also click twice on your client (slower than a double-click) to edit the name.

Comment

This task allows you to add a comment to your Client or Group record.



Set Permissions...

This task lets you specify which FileWave Admin accounts can access a specified Client or Group. You use this assignment capability to manage
large deployments with many sub-administrators. For example, you could have an administrator designated to manage and maintain only the
Windows computers and another to manage only the iPad cart in a classroom. Some administrators could be assigned only read permissions in
order to create reports.

e O 0 ¥ FileWave Administrators

Select Administrator and rights set:

LoginName Rights
fwtraining | no permissions s
read / write :]
fwios read / write / delete A

|_| Propagate to children Cancel |

Duplicate Client

This task lets you take a Client as a template and create a new Client that can be renamed to match an, as yet, un-enrolled device. When the new
device enrolls, it will assume the identity of that duplicated Client, as well as automatically being part of every Clone used by that duplicated client.
For example, Lab-WinPCO07 belongs to two Groups - Beta Group and IT Shop; the client gets duplicated and its new name is Lab-WinPC07.1 Wh
en the duplicate is renamed, all of it's Clones get renamed also, and when you enroll the new device with the name Lab-WinPC08, the new client

automatically belongs to all the correct Groups.

(D) Lab-WinPC07.1 (@it (7] Lab-WinPCO8 51,042

2% Lab-WinPCO7 'Lab-WinPCO7 2% Lab-WinPCO7 50,938
@ lab-mball-01 (7 1ab-mba11-01.1 51,046 (3 1ab-mba11-02 51,046

» B3 John's Gear @ johnd-MBP13 220 @ johnd-MBP13 220
v GO IT shop » B3 John's Gear 45,166 » [ John's Gear 45,166
8 Lab-winPCo7 v CQ) 1T shop 51,026 v G 7 Shop 51,026

&8 /ab-mbal1-01 D Lab-WinPC07.1 (@il 7] Lab-WinPCO8 51,044

» B3 iPad's 28 Lab-WinPCO7 51,038 8 Lab-WinPCO7 51,038
@& FW_server %d lab-mbal1-01.1 51,055 % /ab-mba11-02 51,055

» G &S IPad Cart01 8 /ab-mba11-01 51,027 8 /ab-mbal1-01 51,027
G 8oosters 50,975 > By iPad's 600 » By ipad's 600

v % Beta Group 51,039 .' FW_server 219 .' FW_server 219
8 Lab-winPCO7 51,040 » G &S IPad Cart01 596 » GO ES IPad Cart01 596

'* lab-mbal1-01 51,041 Eﬂ Boosters 50,975 m Boosters 50,975

([ Beta Group 51,039 v m Beta Group 51,039

D Lab-WinPC07.1 @etrmempammell- 7] 12b-WinPCO8 51,045

8 Lab-winPCO7 51,040 8 Lab-WinPCo7 51,040

% lab-mbal1-01.1 51,056 & lab-mba11-02 51,056

&8 /ab-mba11-01 51,041 &8 /ab-mba11-01 51,041

Add Client...

This task is for adding a Client into the selected Group. Selecting this task opens the New Client window.

Add Group...

This task adds a Group to the selected Group. Selecting this task opens the Create New Group window.

Edit Smart Group...

This task allows you change the settings and criteria for a Smart Group.

Request Check-in

This task sends a command to the mobile device to check in with the MDM server. Sending the Check-in command will send along every item in
the command history that has not been received.



Lock Device

This task sends the command to the mobile device to return it to the lock screen (as if the power button had been pressed). It sets a message on
the screen to say that this device is "lost," along with an optional message and phone number to call if found. This is not the same as the Lock co
mmand for non-mobile devices.

Clear Passcode

This task turns off any passcode set on the mobile device.

Refresh Inventory (Verify)

This task sends a request to the client to report back to the FileWave Server an inventory report. This is more inclusive than the Check-in comma
nd in that the client gets a push command to supply the following information:

Managed Application list
Security info
Restrictions

Installed Application list
Profile list

Device information

Plus perform any self-healing needed and install/remove any Filesets that have been modified.

Wipe Device...

This task sends a command to mobile devices to erase all content and settings. For mobile devices, the command is located in the right-click
popup. For computers, it's located in the Client Info... window.
You must enter the FileWave "super administrator" (fwadmin) credentials in order to proceed with the device wipe.

Set Organization Info (iOS only)

This command appends the Organization Info that is configured in FileWave Admin/Preferences to the selected device. This information is sent to
the device at enroliment; but if the information changes, it needs to be manually updated using this menu item.

Clear Restrictions Passcode (supervised iOS 8+)

This command will flush the restrictions passcode set on a supervised iOS device.

Archive Client

This command allows an administrator to remove a Client from active use in the FileWave database. All inventory data on the device is frozen and
the device is no longer counted as a client for license purposes.

In order to re-add the client to the active FileWave database, you must fully remove it from FileWave, update the Model, then re-add it through the
New Client window.

Groups & Smart Groups

Putting Clients into Groups gives you tremendous flexibility in overall control and management of your deployment. With Groups, you can
configure sets of Clients by type, function, location, and any other association that you can think of. Smart Groups go even further by letting you
create criteria that will automatically assemble sets of clients. The real power of Groups in FileWave comes from being able to associate Filesets
with Groups at the same time, instead of having to match individual Clients with specific Filesets.

You can also have nested Groups.

Creating a Group

You can use any criteria you desire to create a Group. Select the New Group tool from the toolbar and fill in the name of the Group and, if
desired, a comment on the Group, such as its purpose.
Once the Group is created, you can assign Clients to it either with the pop-up menu (right-click on the Group, select Add Client...) or you can add



a Clone of a Client to the Group by holding down the Alt-key (Windows) or the Option-key (macOS), selecting the Client, and dragging the Clone
onto the Group icon. You can also use the Create Clone... command to build a Clone of a Client, then add the Clone to the Group. Finally, you
can create Groups to be sub-Groups, then add those Groups to the "upper" Group. When you associate Filesets with the uppermost Group in a
set, all of the clients assigned to that Group, or to Groups inside that Group, will all get those associations.

Setting permissions for a Group

Once you have created one or more Groups, you might want to distribute overall management and maintenance of those Groups. The "Super
Admin" account (fwadmin) will always be able to edit or delete any Client or Group in FileWave Admin. What you might want to have is one or
more "sub-administrators" who can take over maintenance of one or more specific Groups. This is where the permissions come in; right-click on
a Group (or select the Tools item in the toolbar) and choose Set Permissions...

All of the FileWave Admin accounts will be available and you can choose which administrators have permission to work with the selected Group.
Your choices are:

read/write/delete)

read/write

read

no permissions, which equals no access.

The permissions can also be set to Propagate to children, which then assign the same permissions to any Group or Groups nested within in that
Group.

Creating Smart Groups

The Smart Group is a collection of Clones based on specific criteria. The options you can choose are extensive:

(2] 8] ¥ Create New Smart Group

Name: All Testing

Comment: general testing group

One % | or more of the expressions below must be true
Client Name : equals
Client Comment $ contains
Client OS Platform : equals
Client IP Address $ begins with
Client IP Subnet : ends with
LDAP User +] [in 3] Browse -—> ¥ Recursive
LDAP Computer : [in 3] Browse--> ¥ Recursive
Inventory Query s in
i0S Device Type s equals

Cancel | [0k )

The specific criteria are defined as follows:

Search Type

Client Name

Client Comment

Client OS Platform

Client IP Address

Client IP Subnet

LDAP User

Qualifiers

equals / contains / begins with / ends with / less
than / greater than

equals / contains / begins with / ends with / less
than / greater than
equals

equals / contains / begins with / ends with

equals / contains / begins with / ends with

Criteria

alphanumeric text of a client name or portion of a
name

Any alphanumeric text comment or portion of a
comment

OS X (Intel / PPC, 10.3 -10.9), Windows (XP,
2000, Vista, 7, 8)

Any logical numeric value that meets standard IP
address format (XXX.XXX.XXX.XXX)

Any logical numeric value that meets standard IP
address format (XXX.XXX.XXX.XXX)

A user name in an associated LDAP directory
server database



LDAP Computer in A computer name in an associated LDAP
directory server database

Inventory Query in Any valid Inventory Query from the MySQL server
(v.9.x) or from Inventory (FW v8.x)

iOS Device Type equals iPad / iPod / iPhone / Any

Once you have selected one or more search types and filled in the criteria, FileWave will automatically add a Clone of the qualified Clients to the
Smart Group. You can use these types of Groups to track devices as they move around the institution, fall behind in updates, have their name
changed, or any other combination of conditions you desire. Permissions for Smart Groups are set up with the same steps used to set
permissions for regular Groups.

Using LDAP / Directory Services Groups

FileWave can create Smart Groups based on your LDAP server directories. If you have added LDAP server(s) to your preferences, then your
Clients pane will be populated with an LDAP Smart Groups set. These Groups will be automatically populated with computers that are bound to
the directory. You can associate Filesets and set permissions for any of these Groups. Devices registered by users with their LDAP credentials
show up under Users in the LDAP Smart Groups listing. This links the user to the device for tracking purposes. To set up LDAP for authentication,
see Chapter 2.

4 10. Self-Service Kiosk

FileWave supports two methods of distributing content. The first is direct interaction from the FileWave Admin(s) where applications and other
content are associated with devices or Groups of devices as part of a centrally managed deployment scheme. The second method is by using the
self-service Kiosk and allowing the end user to choose the items to be installed on their device. Because the FileWave processes run at root
level, the end user does not need to be a local administrator in order to install applications and content through the Kiosk.

The Kiosk is activated on computers by installing the FileWave client and having at least one Fileset configured as a Kiosk item associated with
that Client. The Kiosk is activated on a mobile device when that device enrolls with the FileWave MDM.

Filesets can be configured as Kiosk items in FileWave Admin and can be added to unique categories, such as a specific department or class, or
just by application type. You can even create a Kiosk Fileset of an iOS application from the App Store. The user gets the link to the store and the
application or book would be downloaded from Apple when they request it. Kiosk items can be managed using Apple's VPP Managed Distribution
model so that assigned applications can be installed by a user; but returned to the FileWave Admin for re-use at a later date.

Mobile Kiosk versus Desktop Kiosk

The Kiosk on a mobile device (Android/iOS) is a permanent feature. The computer Kiosk can be configured to always stay visible on a device by
editing a file on the client.

The process is outlined and includes methods to customize the look and feel of the Kiosk.
Client Kiosk Customization (12.2+)
Client Kiosk Customization (5.5 - 12.1)

iOS Kiosk Customization

4.11. Remote Control (FWv10+)

Previous versions of FileWave had to rely on outside software, such as Apple's Remote Desktop, or third party VNC tools to support remote
observation/control of Client computers. FileWave 10+ changes that by imbedding NAT capable VNC functionality directly into the FileWave
Client. The implementation is based on VNC (Virtual Network Computing) with the support of a VNC server running on the FW Client computer
and a VNC viewer that will be launched on the FW administrator's computer.

Features

* Network Address Translation (NAT) issues solved using new VNC relay functionality built into the FileWave Server

Deployment of an independent VNC server on Mac and Windows platforms, with integrated management to ensure existing VNC server
deployments are not affected

Native VNC viewer used on Mac and deployment of independent VNC view on Windows

Encrypted connections

Cross-platform support from single Administrator GUI

Managed VNC server can be administered using Super Preferences & Client Preferences


https://kb.filewave.com/pages/viewpage.action?pageId=920387
https://kb.filewave.com/pages/viewpage.action?pageId=3507235
https://kb.filewave.com/display/KB/iOS+Kiosk+Customization

Requirements

* FileWave Servers, Boosters, and the Administrator GUI must have been upgraded to FileWave 10+.

¢ Clients must be upgraded to FileWave 10+ to take advantage of managed VNC server and avoid NAT issues.

® For Clients that have not been upgraded, native remote desktop must be active on the client machine for viewing via a direct connection,
a feature that has also been extended to support viewing Mac clients from a Windows Administrator GUI, with the limitation that VNC
password authentication is configured for the remote desktop.

How it works

A FileWave administrator selects a Client computer and chooses to Observe Client... from either the Tools toolbar item or from the contextual
menu for that Client. The VNC viewer will then be launched on the administrator's computer and, if all is well, a communication channel will be
established to the client machine.

To avoid issues related to network address translation, FileWave manages the communication channel via a relay on the FileWave Server. All
channels between the administrator and the Client, via the relay, are encrypted. The managed VNC server deployed with the FileWave Client only
accepts connections from local processes (i.e. the fweld process) for better security. In other words, the VNC communication is tunneled inside
the normal FileWave Admin to Client traffic. This provides robust security, and insures that as long as the FileWave Client can communicate with
the server, the Admin can reach the Client.

VNC FW ] oncrypted FW VNC ancrypeec [ FW VNC
viewer  “——Admin J l relay | l Client server
Administrator machine FW server Client machine
Configuration

The communication can be from the FW Admin to the Client, or it can pass through a Booster. Any Boosters set up in this environment must be
configured to listen for, and pass on, traffic as required using the Subscription and Publish ports. The Booster will "publish" any observe/control
communication on its designated Publish port 20003. The Booster will also "subscribe" to any observe/control traffic from other Boosters and
clients on port 20005.

Booster Prefs
Booster Port: 20013  C

Booster Publish Port 20003

Booster Server Prefs
IP or DNS Address Port SubsriptionsPort

Server 1: tenshi.filewave.net 20015 . 20005 - “

Client Configuration

There are only a few settings for your Clients in order to allow the remote control to work properly. First, all clients must have a password set in
their client preferences. This allows the secure communications between the FileWave Server and Client. Second, the user can have the ability to
"opt-out" of the communication.



(K] =V FileWave™ Client Preferences
Communications Options _Privacy

[_|Route server messages via Bos
IP or DNS Address Port

Publish Port

Booster 1: 192.168.0.210 20013 20003 |° v
Booster 2: no.booster.set 0 <o S v
Booster 3: no.booster.set 0 o v
Booster 4: no.booster.set 0 o 3 v
Booster 5: no.booster.set 0 o v

(X J <Y FileWave™ Client Preferences
Boosters  Options _Privacy
Sync computer name £ Use SSL

Client Name: LeRoy's iMac

FileWave Server Address: 192.168.0.200 ki
I Server Port: 20015 ex. 20015

o

Server Publish Port: 20005 < ex. 20005
Monitor Port: 20010 < ex. 20010
Kiosk Port: 20020 < ex. 20020
VNC Relay Port: 20030 ' ex. 20030
VNC Server Port: 20031 C ex.20031
Tickle Interval: 120 < seconds
cancel | (EHN

o0 =¥ FileWave™ Client Preferences
Communications Boosters Options m
Personal Data
Collecting personal data may be disabled at an organization level.
Disable personal data collection
Location refresh interval: 15 minutes |

Observe Client

Managed remote control
Prompt client for remote control access

Note the Server Publish Port, the Booster Publish Port, and the two settings for Managed remote control and Prompt for screen control. All
of these must be checked for the correct values. You can configure a Superprefs Fileset to configure this. If you select Prompt client for remote
control access, the end user will have to approve permission in a dialog box at each instance of a remote control session.

4.12. Location Tracking (v10.1+)

FileWave Location Tracking (Version 10.1+)

The location reporting feature in FileWave is disabled by default. It is recommended that you; verify that this feature is in accordance with your
organization’s policies and AUP (Acceptable Use Policy). Notify your end users before activating location reporting, as enabling the feature will
prompt for permission to location information.



Set by Step Instructions for Enabling Location tracking on Windows, macOS, iOS, Android, and Chromebook

Global Location Reporting Disable

If there are any reasons, legal or otherwise, that you do not wish to enable tracking on a global level within your organization, your FileWave
license can be adjusted to enable personal mode. This will disable devices from sending application usage as well as location information.

To have verify the current status of personal data collection. From FileWave Admin : Server Menu "Activation Code..." There you will see "Allow
collection of personal data:" with Yes or No after it.

To have personal data enabled or disabled on your license, please submit a support ticket with "Personal data License" in the subject.
Only tickets from authorized support agents whose names are on the support contract will be accepted to adjust license personal data settings.
Requirements:

® FileWave version 10.1+
® Location Tracking Enabled - Server/Client
® All devices you want to track are already enrolled into FileWave and currently communicating properly

Supported Operating Systems:

® Android Jelly Bean, KitKat, Lollipop, Marshmallow, Nougat
® iOS 9+

®* macOS 10.9+

* Windows 10

® ChromeOS 43+

Things to consider:

* Different States of Tracking
® Normal - Tracking is enabled and will update the location at different intervals
® Missing - Tacking is enabled and will be update around every two minutes. The client also sends location immediately and does
not wait for other scans to finish. For supervised iOS devices this option puts the device in Lost mode, has a message/footnote
that can set in the FileWave Preferences under the Organization Info tab and locks the iOS device. The device will become
usable again once the missing mode is switched off.
® Not Tracked - No location is gathered at anytime.
® The FileWave IPA App Portal needs to be sent out and opened at least once before you will be prompted and allowed to gather location
from the iOS device. Once it is sent out, the old FileWave App Portal that gets installed automatically with enrollment will be removed and
the new one will be installed.
® For any updated location from your iOS devices the FileWave App Portal need to be open, whether that be in the background or the
current active app.

There are two different types of location tracking in FileWave, Passive Tracking and Lost Mode. macOs, Windows, Chromebooks, and Android
devices use the Passive tracking to gather the location of the device without locking it down. Supervised iOS devices set to Missing mode will put
the device in Lost mode, which locks down the device making it unusable by the end user.

iOS custom configuration of tracking settings for App Portal

The iOS App Portal contains a Preference Manifest that holds a pair of custom keys and values for configuring the tracking settings. These values
are app_kiosk_enable_tracking and app_kiosk_tracking_refresh_period. The first key enables location tracking when the App Portal is
installed on the device (when it replaces the web clip). The second key sets the interval, in minutes, for the device to report its location to the
FileWave server.

You manually enter these keys and settings into the Configuration tab of the App Portal's Fileset Properties:

o =¥  Fileset Name: iOS Enterprise - App Portal 10.1.0

Details  Kiosk Configuratio

Application configuration
Key Type Value
app_kiosk_enable_tracking Boolean | * %

app_kiosk_tracking_refresh_period =~ Number K 15


https://kb.filewave.com/display/KB/Location+Tracking

The settings do not override the dialog being presented for a user to approve tracking being enabled - that is a built-in requirement within iOS.

Location and Client Info

The device Client Info window also displays the location of a single device. Remember, a device must have Wi-Fi or cellular service enabled in
order for it to report location.

Tracking and Inventory

FileWave Inventory now includes a new Location component that provides the last reported location data.

Q Name: Where is everyone? Main Component: Location
Component Include Archived Clients
» Engage profile status Criteria [T '
> Fileset
» Font Drop here the fields you want to see in the query report,; change column order by moving column header.
» iOS Device filewave client name location date latitude longitude altitude
. . . Dave's iPad 1/6/16 10:55 AM 39.81M -104.761 1643.99
» iOS Profile Passcode Settings
> i0S Profile Restrictions Lab-DEP-tenshi6 1/6/16 10:55 AM  39.8111 -104.761 1643.65
v Location Latitude, longitude and altitude (in meters)

altitude accuracy

horizontal accuracy
latitude

location date
longitude

4.13. MDM Lost Mode

Starting with iOS 9.3, supervised devices were able to be set to "MDM Lost Mode." Missing devices can be locked, displaying a message, phone
number, and footnote. FileWave 11.1+ integrated this new feature with the "Missing" state. Changing device state to "Missing" will automatically
send the new commands. You can configure text that will be displayed on the device in the Organizational Info portion of FileWave Admin
Preferences. These strings are optional; however, we recommend that you specify a phone number or message. FileWave will display "Lost
device" on an iOS device that is set to missing if nothing is provided in the settings. Now will the release of iOS 10.3 and FileWave 12.0+ you
have the option to "Play Lost Mode Sound" on your devices. After you have set your device to missing, simply right click the it and select "Play
Lost Mode Sound (iOS 10.3+)" the only way to turn that off will then to take the device out of "Missing".

4.14. Inventory-only Clients

Management Mode

A new flag has been added to computer Clients. It has two values: Managed (normal mode); and, Inventory only. To change Management Mode,
right click on a client and select "Management Mode."

Inventory only

This setting allows you to have your client reporting data to FileWave, but will not be affected by any Filesets except for critical Filesets (for now,
the only critical Filesets available are FileWave upgrade Filesets). Fileset status will report "Not installed, client is inventory only."

5. Working with Filesets

Core to the functionality of FileWave is our patented Fileset technology. Anything distributed from a FileWave Server to a FileWave Client is done
using a Fileset. Except for Apple packages (.pkg) and Microsoft installers (.msi), which are run as normal installations, all content distributed by
FileWave is done at the file level. Filesets can be distributed to clients and cached for activation at a later date; a process that provides maximum
scalability and control over the deployment cycle.

When a Fileset is distributed, it is protected from network outages. If there is an interruption in the transmission, FileWave will resume the
distribution as soon as the network is restored. Filesets can also be modified after distribution. If any portion of the Fileset is modified by the
administrator, only that specific portion of the Fileset is sent out to the associated clients. This process greatly reduces the network traffic for
deployments. Another feature is the ability to deploy content and roll back to the previous version of that item.

5.1. General Fileset workflow

Distributing content with FileWave is done with a simple workflow that can add complexity as needed. All of the information below is discussed in
much more detail later in this Chapter. The basic workflow runs as follows:

® Select Fileset type — you choose the type of content (files / folders / profiles / scripts / etc.)



® Configure Fileset or add content — provide settings or assign content to the Fileset
® Associate Fileset to client(s) — you attach or associate a Fileset with a specific Client or Group
® Update server model — you commit the changes to the Server and the Fileset actions are performed by the Client(s)

A more complex model may include some or all of the following additional steps (Some items are specific to computer or mobile Filesets only):

Post-creation

® Specify Details — Settings can include forcing the Fileset to be redeployed if removed and/or causing the deployed application to be
removed if the FileWave profile is removed.

Provide Kiosk information — You can provide information for the user concerning this item.

Edit Payload — You can open the Profile Editor and make changes to the settings.

Edit Settings — You can specify the OS and other defaults for this payload.

Add items — You can add more files / folders to this Fileset.

Edit files inside Fileset— You can edit files directly within a payload.

Post-Association

These settings are covered in detail in the next section on Associations.

® Specify a download time — You can choose to deploy this Fileset at another time other than immediately after the model is updated.

® Specify an activation time — You can choose to activate the payload at a later time rather than right after the download is complete.

Specify a deactivation time — You can choose a time to make this payload inactive (but have it remain on the Client), rendering it

invisible to the user.

® Specify a deletion time — You can choose a time to remove the payload completely from the client.

* Designate Fileset as a Kiosk item — You can choose to make the Fileset self-installable by the end user; in other words, have it appear
in the self-service Kiosk.

® Specify Fileset dependencies — You can specify that a Fileset requires another Fileset in order to function properly.

You have great flexibility with all aspects of Fileset deployment. You can choose to make certain Filesets react to conditions at the Client, specify
certain Filesets for deployment at staggered intervals, pre-stage Filesets on Clients, and you can edit Filesets after deployment to add or subtract
content as needed. Actions like these, and many more, give you the freedom to control your management at the file level, resulting in lower
network loads, faster response times, and built-in self-healing of applications and content for your end users.

5.2. Desktop Filesets

Desktop / laptops Filesets are designed for use on macOS and Windows computers. The Fileset types are shown below:



O O Create New Fileset

4] = R=
App / Folder Empty Import
— I@
Software Update Profile App Store
1] = O;
MSI / PKG Fileset Magic Policy

App / Folder Fileset

This is the most basic Fileset. You select a file or a folder from your working system; then assign the location for distribution. For example, if you
needed to take a set of content files for distribution to every user who logs into a computer. First, you would select the files, in this case "Key Info":

Key Info
[ NON ] M Key Info
2 0 = =00 =- B
‘ Back Delete Connect Getinfo Path View Arrange Share Edit Tags New Folder
- . PDF
JD-DMZ'76 Keke&Mushu OSX&Win Install Checklist

FileWave creates a Fileset from this folder and displays it in the Fileset pane in FileWave Admin.
'. Kiosk_Customizer_for_Windows(64) 242k8B 1 6 589
@ Kiosk_Customizer_for_OSX 672kB 1 29 508
G Associations & Key Info 3.8MB [) 6  Modified 662

&, Imaging : iOS Enterprise - FileWave-Engage-1.1.0 2 609

The "Key Info" Fileset was created from a folder with 3 files inside. Since it is a new Fileset, and the Server model has not been updated, it shows
as a modified Fileset. FileWave assigns a database ID to every Fileset.



In order to prepare this Fileset for distribution, you double-click on it. This exposes the contents of the Fileset and allows you to specify the exact
location for its distribution.

= . 1 A = n
: W 0 = (4 h T &
Import File/Folder  New Folder et Int jit Reqist dit Text L File ¢ Take Control

Hide unused folders

Name A Size Access User Group
v 3 users rwxr-xr-x  root admin
v BB johnd TWXr-Xr-X Typical User ID 501 staff

v [ Desktop Typical User ID 501 staff

v [ Key Info Typical User ID 501 staff
E Icon 146.3 kB Typical User ID 501 staff
5 JD-DMZ'76.png 988.9 k8 Typical User ID 501 staff
g Keke&Mushu.png 23MB Typical User ID 501 staff

H OSX&Win Install Checklist.pdf 213.6 kB Typical User ID 501 staff

In order to make sure the files end up where you want them, you uncheck the box for Hide unused folders. FileWave allows you to send files not
just to the exact same path you captured the files; but to a special location called All Users.

a w 0 B #F B T &

Import File/Folder New Folder Getinfo  Edit Reqistry  Edit Text  Export Flles  Delete  Take Control
Hide unused folders

Name v Size Access User

» B3 windowsimaging FWX--=---- root

> B3 Windows FWX------ root

» B3 WINDOWS PWX==mnnn root

> B FWXT-Xr-X root

v B3 users rWXr-xr-x  root
» B3 Shared rwxrwxrwt  root
» B3 Public PWX==mmmm root
> B johnd FWXI-Xr-X Typical User ID 501
» B3 DesktopUse rwxr-xr-x  root
» B3 All Users *‘ FWXT=Xr-X root

> BB temp FWXTWXr-X  root

If you look at the various folders shown above, you will notice that most of them are the standard items that show up on any computer.
The All Users folder is there to allow you to take an item and drag it from the location path where you originally found it into a folder that will be
placed into the home directory of every user account on a computer. In this case, we captured the folder item Key Info from the path /Users/john
d/Desktop and we want it to be distributed into the Desktop folder of every user who access to a computer managed by FileWave. What you
would need to do is locate the original location in the Fileset Contents window, and drag that item into the final distribution location, as shown on
the next page:
jv 3 users
; » B3s d
» B3 Public
v B johnd
v [ Desktop
» B Key Info

becomes...



v I3 AllUusers rWXr-xr-x  root

» B rWX====== root
» B3 MWX===mmm root
v 3 Desktop (777 C— root
> BB Key Info rWx------ Typical User ID 501

A significant strength of this type of Fileset is that you can make changes to it at any time, update the model, and those changes propagate out to
the associated clients, such as adding another document to the set, or replacing one.

Empty Fileset

Empty Filesets are best used for placeholders. You get an empty container that you can add content to at any time. This is an excellent Fileset to
'kickstart' the Kiosk on computers (the Kiosk shows up on a managed computer when at least one Fileset designated as a Kiosk item has been
associated with that computer Client).

e OO0 Create New Fileset

Please enter the name and the optional comment
for the new item

Name: |Testing Kit|

Comment: |placeholder for IT

Cancel OK

Once created, you can double-click on the Fileset to view the content window and add items as needed.

Scripts in Filesets

Empty Filesets can also be used to deploy scripts. You can create a script, save it as a shell script file, for example <myscript>.sh, and place that
into a Fileset. The template for any script is simple:

#!/bin/sh

# Put any script content here

exit 0

You can use any of the common shell dialects, such as sh, bash, tsch, or zsh. By default, the script is executed once, by root, when the Fileset
is deployed to the Cient. You would set a path for the script to be placed in a location that allows the system to access the appropriate controls,
such as in /usr/local/bin/. Once the script file is added to the Fileset, you can set its permissions and other variables using the Contents window,
which is accessed by double-clicking the script file inside the Fileset. Note: You do NOT put the "sudo" command into a script that is used in
a Fileset; scripts run as root when executed by FileWave.

Superprefs and Empty Filesets

One excellent use of the Empty Fileset is for Superprefs files. You can create a Superprefs file (see Section 5.8) and just drop the file it creates
(fwceld.newprefs.plist) into the Properties window. The settings will be activated upon arrival at the Client.

System Integrity Protection (FW 10+)

Apple introduced a security policy with OS X v10.11 (El Capitan) that restricts any non-Apple code from running in protected areas of the system.
Make sure none of your scripts try to write to, or edit code, in these areas:

/System, /bin, /sbin, or /usr.

For more information on SIP, see this WikiPedia article: https://en.wikipedia.org/wiki/System_Integrity_Protection

Import Fileset

The Import Fileset is actually a dialog that allows you to import a previously created Fileset.


https://en.wikipedia.org/wiki/System_Integrity_Protection

MSI/ PKG Fileset

The one Fileset that does not store its contents as individual files is the MS/I / PKG Fileset. For this Fileset, you select a downloaded installer for
either Windows (.msi) or macOS (.pkg and .mpkg). When the Fileset is deployed to the Client, upon activation it will run as an installer with local
administrator privileges.

Note: Under FileWave 10+, Filesets based on .msi will uninstall the contents when the Fileset is removed/disassociated. Instead of just
removing the installer, the Fileset will perform an actual un-install process.

Windows-based distributions may come pre-packaged in the Microsoft Installer format (MSI). Customizations to MSI files can be made through
Microsoft Transform (MST) files. FileWave supports MSI and MST through its Patch Installer feature. The MSI file must have a lower case MSI
extension, such as Application Installer.msi, for the MSI file to be recognized by the Admin software. MST is supported by modifying a Patch
Installer Fileset. An MST file must be copied into the same directory in the Fileset Contents Window as the MSi file. (This location is generally File
Wave\FileWavelnstallers\Application.msi). Additionally, the MST file must be named exactly the same as the MSI file with a lower case MST
extension such as "Application Installer.mst".

Installations with Setup.exe Installers

Complex installations are contained in an executable file often named "Setup.exe." It may be simpler to deploy the executable file and have it run
on the local computer rather than creating a Fileset based on snapshots. FileWave's Windows Client and FileWave Admin have features to
handle the deployment of Setup.exe style installers.

The steps for this kind of deployment is as follows:

Copy the Setup.exe file to the Desktop of the computer where the FileWave Admin program is running connected to a FileWave Server.
Create a New Empty Fileset, give it a name and optional comment.

Open the Fileset & uncheck the "Hide used folders" checkbox.

Create a folder structure of where you would like the EXE file deployed. A good place is Documents and Settings\All Users\Application
Data\FileWave\installers.

Copy the Setup.exe file from the Desktop of the Admin's computer into the folder created in the Fileset Contents Window. This will be the
folder where the Setup.exe will be delivered to on the client computers.

Select the Setup.exe file in the Fileset Contents Window and click on the Get Info button in the toolbar.

Click on the tab labeled Executable.

Check the checkbox labeled "Execute once when activated."

Add any arguments or options to include as part of the installation process. Sometimes it is preferable to run installers silently. Many
Setup.exe installers take a /quiet or /s or /silent argument.

Note: If you are unsure about the arguments, try dragging the Setup.exe into a Windows Command Prompt window and pass the /h or
/help or /? argument to see a number of argument possibilities.

Software Update Fileset

FileWave allows you to capture the software updates provided by both Apple and Microsoft through their software update mechanisms and
convert those updates to Filesets. The list of software update servers used by both providers is located in the FileWave Preferences under the
General settings.

These URLs can be edited as changes are made. The updates do not include items that Apple is providing only through the iTunes or Mac App
Stores. If you are deploying a large number of macOS computers and/or iOS devices, you should also plan to add one or more macOS servers
running the Caching server process. This process caches all requests for Mac Store and iTunes Store content locally as devices request these
items. See https://www.apple.com/support/osxserver/cachingservice/ for more information.

Deploying software updates

When you choose to create a Software Update Fileset, you will see a window that shows you either every software update available for the
selected OS platform (i0OS, macOS, or Windows), or just the updates requested by your Clients. With FileWave Admin, you will be able to capture
the updates you want as Filesets.

Once you create a Fileset from any of the updates, you can then select the Clients to associate with that update.

Be careful of manually associating Software Update Filesets with just any Client. You should associate the Filesets with requesting clients only.
As always, test any updates on a non-production device before mass deployment. Finally, check all updates for dependency issues. Make sure
an update is not going to break any existing software.

You can filter the selections by choosing a specific Group in the Groups window (upper right).

Starting with FileWave 10, is the ability to see iOS updates. The iOS updates will show up here. Note: These updates do not include items
from the iTunes or App Store; it shows iOS operating system updates only.

Profile Fileset

The Profile Fileset contains all of the settings used for both computer and mobile device management on macOS and iOS. The Profile Editor in
the Desktop Fileset window is identical to the one in the Mobile Fileset window.
Details on creating and configuring Profile Filesets are in Chapter 7.


https://www.apple.com/support/osxserver/cachingservice/

App Store Fileset

You can create Filesets for macOS Clients using content from the Mac App Store. As with the iOS App Store Fileset, you are not actually storing
the application or eBook inside the Fileset; but providing the URL to the content online.

Filesets created in this manner can be distributed to a user's computer and require the user to enter their Apple ID in order to access the content,
or you can link the Fileset to the Apple VPP store and provide either redeemable codes or managed distribution licenses for the provided content.
The process of linking the Fileset to VPP is covered in-depth in Chapter 6 (License Management).

With FileWave v10, you will have the ability to associate App Store content directly to a device, or to a user's Apple ID as part of a VPP
distribution.

Fileset Magic

Sometimes, the content you want to distribute cannot be found in a completely deployable state. Fileset Magic allows you to build a Fileset from
system snapshots taken before the installation/configuration of some software and after, resulting in a Fileset that contains the differences
between the two snapshots.

Fileset Magic on macOS X is accessible from FileWave Admin, but you should use the special version of the Admin application - labeled FileWav
e Admin (root) - which runs as a root process in order to capture all possible file system changes needed to build a complete distribution. This is
in /Applications/FileWave/ and was installed as part of the administration software. For Windows administrators, Fileset Magic can be accessed
from the FileWave Admin login window as well as inside the Admin application. This allows you to run a Fileset Magic snapshot without the
FileWave Admin interfering with Registry changes.

(X J Create New Fileset

= (o) E=

App / Folder Empty Import

b3 B

Software Update Profile App Store
¢ 7 &

MSI/ PKG Fileset Magic Policy

¥ Connect.. — X

10.0.0
FileWave Server | ©~
Address: |tenshi.filewave.net

Port: 20016 =

Administrator Q

Name: |fwmdmadmin

Password: ||

Note: When using Fileset Magic, you should quit all other running applications besides the required installers or updaters for your
custom Fileset.



The Fil Admin (root) application is designed for

creating Image or Fileset Magic filesets. It sh;uld not
u be used for regular administration.

Do not show again Connect

Administrator
Name: fwadmin

Password: ssesesses

Quit Connect

¥ Introduction ? X

Welcome to Fileset Magic Assistant!

You can either:
(® Create Snapshot

Create a snapshot of any mounted volume, so that the Fileset
Magic Assistant can check which files are going to be added

or
(O Create Fileset

Create a new fileset based on a previous snapshot and the
software you installed after taking that snapshot

o

Once you have quit all unneeded applications, you create a snapshot of your system. It is a good practice to use a clean system for this process
instead of your normal administrator machine. This will ensure that you are working with the files you want to add and avoiding dealing with all the

additional files that get created on a production system from normal use. In other words, the snapshotting processes will run faster with a smaller
number of files to scan.

[e] < Select Scan Volume

Please select the disk drive you are
going to install the software on.

§ & MacintoshHD |

PegasusTB3  /Volumes/PegasusTB3

Close Go Back Continue

Next, you choose the level of scan desired. Depending on what you are installing or modifying, you may need to deep scan the entire system. If



you know where the contents are going to be placed, you can narrow down the scan. The Expert Settings... button lets you choose exactly what
folders/directories you want scanned.

(o) =¥ Select Scan Type

(") Entire Disk
That will take the longest, but it will certainly give you all changes
" Only JApplications
If you know the new software will only be placed there
© /Applications and [Users
That is the best setting for most application installers.
/Applications and /Library
Also a good option for most application installers.
Only /System
If you are going to install any system extensions or similar material

How much of the selected disk do you wish to scan?

Click here to edit files and folders to exclude from being scanned

Click "Continue" to start the snapshot process.

Close Go Back Continue

[ =¥ Create Fileset

Please install the software now.

You can leave this window open while you are installing the software
or you can quit Fileset Magic Assistant and come back later to
"Create a Fileset".

Once your software installation is done, continue to the next page.

Go Back Continue

o =¥ Create Fileset from Snapshot of Volume

Please select the disk drive where you
installed the software.

& Macintosh HD

Go Back Continue




© =¥ Scanning for Differences...

Loading previous disk snapshot...

Once the initial scan is complete, you perform your installs and updates as needed. Run the second scan to get a comparison between the two
scans, and choose which files you want to keep in your new Fileset. Once you have picked the files you need, you will name the Fileset and save
it.

You can also choose to move any files that are needed by all users from the local account where they showed up into the All Users location in
Fileset Contents. This would be general user-level application support files or specific settings for a local user. You can open the Fileset by
double-clicking on it and edit / add / delete contents as needed.

For Windows systems, you will need to pay close attention to the Registry. Make sure you do not overwrite any Registry items that existed prior to
your Fileset creation unless you are absolutely sure those changes are needed. You should also try to disable any virus-scanning software,
backup utilities, and other software that might generate unnecessary files or Registry changes during the construction of the Fileset.

Policy

The Policy option contains different option to help configure many accepts of the FileWave Clients. The first policy introduced with 12.7.0 is Block
er Script.

Blocker Script: This policy applies to desktop devices and allows you to suspend management via a script. The script will be ran every 5 minutes
or at verify and if its exit code is different from 0 the client will suspend its management. If the script finishes with the exit code 0 then the device
will continue/restore management. If management is suspended FileWave will reflect this in inventory under the new Component type "FileWave
Policy" and also in the new tab "Policies" in the Client Info window for the clients.



o FileWave Policy Editor

Q Search .
Blocker Script S
show only configured
General Script to disable management
W Mandatory This script will be run on the client side. If exit code is not 0 the client will be considered as
locked and management will be disabled.
Restrictions
Script type:  Shell Execution Environment...
@ #! /bin/bash

#

# FileWave client will execute this script and will suspend
deployment depending on the exit code.

# An exit code of anything else than @ will block the client.

# my_var=${ENV_VAR_NAME}
P

exit @

Cancel m

5.3. Mobile Filesets

For your mobile devices, the selection of possible Filesets is much smaller.

o ¢ =¥ Create New Fileset

ios Android

® A

App Store Enterprise

@ Application

Profile Document (i0S8+)




App Store Fileset

The App Store Fileset was designed around the BYOD or 1:1 deployment models with iOS devices. This Fileset can be used for two types of
distributions - ad hoc or VPP. In an ad hoc distribution, you are sending a link to the application or eBook to the end user. This can be done either
directly or by using the Kiosk. The user will then be required to enter his or her Apple ID to purchase and install the item. For a VPP distribution,
you are attaching either a code or a license to the Fileset, which will pre-authorize the item for that user. FileWave 10+ supports the ability to
associate VPP application Filesets either to an Apple ID, or directly to a device. More on the use of VPP for distributions in Chapter 6 (License
Management).

You enter either a name or an iTunes ID code to search for the content to be deployed:

© Search Store ID Lookup ~ United States u English u iPad <] Q grammar )

Track Name
;" AHrnuitckan rpammartuca Oblaka Grammar u CamoyunTens - AHIMACKUA 36K u BpemeHa aurnuickoro rnarona, Tabnuua, TecTw,Cnosa
B Zombie Grammar Force
WordSearch Unlimited HD Free
WordSearch Unlimited HD
¥ WordSearch HD Free
1/ Word Study & English Grammar
& Word Search Little Books

%4 Vocabulary and Grammar ! Language development educational games for kids in Preschool, Kindergarten and Homeschool by i Learn With

Once you have created the Fileset, you can double-click on it to view extra settings, such as setting Kiosk information. This Fileset does not
download the item - application or eBook - but maintains a link to the iTunes Store for that item.

Enterprise Fileset

The Enterprise Fileset is designed for you to distribute an internally-created iOS application. Apple does not condone or support using this type
of Fileset to distribute Apple App Store or iTunes Store content.

You can easily distribute software you have created with this Fileset by locating the .ipa file for the application on your administrator system and
adding it to the Fileset list. All of the custom controls and settings are available for use with this distribution. You can select a remote location for
the .ipa distribution. Normal configuration is to import the .ipa into your FileWave Server and wrap it up as a Fileset. The new method allows you
to enter a URL to the .ipa, such as a web server, where the item can reside.

Special Cases - the FileWave Enterprise App Portal (Kiosk) and Engage for iOS

FileWave makes the native iOS App Portal available from FileWave Support for distribution as a Fileset, as well as the Engage for iOS
application. There are two methods for sending out these items.

Local distribution puts the app into the FileWave Server as a Fileset. This keeps all the traffic local and works well for small deployments. Remote
distribution pulls the app from the FileWave Support servers. This is a best practice for large deployments over a wide geographic region. The
local method looks like the first image on the next page:

o =¥ Add Enterprise Application (.ipa file)

© Import a local file
Use a remote file

[Users/johnd/Desktop/FW-10 test sets/App Portal 10.0.0.ipa Browse... (2]

Title:

App Portal 10.0.0
Subtitle:

iOS Kiosk

cancel | (MEEZE

The remote distribution references the URL of the remote location for the .ipa:



o =¥ Add Enterprise Application (.ipa file)

Import a local file
© Use a remote file

http://downloads.filewave.com/engage/1.0.5/FileWave_Engage_1.0.5.ipa (5}
Use FileWave MDM server to host the file
Title:

FileWave_Engage 1.0.5
Subtitle:

Profile Fileset

The Profile Fileset takes you to the same window you see when you select Profile Fileset in the New Desktop Fileset tool. Profiles supported in
FileWave cover iOS versions starting with iOS 7. The specific profiles are broken out into sets based on newer capabilities in more current
versions of iOS. Detailed information on Profiles is covered in Chapter 7 of this manual.

Document (iOS 8+) Fileset

With the ability to set "Open in..." characteristics in iOS 8+, you can also create Filesets with document content. This type of Fileset can contain p
df, ePub, and non-Apple iBookstore iBooks formatted items (ones created with iBooks Author). They are delivered to the iBooks Library as a ma
naged document which means it can be given, and taken away.

[ ] [ ] ¥ Add a Document File (.pdf, .epub, .ibooks)

© Import a local file
Use a remote file

/Users/johnd/Reference/Steve Jobs's Best Quotes - Digits - WSJ.pdf Browse... (G]

Title:

Steve Jobs's Best Quotes - Digits - WSJ

Version:

1.0

Author:

sJ| |




Device Name:
Device Type:
Last Connected:

10S Version:

Device Details

JohnD's iPadmini
JohnD's iPadmini
iPad
3/25/15 9:11 AM
8.2

Execute Verify Remote Wipe...

Installed Profiles

Command History  Managed Apps Installed Apps

Bundie Identifier Author
Steve Jobs's Best Quotes - Digits - WSJ.pdf68d09ab749ef763e19e6d2870bc7cc9d Steve Jobs's Best Quotes - Digits - WSJ SJ

v Title Version

1.0

Android Fileset

You can add Android devices as Clients and deploy Filesets to them. The process for creating an Android Fileset resembles the Enterprise
method. You must locate the application you wish to deploy in .apk format online, download it, then import it into FileWave to make the Fileset.
The Android Fileset can be set to self-heal, scheduled for distribution, and re-installed as needed. All Android Filesets should be designated as
Kiosk items.

Imaging Filesets

FileWave Imaging involves creating macOS X and Windows images that are used to image new computers or to re-image current computers.
This workflow allows Boosters to act as imaging caches during the imaging process. More information on Imaging is in Chapter 9.

5.4. Fileset Groups

You can arrange Filesets into Groups for easier deployment workflows. Fileset Groups can be nested into other Fileset Groups, much like Client
Groups. Once a Fileset Group is created by clicking the New Fileset Group button, existing Filesets may be dragged and dropped into the
Group. Filesets and Fileset Groups cannot be cloned, so they can only reside in one Group at a time. Fileset Groups may be associated to a
Client or Client Group.

5.5. Advanced Editing - Contents, Properties, Settings, and Dependencies

While you can create a Fileset and associate it with a Client without doing any additional steps. However, your ability to customize the Fileset
contents, specify its properties, and alter its settings gives you a tremendous amount of flexibility in your deployment models. Once you have
created a Fileset, it will appear in the main Filesets window. The basic properties of that Fileset are shown in the window menu bar:

S Dastbosd Name A Sze version Files Modifies 10 Comment VPP Token
&) Chents v 8 Android Grammar 690
6;;\, sh Gra 10 1 48 1 1 607
@ Associations @ APK - FileWave Client 7.0 MB 2 1 427
&, Imaging 28 EMCO - MS! Package Builder Enterprise 23.4M8 2 42 431
[] (0S inventory ll FileWave Engage Windows Client 10.0.0 14548264 20.7 M8 2 n 407
- @ FileWave_OSX_Client 10.0.0.1454826 49 M8 2 88 250
54 Ucense Management &8 FWWinClientUpgrade 3 14548264 28.6 MB
@ Inventory Queries 0 108 App - Google Earth 0 Modified 689

® Name — This is the title of the Fileset you created.

® Size — This is the size of the Fileset in bytes as it is stored on the FileWave server. This can also affect your Boosters in terms of how
much storage they will need to handle cached Filesets.

® Version— When a Fileset is first created, it is version "0" until you edit the Fileset and update the server model. As you make changes to

the Fileset, its version number will increment.

Files — This is the total number of files contained in the Fileset.

ID — This is a unique identifier used by the FileWave server to keep track of your Filesets

Comment — This is any optional text you enter to add information about the Fileset

VPP Token — This designates which Apple Volume Purchase Program token is assigned to a particular Fileset.



The contents of a Fileset can be edited and altered as desired, depending on the type of Fileset. You can get specific information on items within
a Fileset in order to customize its behavior when distributed. By double-clicking on a Fileset, you will see one of three different windows
depending on the Fileset type .

Desktop Fileset contents

The Desktop Fileset contents are the specific items to be installed along with their designated paths. Examples are:

800 Fileset Contents: Google Earth.app
m. = ﬁ T [m]
[ 4 ] ] v ww A 1] o
Import File/Folder New Folder Getinfo  Edit Registry Edit Text ExportFiles Delete Take Control
(V¥ Hide unused folders
Name A Size Access User Group Verification D
v B3 Applications rWXr-xr-x root admin 103
v B Coogle Earth.app rwxr-xr-x Typi... staff 222
» B Contents rwxr-xr-x Typi... staff 223
I Icon 286 B w-r--r-- Typi... staff Self Healing 572
W Fileset Contents: Firefox Win 3.6.3
m. - ﬁ o n
[ 4] [ o o A 111} [ 1]
Import Folder New Folder GetInfo EditRegistry EditText ExportFiles Delete Take Control
[V Hide unused folders e
Name . Size Access User Group Verification D
> n Program Files PWX---=== root staff 101
> n ProgramData FWx---=-- root staff 12
H regdifffilewave 131 kB FWXIWXT-X root wheel Self Healing 53,312
> 3 Users PWXT-XT-X root admin 100
¥ Fileset Contents: PKG - Install Adobe Flash Player v13 042114
[ = - e n
[ 4] ks O s #A 4] [ 1]
Import Folder New Folder GetInfo EditRegsty EditText ExportFiles Delete Take Control
[V] Hide unused folders »
Name ° Size Access User Group Verification )
v B use FWXI-XT-X root wheel 613
v B local FWXE-XT-X root wheel 614
v B etc FWXE-XT-X root wheel 615
v B FileWavelnstallers FWXTWXP-X root wheel 616
vim FlatPackage-Install Adobe Flash Player.pkg PWXTWXP-X root wheel 53,455
“ FileWave.plist 2388 FWXTWXT-X root wheel Ignore At Verify... 53,459
5 Install Adobe Flash Player.pkg 146 MB FWer--f-- Typical ... staff Ignore At Verify... 53,460

You can add items to the contents with the New Folder and Import Folder buttons. You can also remove any items that you are sure will not be
needed in the final Fileset.

By double-clicking on a specific item or selecting an item and clicking on the Get Info tool, you can inspect file level information. This includes
basic file information, permissions, ACLs if any are in use, Verification settings, script Executable details, and Flags that can be set.



Flleset Contents: EMCO - MSI Package Bullder Enterprise

& T B T &
& w 0 R 7
import Flle/Folder  New Folder Getinfo  Edit Reqistry X Export Flles  Delete  Take Control
> Info - EMCO - MSI Package Bulkler Enterprise : reqdifl fewave

Hide unused foldet
Name " regdiff.filewave
» [ MSIPBRoot

» 3 program Files (
» 3 ProgramData
» B3 Windows

Kind: File
Created: 2/20/12 12:39 pm
Modified: 2/20/12 12:39 pm
ACLs  Verification  Executable  Flags
22N ownersnip
w X

<]

Owner:

Group:

Everyone:

sticky setGID setUID

ﬁ

1 @ Click the lock to take control of this Fileset

FileWave, by default, sets many of these values correctly for the type of Fileset you are distributing. It is important, however, that you understand
the Verification settings and how they impact the Fileset.

Verification

There are three primary verification settings. Each of these settings causes the related file(s) to behave differently once deployed.

¥ Fileset Contents: Key Info % — O X
e w O : E4] T &
Import Folder New Folder Get Info Edit Reqgistry Edit Text Export Files Delete Take Control
Hide unused folders »
Name ‘ Size Access User Group Verification ID Modificatiot
v B3 Users rwxr-xr-x root admin 100
v B3 All Users rwxr-xr-x root staff 115
v 3 Desktop wx------ root staff 118
v [ Key Info wx-===== Typi... staff 672
“ Icon 146.3 kB rw-r--r-- Typi.. staff  Download If Missing 667 10/14/2015
“ JD-DMZ'76.png 9889 kB rw-r--r-- Typi.. staff Download If Missing 669 1/27/2015 5
H Keke&Mushu.png 23 MB rw-r--r-- Typi.. staff Download If Missing 670 7/9/2014 9:

H OSX&Win Install Checklist.pdf 213.6 kB rw-r--r-- Typi.. staff Download If Missing 671 4/27/2015 1

< >

® Self Healing — A file designated as self-healing will always be repaired or replaced by the FileWave Server if it is altered in any way. If
you have items deployed that require their contents remain unchanged and intact at all times, you would set the files to be self-healing.

* Download if Missing — This setting will force a Client to re-download the file if the FileWave Client reports this portion of a Fileset as
missing. The file will not be replaced if it has been altered; but only if it is deleted.

® Ignore At Verify (Left Behind) — Some files need to be dropped onto a client and left alone. This setting tells the FileWave Client to
ignore any changes in this portion of the Fileset during a verification.

® Don't overwrite existing files upon deployment — This setting can be chosen to go with either the Download if Missing or Ignore At
Verify (Left Behind). You can tell FileWave to not write over top of any files that already exist when the Fileset is activated.

® Overwrite only if the existing file is older —This setting is a subset of the one above, in that you might choose to allow older files to
replaced only by newer versions of the same item.

Note: All file comparisons are done by filename and modification date.

Edit Registry



When you are working with Windows Filesets, you may need to explore the Registry entries. Within Fileset Contents, you can select the registry
file and edit the contents. If you need to distribute a Registry file, you can add one to an empty Fileset.

8 00 ¥ Registry entries of fileset: EMCO - MSI Package Builder
v HKEY_LOCAL_MACHINE Name ¥ | Type Data
v SOETWARE lan Paramet... REG_SZ 1
v Wow6432Node [ Program... REG_DWORD 1

v EMCO % Settings REG_BINARY c2aaelaael3aafcaacbaa...

> Microsoft

® Edit Text— You can edit many of the text based files in a Fileset directly. In FileWave Admin's Preferences, you will see all of the various
file type extensions that are supported.

® Export Files — Any file in a Fileset can be exported for use elsewhere. This capability can be used to open a complex Fileset and export
portions of it for use in another Fileset.

iOS App and Enterprise Fileset contents

Filesets for iOS applications are focused more on behavior and end user information than actual file level content. The content consists of three
panes: Details; Kiosk; and, Configuration.

Details contains general application information, management flags, and VPP information. The management flags include the ability to force
application removal when the MDM profile is removed, and the ability restrict application data from being backed up in iTunes. A flag introduced in
FW 10+ allows you to take management of an existing version of this application. If a user has installed an application that needs to be
managed; because their device is managed, you can "take over" control of that application. This would allow you to control distribution and
settings.

VPP shows the connection between a Fileset and a VPP account. A warning is shown (see screenshot on next page) if a VPP token is associated
with the application noting that the Fileset cannot be attached to a different VPP account token.

o =¥ Flleset Name: IOS App - Astronomy Picture of the Day

Detalil: Kiosk  Configuration

Astronomy Picture of the Day
e Aj tore Link (it

Developer: Concentric Sky
Version: 3.5.1
Genre: Reference
Release Date: 2009-02-11 01:12:22+00:00
Bundle Size: 7.6 M8
Languages: EN

Options and Management Flags

Remove App when MDM profile is removed
Prevent Data Backup
Summary:
*This App will remain if the MDM profile is removed
*This App's data will be backed up in iTunes

Take management of this app if the user has installed it already
Volume Purchase Program - Licenses

Associated token: ~WDEN Primary
Licenses: Reserve a Maximumof 18 . outof 18
You purchased: 20

Other Filesets are using: 0
Note: 2 licence(s) in use, therefore you can't change the associated token

Apply Manage VPP Codes Cancel OK

Kiosk displays the information from the iTunes Store, online review ratings, and allows you to choose a category for the item when displayed in



the Kiosk. You can edit the text of the application title, as well as the description. This allows you to personalize the information for your
organization versus using the marketing material provides by the developer to the iTunes/App Store. In FW 10+, you can customize the
information with tags, such as Bold, and underlined, for readability; plus you can add URLs within the information pane.

[ J =¥ Fileset Name: 10S App - Astronomy Picture of the Day
Details m Configuration
Kiosk Icon Category (edit categories)
Applications
e & utiities
>__ Scripts
L policies
Staff Rating @ Profiles
0S Updates
Thwd <

(89 Media
L N

Title:

Astronomy Picture of the Day

Description:

BIU === %

Developed in partnership with NASA, Astronomy Picture of the Day for the iPhone/iPad brings the
vastness of space right into your hand. Browse through decades of high resolution NASA space photos

hand selected by NASA astronomers. Jump to photos by date, save them to your photo roll or share them
friends. Want that latest Hubble photo as a background? Then APOD is for you.

New pictures every day.

Restore Defaults Cancel OK

The Configuration pane allows you to add management settings for a specific application, if that application supports the use of a preference
manifest. The settings must come from the application developer and will be in the form of a property list file (.plist). There is much more

information on what these files are and how they are constructed in Apple's Developer site - https://developer.apple.com/library/ios/documentatio
n/General/Reference/InfoPlistkeyReference/Articles/AboutinformationPropertyListFiles.html

macOS App /iOS eBook Fileset contents

Application Filesets for macOS and eBook Filesets contain the same type of content information in the Details pane, including the VPP token
information. The Kiosk pane contains the same information as discussed in the iOS App Fileset contents.

Fieset Name: OSX App - Solar Walk

DN <on

Solar Walk - 3D Solar System Model, the Universe, trip to Space
- Ja 5 ink (08

Developer: Vito Technology Inc.
Version: 3.0.0
Genre: Education
Release Date: 2011-01-11 01:48:44+00:00
Bundle Size: 819.5 M8
Languages: CS, NL, EN, FR, DE, IT, JA, KO, RU, ZH, ES,

and ZH
Voiume Purchase Program - Licenses
Associated token: FWDEN Primary B

Ucenses: Reserve a Maximumof 2 | © outof 2
You purchased: 2
Other Filesets are using: 0

Cancel OK



https://developer.apple.com/library/ios/documentation/General/Reference/InfoPlistKeyReference/Articles/AboutInformationPropertyListFiles.html
https://developer.apple.com/library/ios/documentation/General/Reference/InfoPlistKeyReference/Articles/AboutInformationPropertyListFiles.html

L] = Fileset Name: App Store Book - Pugs

Detai Requirements Kiosk

Developer: Camryn Sprague
Release Date: 2014-03-26 07:00:00+00:00
Bundle Size: 881.4 k8

Volume Purchase Program - Licenses

Assoclated token: FWDEN Primary |}
Quality High Quality H
Licenses: Reserve a Maximumof 3 - outof 3
You purchased: 3
Other Filesets are using: 0
Manage VPP Codes Cancel oK

The Requirements pane specifies the platforms the eBook can be distributed to and allows you to retroactively change these settings on actively
deployed Filesets. Selecting Apply to Active Filesets lets you retroactively change Filesets that have been deployed.

L] =¥ Fileset Name: App Store Book - Pugs
LRy Requirements LG

Platform

0SX 10.9+ ,
ios

Apply to Active Filesets

Kiosk settings are the same across all Fileset types. You can set the category of the item, and edit the title and item description to better match
your organizational needs. If you select Restore Defaults, the item's title and description will revert to what is posted in the iTunes/App Store
online.

Profile Fileset contents

Profile Filesets have a simple contents window. You can view the various payloads that are contained in the profile, edit the payloads, export
payloads, and choose the device settings. Settings include Platform choices which must match the categories in Profile Editor. The Installation c
hoice determines whether the profile will be activated at system level (as a Daemon), which is prior to Login Window, or at user level (as a Launch
Agent), which is at Finder launch. You can force the profile to reinstall if the user removes it. Devices that are running OS X 10.6 - 10.9 can have
the legacy install flag set. This will force the settings that these devices get to be MCX .plist formatted, if the computers are running a FileWave
Client earlier than version 9.

Starting wtih FW 10, there is a setting that makes the profile available to Engage, so that users logged in as teachers will have that profile
available to apply to their class as needed. More on this capability in Chapter 10 (Engage).



3 Fileset Name: Profile - BaseNetwork (3]
Payload i

Display Name: BaseNetwork

Description: Base test network settings for dean dients

Payloads: -
avioaas fl  General

@ Network

Identifier: johnd-MBP 13.local. 31f6a86e-2d95-4190-
a4dce-90c317bb3587.Configuration. 31f6a86e-2d95-

4190-a4ce-90c317bb3587
Edit Payload...
Export Payload...
o Fileset Name: Profile - Baseline Config
DTN Setings |
Platform Installation (OS X)
i0s Users
08X System

Reinstall this profile if the user removes it
Force legacy install (OSX 10.7+)
Engage
Available in Engage

Title Required if available

Details on profiles and configuring them are in Chapter 7 (Mobile Device Management).

Android Fileset contents

The Fileset created for Android contains only the .apk file. The file cannot be relocated, and other files should not be added to the set. The Get
Info button exposes the permissions and other settings; but those values should not be changed from the defaults.

e 006 Fileset Contents: APK - Google Earth

[+ TR TR JUONOOE OO GOV, T || F_—

Import File/Folder New Folder Getinfo  Edit Registry Edit Text ExportFiles Delete Take Control

(VI Hide unused folders [Q
Name A Size Access User Croup Verification D Modification Date Cc
B Google Earth.apk 9 MB rw-r--r--  root wheel Self Healing 53,471 4/6/13 3:19 PM

The Fileset will send the contents to the Android device's Kiosk. From there, the end user can select to install the item, which will place the
contents in the Downloads folder for manual installation.



Fileset Properties

Once you have created a Fileset, you can access a wide range of properties that enhance the effectiveness of that Fileset in your deployment.
The properties available vary depending on the specific type of Fileset. In most cases, the information presented does not need to be altered or
edited; but this information is presented to allow you to understand the depth of control you have over your file level deployments.

Note: Making changes to Filesets can result in unexpected behavior, please test on a non-production device prior to mass deployment.
Better yet - just test everything on a non-production system first.

Properties - basic settings

The first tab is the primary properties for the Fileset. The basic options are:

Require Reboot (with Message) — In most cases, you won't need to require the computer to reboot; but software update Filesets usually
do. You can provide a message to be displayed for the end user as a warning that software is being installed and a reboot will be
required. Once you have configured a Fileset for reboot, you can also set a "Reboot deadline" to force the completion of the Fileset
installation. This process is covered in the Associations section.

Ignore Permissions on Existing Folders — Normally, the Fileset will overwrite permissions on existing files and folders during a
distribution. You can choose to leave permissions in place; but recognize that in some cases, portions of the Fileset may not be installed.
Installation Priority — When you are working with a Fileset Group or a series of Filesets to be distributed as a single workflow, the
deployment often requires certain items installed before others. The Installation Priority lets you assign an order of activation. Highest
items first, then lower priorities. When the installation priority is the same, the Fileset ID determines priority with lower ID numbers having
the higher priority.

Color - you can assign colors to your Filesets to differentiate them in the Fileset view.

Properties - Verification settings

Self Healing — Use this setting to force the re-distribution of the file if any changes have been made to the existing Fileset files that have
this label. This function will repair settings and other files that were accidentally or purposely changed.

Download If Missing — During verification, if a file is no longer present, it will be replaced from the master Fileset.

Ignore At Verify (Left Behind) — This setting will tell the verification to ignore anything with this label. This setting is often used in files
that are meant to be dropped into a location once, and ignored after that.

Don't Overwrite existing files upon deployment — This setting is a subset of the two settings above. It allows you to keep any existing
files from being overwritten by other files with the same names.

Overwrite only if existing file is older — This setting is also a subset of Download if Missing and Ignore At Verify (Left Behind), and can
be activated if the above setting is in effect. It will allow only older versions of the same named files to be replaced.

Properties - Requirements

These settings establish the device definition that will allow the FileWave Client application (fwcld) to download and activate a Fileset. You can
choose specific operating system platforms, architectures, memory, and system versions.

Selecting Apply to Active Filesets will force these settings to be re-applied on deployed Filesets. If a device no longer meets the verification
criteria, the Fileset will be dis-associated and removed.



[ J =¥ Fileset Name: GarageBand Extras

Properties Dependencies Delete Files Kiosk
Platform Architecture
Windows Intel & 64 bit
0S X PPC | 32bit
Android
Min. Memory System Version
0 MB MacOS Windows Android Use/install on newer OS versions
10.3.x XP 4.1
10.4.x Vista 4.2
10.5.x 7 4.3
10.6.x 8 4.4
10.7.x 8.1 5.0
10.8.x 10.0 5.1
10.9.x
10.10.x
10.11.x

Apply to Active Filesets

Properties - Delete Files

Use this tab to provide the paths to files that need to be deleted when this Fileset activates.

Properties - Kiosk

You use this tab to configure the appearance of your Fileset in the Kiosk. You can can change the icon, place the Fileset into a designated
category, and edit the title and description of the Fileset. This includes changing the information provided from the iTunes/App Store to be
something more oriented toward your deployment needs. With FileWave 10+, you can use Rich Text formatting to improve the look and feel of the
Description.

Properties - Details

Details contains general application information, management flags, and VPP information. The management flags include the ability to force
application removal when the MDM profile is removed, and the ability restrict application data from being backed up in iTunes. VPP shows the
connection between Fileset and a VPP account (what VPP token was used for the item, if applicable). A warning is shown if a VPP token is
associated with the application noting that the Fileset cannot be attached to a different VPP account token.

It is the same information you would see on that Fileset if you double-clicked on it or selected Get Info for that item. Those settings are reserved
for Filesets from Apple App Store or iTunes Store content.

Exporting Filesets

Filesets can be exported for transfer to another FileWave server. They can be compressed and stored for future use or archived. iOS Filesets,
however, cannot be exported.

Dependencies (introduced in FW 10)

You can designate one of more Filesets that must be activated/installed before another can be activated. If you associate a Fileset that has
dependencies, then the other Filesets will automatically get associated and will be applied before the dependent one. It works with multiple,
cascading dependencies also. The only Filesets that do not contain the ability to show dependency are the Apple App Store and iTunes Store
Filesets.

In the Properties of a Fileset that has dependencies, you just click on the [+] to add any Fileset that must be activated prior to your dependent
Fileset. You can also drag and drop Filesets within the Dependency pane to rearrange them in order of need. The first one to get activated will be
at the top of the list. There is also a toggle at the bottom to check and see if there are Filesets dependent upon the Fileset that you are examining.



o =¥ Fileset Name: Java Needy App
Properties Requirements Delete Files Kiosk

Name
@& PKG - Java 8 Update 60

+ Dependencies of this fileset B
Cancel OK
o =¥ Fileset Name: PKG - Java 8 Update 60

Properties Requirements Delete Files Kiosk

Name

«a Java Needy App

Filesets depending on this fileset a

Cancel OK

Starting with FileWave 11, is the ability to see a dependence chain when looking at the Fileset Status report in the Client Info dialog, where
dependencies appear as children of the Filesets that require them.
Unable to render embedded object: File (worddav416f23a3d1561c0a3e9d6186b5480d74.png) not found.

5.6. Fileset Tools

Along with all of the editing and modification capabilities you have with Filesets, there is also a basic set of tools that you can use to make simple
changes. These tools support some of the most common tasks you will need to perform as you manage large collections of Clients and Filesets.
The Tools are found by selecting the icon in the main toolbar, or right-clicking on any Fileset.
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New Desktop Fileset New Flieset Group New Mobile Flleset New imaging Flleset New Assoclation Report Properties Take Control

_ localNetFWprefs | i R
Duplicate
28 MSI - install_flash_player_12_active_x
8 MS!I - install_flash_player_12_plugin Show all Associations of this Fileset
» B 05 X Updates Create Association...
= Rename
@ OSX App - Evernote Comment
@& OSX App - GeoGebra Delete ®

@ OSX App - iBooks Author Set Permissions...

® Duplicate — You can take a fully-configured Fileset and create an exact Clone with the suffix "copy." This should be done whenever you
want to assign a Fileset to more than one administrator for different deployment options, or when using VPP tokens that require different
licenses assigned to the same content.

® Show all Associations of this Fileset — This will take you to the Associations pane where you can view the Fileset and its assigned
Clients.

® Create Association — This brings up a searchable list of Clients to associate with the Fileset.

® Rename — This allows you to change the name of the Fileset after it has been created.

® Comment - This allows you to add a comment that will show in the Fileset view to assist you in managing and keeping track of your
Filesets.

® Delete — This deletes the selected Fileset from the database.

® Set Permissions — This allows you to specify the access level of your administrators to a given Fileset or Fileset Group.

5.7. Fileset Reports



When you select a Fileset, Filesets, or Fileset Group, you can select the Report toolbar button to see the status of the selected item(s).

Sa 3?1 0 & L) Lber ‘lll. >€

New Desktop Flleset New Flleset Group New Moblle Fileset New Imaging Fileset New Assoclation Export Report Properties

The report will show the Clients that have been associated with the Fileset, the version of the Fileset that is present on the client, its status as to
whether it has been installed or is available, and the date-time group of when the Client reported the Fileset as active. The report can be exported
in CSV format. If the Fileset includes an installer, such as a .pkg or .msi Fileset, you can review the installer log for that installation. You can also
select the Client and force a re-install of the Fileset.

5.8. Using the Superprefs Editor

There are times when you may need to make significant changes to the Client settings (preferences stored on the Client). Instead of reinstalling
the FileWave client software on all your Clients, you can use the Superprefs Editor to provide your Clients with a new configuration remotely.

The Superprefs Editor allows you to deploy updated Client preferences in a Fileset by delivering a file named "fwcld.newprefs.plist" to your
Clients. This file may be delivered to any location on the Client, and will work with Android, Windows, and macOS Clients. When a FileWave
Client activates this file, it merges the contents of this file with its own local config file, replacing any fields that contain older information with the
data from the Fileset.

To create a SuperPref, simply open the FileWave Superprefs Editor, which has been installed into the FileWave folder as part of the FileWave
Admin toolkit.

Fill in the fields with the values you want clients to inherit, leave any fields you don't want to change blank, then click the OK button to save the file
and exit the application.

[ NN ] 3P Superprefs Editor

These preferences will be merged with the preferences on target clients.

If you would like a value to remain unchanged, leave it blank.

W Boosters Options Privacy

FileWave Server Address: | A - |
Server Port: ex. 20015
Server Publish Port: ex. 20005
Monitor Port: ex. 20010
Kiosk Port: ex. 20020
VNC Relay Port: ex. 20030
VNC Server Port: ex. 20031
Tickle Interval: 2 seconds

Synchronize Client Name with Computer name &

Cancel | |QECICHY
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Cancel
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Debug Level:
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cancel




[ 2o ) <P Superprefs Editor
These preferences will be merged with the preferences on target clients.

If you would like a value to remain unchanged, leave it blank.

Communications Boosters  Options .m

Personal Data

Collecting personal data may be disabled at an organization level.
& Disable personal data collection

Location refresh interval: H
Observe Client

&) Managed remote control

&) Prompt client for remote control access

Cancel m

The file is automatically saved to your desktop on the computer running the FileWave Superprefs Editor. Open FileWave Admin and follow the
next steps:

* Import the fwcld.newprefs.plist into any folder as long as it does not conflict with another fwcld.newprefs.plist file in a different Fileset (If
you drop it into an Empty Fileset, it will go to the root of the client HD, picking a hidden folder)

® Associate the Fileset with the Clients you wish to update

® Update the server model

Once your clients have gotten the new information, they will begin checking into the FileWave server using the new settings.

5.9. Using Associations with Filesets

The Associations pane is the primary location where you connect your Filesets to your Clients. The window has three primary sections:
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The link between a Fileset and a Client, or client Group, is called an Association. In order to distribute the contents of a Fileset, you associate a
Fileset to a Client or Group.

Basic Association Workflow

The basic workflow is select a Fileset, link it to a Client/Group, the update the server model.

1. You choose a Fileset from the upper right pane:

Name A Siz
= MSI - install_flash_player_12_active_x 17.5M
€8 MSI - install_flash_player_12_plugin 18.1 M

» B 05 X Updates
.' OSX App - Evernote
@ OSX App - GeoGebra
@ OSX App - iBooks Author
" OSX App - Skitch - Snap. Mark up. Sh
@ OSX App - Solar Walk - 3D Solar S,
.' OSX App - TextWrangler
‘ OSX-Script_Template

Select a Fileset

1k

OSX-Script_Touch_the_Desktop 14

& 0SX_NetBoot
@ PKG - Install Adobe Flash Player v13 042114

1k
145 M

1. Click and drag the Fileset to the left into the Clients window and drop it on top of client or client Group you want to associate it to.
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1. Finally, click on Update Model in the main toolbar, or use Cmd-U (macOS) or Ctrl-U (Win), to lock in the change.

Customizing the Association

The basic workflow will associate a Fileset with a Client. When the Client checks in following the server model update, the Client will get a new
Manifest from the Server containing a list of any new Filesets to be associated or changes in existing Fileset associations. The Client compares
the Manifest to its Catalog (current state after previous check-in) and build a work list if things have changed, which can include pulling down new
Filesets, deactivating existing Filesets, etc

The power of Filesets and associations is that you can enhance the basic workflow with options that provide significant improvement in the
deployment process, as well as expanded control of the workflow.

Viewing Associations for a single client / Group

The first improvement over the basic workflow is being able to look at the Filesets that are associated with a specific Client or Group. You do this
by right-clicking on the Client or Group in the Clients portion of the Associations window and selecting Show Associated Fileset. This will change
the Associations view in the bottom part of the window to

show you all of the Filesets that have been directly associated with that specific Client. We stress direethy because you can associate Filesets
with Groups of clients also. Those associations would not show up in this view. This concept is important because you may find yourself in a
situation where you see something happening to a Client; but you don't see the Fileset that would create the situation in its direct associations.
The solution to this situation is to look from the "other side" by selecting a Fileset and asking to view all of its associations. Associations may also
be made to Smart Groups and or to Clones in regular Groups.

Viewing clients associated with a single Fileset

If you select a Fileset, you can right-click to view all associations that have been made for that specific Fileset. Doing this can resolve the problem
you may have in tracking down how many different places a Fileset has gone.

Searching and filtering the Associations window

Another powerful function is in the Search / Filter window. You can enter any text into the Search window, press Return, then choose the criteria
for your view of any association that is active. Your criteria can be to look for a Fileset with that text, a client, Group or Clone, a Fileset ID, of
Fileset type (such as Kiosk), or just select All Columns to let the search find every association that has that text in it no matter what it applies to.

(¥ Standard (Vf Kiosk |  Software Update 4 Associations (Q special )
Search: (LIELILLID Fileset Client/Group/Clone ID  Type

Fileset Client/Group/Clone ¥ | Start Download Become Active Start Passive

& Special ReadMe 28 Lab-WinPC07 - - -

& Special ReadMe 28 Lab-WinPC-B37 - - -

& Special ReadMe 28 LAB-WIN7P-MBA - - -

& Special ReadMe @& Lab-MacMini-01 - - -




Editing the Association

Another capability of the Associations window is the ability to edit Fileset associations. Within this functionality, you have the power to designate
the deployment schedule, change the type of Fileset from standard to self-service Kiosk, and choose when the Fileset is deactivated and removed
from the client.

o0 =¥ Edit Association

Edit Association between Fileset:
APK - German Lite
and Client/Group/Clone
Lab-Nexus_7

License Distribution

Start downloading at: Activate files at

Make files inactive at: Delete files at:

Kiosk Association

cancel | (CZEID

( X J =¥ Edit Association

Edit Association between Fileset:
10S App - Astronomy Picture of the Day
and Client/Group/Clone
All iPads

m License Distribution

nstall at:

Delete at

Kiosk Association

Cancel | LS

There are two Edit windows available, depending on the type of Fileset being deployed. Most computer and Android Filesets have the ability to
designate a full range of settings:

® Start downloading at — This tells the Client to start downloading the Fileset at a specific date and time. The Fileset will be downloaded
and cached locally, but is inert; i.e., it will have no impact on the Client (other than storage space on the drive) until it is activated. This
allows the FileWave administrator to pre-stage Filesets out on clients using a staggered deployment schedule prior to activation. Using a
staggered schedule would allow systems administrators to minimize network traffic bottlenecks when distributing large deployment sets.
This action can also be used when you have staged a Fileset that is still being tested, and there was a problem with the test results.
Instead of having to reset devices, you just delete the Fileset prior to activation.

® Activate files at — This tells the Client when (date and time) to activate the Fileset. Installers will run, shell scripts will execute, and any
files will be placed into their proper places. Since this command is only a signal to the client to have the Fileset perform its action, the
network traffic is minimal.

® Make files inactive at — This tells the Client to locate and move all components of that Fileset back into the local cache, so that the



Fileset no longer has an affect on the operation of the Client computer or device.

® Delete files at — This tells the Client to delete the Fileset at a specific data and time.

® Kiosk Association — This converts the Fileset from a standard distribution to a self-service Kiosk item. Filesets that have been
distributed as standard items can be converted to Kiosk mode and vice versa.

iOS Filesets can be installed, deleted, and changed to Kiosk items. Apple iBooks can be installed by time or changed to be Kiosk items. iBooks
cannot be deleted - once deployed, they are the property of the end user.

License Distribution (FW 10+)

You have the ability to designate that an Apple Volume Purchase Program "Managed Distribution" license be applied to either an Apple ID that is
associated with a macOS computer or iOS device or to the device directly. This applies only to applications controlled by Apple's VPP, with the
additional requirement that the application developer configured the application to support direct device assignment. You can see if the
application is device assignable in the App Store under the application

You can set a default value of User or Device assignment in FileWave Admin's Preferences, in the VPP & DEP tab, but can override the default
settings on a per-Fileset basis, if both options are supported for the application in the Fileset. As you can see from the example below, one of the
chosen applications has the Assign License to Device greyed out, meaning that this specific application must be assigned to a designated Apple
ID, because it does not support direct device assignment.

Please select the license distribution model you
prefer to apply for this association

© Assign License to User

need an ApplelD to use this mode!
Assign License to Device

Available only for filesets and devices supporting this mode

NOTE: These options affects only VPP filesets

Please select the license distribution model you
prefer to apply for this association

Assign License to User

You need an ApplelD to use this mode!

© Assign License to Device

Avallable only for filesets and devices supporting

NOTE: These options affects only VPP filesets

Note: If you want to provide custom settings for deployment times to a large number of Filesets, using a Fileset Group is the best way
to achieve this goal. Filesets within Fileset Groups that are associated to Clients or Client Groups will all get the same settings you
designate with the Edit Association pane for that Group.

Special setting for the Requires Reboot property

When you have a Fileset, such as a system software update, that requires a reboot of the client, the user may try to cancel that update to avoid
the reboot. In FW 10.1+, a feature was added to the Fileset Associations editor window that allows you to set a deadline for the reboot. This
editor property can be set for a Group of Filesets, or for a single Fileset. When the deadline comes, the device will reboot automatically in order to
complete the installation of the designated Fileset.
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Association Tools

The tools and actions available to associations allow you to see the various aspects of the association:

® Reveal Client/Group/Clone — This displays and highlights the Client/Group/Clone related to this association in the upper-left portion of
the window.

® Show all Associations of this Client/Group/Clone — This displays and highlights all associations related to the client/Group/Clone in

the lower portion of window.

Reveal Fileset — This displays and highlights the Fileset in the upper-right portion of window.

Open Fileset — This displays the contents of the Fileset (same as double-clicking on Fileset in the Filesets view).

Open Fileset Report Window — This displays the report showing the status of a Fileset, Filesets, or Fileset Group's distribution.

Show all Associations of this Fileset — This displays all of the Clients associated with this Fileset

Delete Association(s)— This removes the linkage between the Client/Group and the Fileset. In most cases, this will result in the Fileset

contents being removed from the Client/Group. With VPP managed distribution, the license is revoked and added back to the list of

available licenses.

Association Conflict Resolution

The algorithm for computing which Client receive which associations is quite complex. As a result, you may end up "double associating" a Fileset
to a Client (e.g. if it is cloned into two Groups, both Groups are associated with the same Fileset). We have solved this issue by allowing only one
Association-Fileset-Client chain. A Fileset can only be associated to a client via one Association. The chosen Association's commands will be
followed, and all other associations ignored. The "winner" association is determined by association distance.

Association Distance

The FileWave Server resolves conflicting associations by choosing the most direct association. For example, an association directly from a Fileset
to a Client is more direct than to its Group, and an association to a Client's direct parent is closer than an association to its grandparent. Clones
also increase distance. Closer associations always win. Equidistant Associations are treated by ID-descending, meaning that new associations
(higher ID numbers) beat older ones.

Smart Groups

Smart Group associations are calculated separately, following the same distance method. However, if a Client is associated by both a Smart
Group and a regular association, the regular association will always win. When you view Associations, you will only see the Filesets that are



directly associated with that Client or Group. Associations made to a Smart Group will not show up when viewing the Client associations and vice
versa.

Imaging associations

Imaging Filesets and their associations are covered in Chapter 9.

5.10. FileWave and AutoPkg

Software updates that come from Apple and Microsoft are sufficient for keeping operating systems up-to-date; but there is a need to maintain
currency for 3rd party applications. AutoPKG is an automation framework for macOS software packaging and distribution, oriented toward the
tasks one would normally perform manually to prepare third-party software for mass deployment to managed clients. It can be thought of as an
automated version of Fileset Magic for software that runs on macOS.

FileWave administrators can merge the FileWave Admin and AutoPkg environments together through a series of recipes. Instructions for working
with AutoPkg is here: https://github.com/autopkg/filewave

The primary site for AutoPkg is here: http://autopkg.github.io/autopkg with additional information here: https://github.com/autopkg/autopkg

Last, but not least, AutoPkgr is a free Mac app that makes it easy to install and configure AutoPkg. You can get that here: http://www.lindeGroup.c
om/autopkgr

5.11. Fileset Scripts

FileWave 11+ provides the ability to run a script at any of seven stages of Fileset deployment (called Activation States):

Requirements
Preflight

Activation
Postflight
Verification
Pre-Uninstallation
Post-Uninstallation

In FileWave Admin, while in the Filesets view, the toolbar now contains a Scripts icon.

L] FileWave Admin

N s =

Update Model New Desktop Flleset  New Flleset Group  New Mobile Fileset  New Imaging Fileset

& Dashboard Name - Size Version Files Modified D
L) Clients @ APK - FileWave Client 8.1MB 2 1 4309

@ APK - FileWave Client 1 8.2MB 1 1 4588
@ Chess.app 8MB 4 602 209

(C)fesccion G Empty 08 1 0 903

&, Imaqing & FileWave_OSX_Client 10.0.0_c87c9ba 49.1MB 3 88 2240

When you select a given Fileset, then click on the Scripts icon, the Scripts dialog opens
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[ N =¥ Fileset Scripts: Empty
Scripts (Q Bearch... )

Script Path

Requirement Scripts
{empty)

Preflight Scripts
fempty)

Activation Scripts
(empty)

Postflight Scripts
{empty)

Verification Scripts
(empty)

Pre-Uninstallation Scripts
{empty)

Post-Uninstallation Scripts

(empty)

Drag scripts into the order you prefer.

Re-run requirement scripts on change and uninstall active fileset if they failed

Create Import Edit Cancel “

The dialog shows the scripts that will be executed for the given Fileset and the activation state in which they will be executed. The order in which
scripts of the same activation state and Fileset are executed is the same as they appear in the list (i.e. from top to bottom). You can drag & drop
scripts in order to change the execution order.

You can create and import scripts by clicking the corresponding buttons. Editing a script is also possible, so is dragging and dropping a script from
Finder in order to import it.

Any changes to the Fileset will be applied when you click OK. If you click Cancel, the current changes will be lost and the Fileset will not be
modified.

Scripts in the list can be double-clicked, which causes the file property dialog to appear. You can change most of the attributes of the script in the
same way as in the open Fileset dialog. There are, however, certain attributes you cannot change. For instance, you cannot unset the Execute
flag; therefore, it is disabled. For requirement scripts, it is not possible to change the interactive/non-interactive option, since the exit code of the
script is required to decide whether the Fileset should be downloaded. Therefore, this field is also disabled.

The checkbox "Re-run requirement scripts on change and uninstall active Fileset if they failed" controls the same internal setting as the checkbox
"Evaluate requirements on change and uninstall active Fileset if they failed" in the Requirements tab of the Fileset properties. If checked, when a
Fileset needs to be updated, the Client checks the requirements of the Fileset again. This includes executing requirement scripts. If any of the
requirements or requirement scripts fail, the Fileset will be uninstalled.

Fileset Scripts Types

® Requirements Scripts — A requirements script checks the requirement on the Fileset before any dependencies are downloaded. If any
requirement script fails (return non-zero), then the Fileset and its dependencies will not be downloaded nor installed.

® Preflight Scripts — A preflight script checks the needs of the Fileset before the Fileset downloads, but after dependencies have been

installed. If any preflight script fails (returns non-zero), then the Fileset won't be downloaded or installed.

Activation Scripts — An activation script is executed upon activation of the Fileset.

Postflight Scripts — A postflight script is executed after the installation of the Fileset has completed.

Verification Scripts — A verification script is executed after postflight scripts and upon every "verification of the Fileset."

Pre-Uninstallation Scripts — A pre-uninstallation script is executed on inactivation of a Fileset and right before a Fileset is uninstalled.

Post-Uninstallation Scripts — A post-uninstallation script is executed right after uninstalling/removing the Fileset from a client and its

dependencies.

6. License Management and Apple's Volume Purchase Program (VPP)
FileWave supports a powerful license management module, allowing you to keep track of your software licenses, as reported to inventory,



manually using purchase orders, Apple's VPP managed distribution items, and licensed fonts. You can set triggers to let you know when you are
running out of licenses.

6.1. Manual Licenses

The first method for managing software licenses is to manually create the query to search inventory. You select New License from the toolbar
and give it a name. Then you set the license expression to be based on managing an application or a font. You can choose to manage items
installed in all three of the operating systems FileWave supports from a "computer" point of view. (Android, due to its FileWave client, is managed
as a hybrid between computer and mobile. Next, you create the inventory search; e.g. the Chrome browser.

E!g_.vf! Purchase Orders

All + | of these expressions must be true

LS - ] contains Peome

vendor

version

short version
path

product id

size

install size
install date
times launched
total time used
average time used
first launch date
last launch date
last quit date

Now, gather a count of the licenses you have. This can be done by entering purchase order information, or just using whatever accounting
method you have to create a pseudo-purchase order. You can enter multiple license purchases here. It will give you an accounting history as well
as let you manage multiple licenses in one location.

1 Expressions Purchase Orders
PO Number License Count Purchase Date Expiration Date Owner Name Owner E-Mail Comments
123456 10 4/1/14 4/1/15 JohnD johnd@filewa... Test License

Then add a trigger value to warn when you are running out of licenses.
Expressions based on: | Application s

Count: 10

Warning when less than: |5 ;| remain

That will complete our license query. Looking at the result in the License Management pane yields:

(c] & Chrome Browser = 10 License Compliant Multi OS

When you double-click on the license, you will see the details of the query displayed. The window will actually display a significant amount of
information about your search results, including detailed device info.

6.2. Font Licenses

Many institutions or departments have purchased commercial fonts for use in their design, graphics, or marketing Groups. FileWave provides you
with the ability to track and manage the use of license fonts. The workflow for setting up a font license is roughly the same as that for applications.
First, you create and name the license; but this time, designate the expressions based on "font."

As with application licenses, when your licenses are in compliance, you will see a green "jelly" in the main License Management window. When
you have crossed the watermark trigger point, the "jelly" turns yellow. Finally, when you are out of compliance, you will see red.

6.3. Creating Licenses from Filesets

Since the FileWave Client can deep scan your Client systems, it can find any file that meets the criteria you wish to be aware of. This functionality
also exists in the primary Inventory pane in FileWave Admin; but the License Management section allows you to tag the query with the
watermark triggers.
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Update Model New License New License from Fileset Refresh

For example, you might have purchased or just deployed a few systems running an application that is being tested for later widespread
deployment. You want to keep an eye on that application to make sure unauthorized copies of it don't leak out. Since you created a Fileset for the
application to deploy it, you can easily create a license to track it.

Instead of having to create any criteria for locating the applications, FileWave uses the Fileset definition. At the same time, it will key in on any
copies of that specific package, should it show up on more devices than specified.

6.4. Apple’s Volume Purchase Plan (VPP) and License Management

What is VPP?

VPP, or more formally, Apple's Volume Purchase Program, is a mechanism by which an organization or institution can purchase macOS and iOS
applications and books in bulk and provide these to their end users. The process revolves around creating a VPP administrator account, creating
one or more VPP facilitator accounts, enrolling devices into the MDM (mobile device management) system, and assigning applications and books
to the end users. More details on Apple's requirements and capabilities with VPP are available at the following two URLs:
http://help.apple.com/deployment/ios/

https://help.apple.com/deployment/macos/

VPP is supported in FileWave for both iOS and macOS. There are two mechanisms for assigning applications and books to clients - redeemable
codes and managed distribution licenses. Redeemable codes provide a set of codes to be used for content distribution, but once given out, the
content legally belongs to the owner of the Apple ID that redeemed the code. Managed Distribution provides licenses that can be associated and
revoked, so the purchasing authority retains ownership of the license (with the exception of books, which always are owned by the person to
whose Apple ID the license was distributed to). This allows you to assign institutionally-purchased applications to end users as needed; then
revoke the licenses for those apps at a specific time, returning the licenses to your control.

Differences between redeemable codes and managed distribution licenses

The original model for mass deployment of content was using redeemable codes. The VPP administrator purchased applications from the Apple
VPP site. Apple provided a set of codes in a spreadsheet that could be downloaded. Those codes were then used to create an application Fileset
for installation on managed devices, or were provided to the end user for them to redeem. Once a code has been redeemed, it cannot be
reclaimed by the MDM administrator. VPP redeemable codes are available for applications and books. Note: With the current VPP system, free
apps and books cannot be obtained with redeemable codes, only managed licenses.

It is also possible to have all of your redeemable codes exchanged for Managed Distribution licenses. This Apple Support article describes the
process: https://support.apple.com/en-us/HT202863.

Apple's newer model for application license management allows you to assign licenses to users and revoke those licenses at a future date. This
mechanism is called Managed Distribution and it applies to VPP purchases of any free content, applications, and books. When a license is
assigned to a user, that user sees the item in their Purchases list, as well as in FileWave's Kiosk. When the application is no longer needed, or
the user is no longer associated with that institution, the MDM administrator can revoke or remove the license. FileWave regains that license for
distribution to another user.

Note: This process is only valid for applications since Apple requires all book distributions to be permanently assigned to personal Apple IDs.

Managed Distribution - user versus device assignment

Initially, Managed Distribution required association to a unique Apple ID for any deployed content. With the release of iOS 9 and OS X 10.11, VPP
managed distribution licenses acquired the ability to be assign applications directly to a device, provided the developer allows it. This method
opens up a huge benefit in layered deployment models. Now an institution can assign core applications directly to devices in carts, labs, or even
on 1:1 deployments.

How FileWave works with VPP

There are several approaches to using FileWave with VPP. The deployment workflows relate to the overall control of the application(s) to be
deployed. The actual workflows discussed are covered in detail later in this Chapter.

Redeemable Codes - A Fileset is created that links to the App Store and provides a redeemable code for each device that is associated with that
Fileset. When the user accepts the installation, the code is redeemed against that user's Apple ID. The code, once redeemed, belongs to the end
user and cannot be retrieved by the FileWave administrator. If the user refuses the installation, the code is reserved for the next 24 hours against
that device, then it is returned to the pool for that Fileset. Note: Under OS X, all application associations must be done as Kiosk items.
Managed Distribution licenses - For the managed distribution method, FileWave doesn't manage users directly; but associates users with
specific devices. All of this is done through the linkage of an Apple ID and the FileWave MDM. Whether you use individual Apple IDs, in the case
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of a BYOD or full 1:1 deployment, or institutional Apple IDs in the case of a managed lab or cart, the application licenses remain under your
control.

If you assign the licenses to devices, there is no longer a requirement to match an Apple ID with the device. You can, for example, use a generic
LDAP or fixed MDM authentication account to enroll the device(s), then just configure your Filesets to be assigned to the device.

When you assign or associate Apple Store content through a Fileset to a user's Apple ID, the end user will see that content in their Purchases in
the App Store.

For iOS devices, you could use Apple Configurator to prepare, and possibly supervise, the device; then turn it over to an end user to add their
own content using their personal Apple ID. You could use VPP direct device association to place the applications onto the device, then let the
user add items as they see fit. With this model, you, as the FileWave administrator, would be responsible for maintaining the institutional content
and software, while the end users would be responsible for any applications and content they install.

Setting up your FileWave server for VPP

In order to provide your users with content from VPP, you need to establish an institutional VPP account and link that account with your FileWave
server. If you are an educational institution, you need to follow the steps provided by Apple on setting up VPP for Education: http://www.apple.co

m/education/it/vpp/. If you are a business or enterprise customer, you need to use the VPP for Business instructions: http://www.apple.com/busin
ess/vpp/. Once you have your VPP account, you are ready to configure FileWave for VPP support.

Important - Ensure you do not have another VPP system, such as Apple's Profile Manager or Apple Configurator, active with your VPP

token when you set up FileWave for VPP. This will cause problems with your ability to manage VPP user accounts.

Set the VPP token(s)

When you signed up for your VPP account, you were provided a coded token that allows you to configure FileWave for VPP. Use the instructions
in Chapter 2 to configure your FileWave Admin Preferences for VPP.

Synchronize data with the VPP server for VPP

Once your token(s) are active, the FileWave Server will automatically synchronize with Apple's VPP service. Depending on how many items you
have in your purchase list, this process may take a while. When you have synchronized your VPP data with your FileWave Server, you should
see any VPP Managed Distribution purchases listed in the License Management section of FileWave Admin.

The first time after you set up VPP, you can force a full synchronization by holding down the option key, and clicking on the Synchronize button.
You should see entries in the License Management view that match your purchase history.

Note: Only VPP Managed Distribution licenses will be displayed here. The older VPP Redeemable Codes, if you have any, will still be
located in the "VPP Code Management" assistant in FileWave Admin. When you purchase redeemable codes, you must download the
spreadsheet and import it into FileWave using this assistant.

Adding licensed applications to your FileWave Server

The process of adding content for VPP code redemption or managed distribution is extremely simple. When you purchase any content in the VPP
Store, upon a VPP sync with your FileWave server, the items will appear in your License Management pane. First, you make your purchase in the
VPP Store:

Volume Purchase Program i e 02 @ =
Search Media Type Category
Q, history i0s Apps | Reference <] Search

Purchase Details

Price Quantity
#) American History Interactive Timeline Free iOS App 5
£~!

by Touchzing Media

Managed Distribution: Free apps are only available in bulk using managed distribution. Assign apps by using a Mobile Device Management (MDM) solution

such the latest version of Apple Profile Manager. You retain ownership of apps « lowing you to revoke and rea an them as needed. Le A »

Review Order

Once you receive confirmation that the purchase is completed, you can force a sync of VPP in your Preferences, or wait for the overnight sync. In
FileWave Admin, go to the License Management pane and click the Refresh button in the toolbar. You will get the following dialog:
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™ FileWave has detected unused VPP licenses.

Would you like to create 1 new fileset(s) for
these licenses now ?

Note that you will have to do a Model Update
to be able to use them in associations.

That dialog tells you that your purchase information has been loaded into FileWave; but there is no corresponding Fileset. At this point, you
should click on Yes and follow up by updating the Model to refresh the database. You will be taken to the Filesets pane, and your new VPP
application Fileset will be waiting:

& Dashboard Name Size Version Files Modified ID Comment

0 Clients I : 10S App - American History Interactive Timeline I 1 5371

& Filesets &a Clear the Mines 0B 1 0 5370 MineCraft eliminator
® Associations MSI - Firefox 55.7 MB 1 2 5366

Back at the License Management view, it will display the new license:

& Dashboard 1 Total number of license definitions: 25 Q. Searct
&) Clents Name. A Installod Owned Compfance Status Plattorm Token Name
. Fllesets I o E American History Interactive Timeline 0 5 License Compliant 0S (VPP) FWDEN Primary l
® | Astronomy Picture of the Day 2 20 License Compliant i0S (VPP) FWDEN Primary
@ Assocations g g Autodesk SketchBook 0 1 License Compliant OSX (VPP)  FWDEN Primary
&, Imaging ® [J sig Calculator Free 0 3 License Compliant i0S (vPP) FWDEN Primary
Cl 10S Inventory L] E Digits, the calculator for humans 0 6 License Compliant i0S (vPP) FWDEN Primary
- ® ] Draw Something Free 0 10 License Compliant 108 (vPP) FWDEN Primary
© @& EngageX 1 3 License Compliant OSX (VPP)  FWDEN Primary

At this point, you can begin associating the new content with your enrolled devices.

VPP and iBooks

If you purchase managed distribution licenses, you have control over the assignment of those licenses to end users, regardless of the deployment
model. The one exception to this is with books. Free books can only be provided with managed distribution licenses, yet the item becomes
permanent property of the assigned user. Books available for a cost do allow the use of redemption codes; but the same rules apply - books
cannot be revoked or reassigned. Books must also be assigned to personal Apple IDs; they are not allowed to be assigned to institutional Apple
IDs per Apple's legal guidelines, nor can they be assigned to devices.

Manually creating Filesets from VPP managed distribution content

By default, your VPP managed distribution license purchases should automatically show up in License Management, and upon a Refresh of the
pane, you should get a dialog asking you to create a Fileset for your purchases. If, however, you have items that are displayed in the License
Management pane, and they do not have a corresponding Fileset, you can manually correct that problem.

Create a mobile Fileset for a managed content item.

All VPP purchases now appear in License Management as soon as the FileWave server syncs with the Apple VPP site. The first time you
access this area after setting up your FileWave Server, you will get a dialog box telling you that a Fileset can be created for each of the licenses.
You can also right-click on any purchase and create a Fileset.

Redeemable codes

For redeemable codes, you will need to download the code spreadsheets. Log into your VPP account online, and select your Purchase History.
For any content that you purchased using redeemable codes, you will see that you are able to download the codes in the form of an .xls



spreadsheet. Note: This spreadsheet will always be kept up to date on the VPP site. As you, or your users, redeem codes, the online
spreadsheet will be updated to show remaining codes.

Purchase History

Order Date Order Name Type Quantity Total

Dec 20, 2013 MGWKD1Z69X United States Constitution» Book 30 Free  Processing

Dec 20, 2013 MCWKD1Z69X Digits, the calculator for hum... » i0S App 7 $7.42 Download Codes
Dec 20, 2013 MCWKD1Z69X Grimm's Fairy Tales » Book 50 Free Managed Licenses

Once you have downloaded the spreadsheet(s) as needed, you will need to go to Assistants / VPP Code Management. This pane is used only
for linking redeemable codes to Filesets. You have two methods for bringing codes into FileWave Admin, by importing the spreadsheet or
manually entering the code information.
8 00 ¥ VPP Code Management

6 Filesets Q* No VPP codes found G—ﬁ

Fileset ¥ Available Application Na ¥ | # of codes Upload Date Order Number  File Name
i 10S Book - Grimm's Fairy Tales

D 10S App - iBooks (Labs)
3.2
D 10S App - iBooks (1-1s)
3.2
10S App - Fragment
11

4 |0S App - Digits, the calculator for humans
221

I Import Spreadsheet... Import Manually... \I Redeem codes Delete Orders

The Import Spreadsheet... method is quite simple. Select the Fileset (if there are multiple Filesets for a purchased item, just pick one), then click
on the Import Spreadsheet... button, locate your downloaded VPP .xls file, and import it. The dialog box tells you to verify that the codes you are
uploading into FileWave Admin match the item you want to link them too. You will get errors if you try to match codes to the wrong content, or try
to import an older spreadsheet into the set once you have begun redeeming codes. Once you have imported codes, you will see them listed next
to your selected Fileset.

600 ¥ VPP Code M.
U T,
11 Fllesets Q 6 VPP Codes Q
Fileset ¥ | Available Application Name ¥ | # of codes Upload Date Order Number  File Name
4+ 10S App - Digits - calculator (codes-testing) ¥ Digits, the calculator for hum... 6 Sat Jan 11 1... MCWKD126... /Users/j
x=
'1 Digit: Iculator (codes) YOOI
2'2.:”' WESEES 6 NEH3 These codes are unique to the iOS app
. 10S Book - Grimm's Fairy Tales HXPE Digits
AF7Y
D 10S App - iBooks (testing) IH39 7
3.2
D 10S App - iBooks J4EN.. ... .. A
3.2

The Import Manually... button lets you import a custom text file you create. The format is the URL as you would see it on the App Store or on the
VPP spreadsheet, or just the redeemable codes. For example, the file custom_codes.txt could look like this: https://buy.itunes.apple.com/WebObj
ects/MZFinance.woa/wa/freeProductCodeWizard?code=Y6XJ69TFXDEJ

Y4XJ69HYTFEB

A benefit of using FileWave for working with redeemable codes is that you don't need to breakdown your spreadsheets into separate sections to
match the different sets of the same content you plan to deploy. You can just select the number of codes you want to assign to specific Fileset
and drag those codes onto that Fileset. This example shows dragging one code from the main Fileset for Digits onto the Fileset meant for the
testing team.

Fileset ¥ Available Application Name ¥ | # of codes
+ <+ 10S App - Digits - calculator (codes-testing 6
xX= 221
Y |0S App - Digits - calculator (codes)
| Bl 2.2.1

Managed Distribution Licenses
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The managed distribution content licenses are treated as part of a pool. When you look at each Fileset's details, you can see the status of your
licenses:

L ] B Fileset Name: I0S App - Map My Ride - GPS Cycling and Route Tracking with Calorie Counting 1

. Details | Kiosk Configuration

Map My Ride - GPS Cycling & Route Tracker
e

& App Store Link (i0S)

Developer: Under Armour
Version: 16.10.1
Genre: Health & Fitness
Release Date: 2008-10-14 05:05:14+00:00
Bundle Size: 154.1 MB
Languages: EN, FR, DE, IT, JA, KO, PT,
ZH, and ES
Options and Management Flags

Remove App when MDM profile is removed
Prevent Data Backup
Summary:
*This App will remain if the MDM profile is removed
*This App's data will be backed up in iTunes

Take management of this app if the user has installed it already

Volume Purchase Program - Licenses

Associated token: LeRoy's VPP token a
Licenses: Reserve a Maximumof 5 . outof 6
You purchased: 10

Other Filesets are using: 4

Manage VPP Codes Cancel OK

You will be required to track the usage of your licenses to avoid exceeding your allowed limit. If you distribute more copies of an item than you
have licenses for, you will get installation errors.

VPP Managed Distribution User Management

The most complex portion of the VPP Managed Distribution system is the interaction of the end user and the VPP license architecture. The
process is as follows:

User agrees to link their Apple ID with your VPP MDM server

The MDM server associates managed distribution content licenses with a linked user

The user sees all assigned content in their own Apple ID-based purchases in the iTunes/App Store

If the user has auto-install enabled, the content automatically appears on the user's device(s)

If/when the MDM systems administrator revokes a license, the end user may be allowed up to 30 days to continue use of that application
while the MDM systems administrator regains use of the license for another distribution. That timeframe is entirely up to the application
developer. It is not a value that you can set or change. You would need to check with the specific app developer to get their assigned
revocation timeframe.

® |f the user purchases the revoked application within the developer allotted timeframe, they maintain all of their sandboxed content. If not,
the application and content are deleted (iOS only).

Note: Never use your VPP account Apple ID for personal purchases.

Creating users for your devices

Apple's VPP manages licenses that are either assigned to a device, or assigned to specific user's Apple ID. In the Assistants / VPP User
Management pane, you can see all of your enrolled devices, and a list of VPP users.



=¥ VPP User Manager.

VPP token: FWDEN Primary a
Clionts Al EJ 1pevices Q VPPUsers  without device Al B include retired 8 Users Q
Name v Association Status LDAP User Nam¢ VPP Client User ID LDAP username First Name Last Name N
T S -0/ 9500-4435-3c9- 5621057 :
@& lab-macmini-booster 8e3152¢3-6209-4311-9dc9-a4{d37771ec6 fwalpha Able Alpha v
D lab-iPad-W Registered fwbravo 88498de3-8d5a-4c4f-89f2-7d15ba505edb fwbravo Baker Bravo
O 1ab-iPad-8 Associated mdmuser 2812d6¢c0-c2e2-4fac-aBB8c-ab671a5db2eS fwmdm
& lab-imac-alpha Associated fwalpha 9152c6b4-6138-4d71-9c09-4caf1198dead fwalpha Able Alpha v
Assign user(s) Send invite url via emai Send invite url via emai Send invite notification to device(s: Retire
Associations 8 Associations Q
Device ID Device name Client name VPP Client User ID
b2be6837fb007c5b3018909b23bbcl9f3154183d FilePug ATV FilePug ATV 3c0b6b21-dd81-4820-912e-1a4859821789
€41842a33be257b67dd6263092fbf6e65adb0375  Lab-DEP-tenshi Lab-DEP-tenshi efde2213-b108-4528-852d-5e78ab6efef2
442c1b5b22677¢3137649e41bb013cc0a86111cS lab-imac-alpha lab-imac-alpha 962¢c6b4-6138-4d7f-9c09-4caf1198dead
eb7e31417d2e84511128da800al0e241b82b10d1 johnd-MBP13-DerKapitan johnd-MBP13 20f26ab8-1937-465b-a701-d37d7acb6e57
b0d225dea’acd5c91d19adb 3393095331429  lab-iPad-W lab-iPad-W 88498de3-8d5a-4c41-8912-7d15bas05edb

Last synchronization with VPP Web Service: 10/23/15 12:20 AM

In the upper left is the list of enrolled devices. In the upper right is the list of VPP users you need to create. The lower portion of the window
displays the device and users who are associated with each other for management purposes.

Note - You do not need to do this process manually for a population of several thousand users. FileWave provides the ability for you to
link your LDAP directory and your enrolled devices together automatically.

o =¥ FileWave Admin Preferences

General  Organization Info ~ Mobile  LDAP  Kiosk BUsdds2aiy Inventory  Mail  Engage  Imaging

Volume Purchase Program

Configure tokens 1 token(s) configured

Synchronize Last synchronization with VPP Web service: 10/23/15 12:20 AM

Configure email invitation template

Miminum delay (in minutes) between license assignment and Install Application. 1 z

v

Preferred license distribution model to use for new associations: = Assign to Device B

LDAP synchronization:
Synchronize with LDAP every:
6 hour(s) z Last synchronization with LDAP:[10/23/15 12:00 AM

Automatically associate users via their email address
Send invite emails to newly registered LDAP users

The option exists to have a VPP user created automatically as each device enrolls. When doing batch rollouts of iOS devices, this may be your
best option.

Note: If you use only VPP device assignment, and do not assign licenses to any unique users, you will not need to work with the VPP
User Management pane. FileWave assigns a "ghost" VPP user account to each device to handle device assignments. You cannot see
these accounts and will not need to manage them.

In the VPP User Management pane, we can manually assign a new VPP user for each device. This will give us a VPP user account with blank
fields:

VPP Users  without device Al B include retired Susers  Q
VPP Client User ID LDAP username  First Name Last Name iTunes ID hash Email address Status User Id
9f52c6b4-6138-4d71-9¢c09-4caf1198dea8 fwalpha Able Alpha wRlJqufpz1Q... . Associated 12845350
efde2213-b108-4528-852d-5e78ab6efef2 mdmuser MDM User xSO86FVJfvi... Associated 12845832
20f26ab8-f937-465b-a701-d37d7acb6e57 xSO86FVJfvj... - Associated 13001752

3c0b6b21-dd81-4820-912e-1a485982(789 Registered 13028264
76626060-ec92-42ff-b6b5-0ea7747629ab Registered 13094834

The VPP Client User ID is a construct that is used by FileWave to facilitate the association of a device - which FileWave can manage - to an
Apple ID - which belongs to a user. The account is unique, and has one of three states: registered; associated; or, retired. Registered means that
the account is assigned to your FileWave MDM by Apple. Associated means that the account is linked to an Apple ID through an iTunes ID hash

and the user can have licenses assigned to them. Retired means that all licenses assigned to that VPP Client User ID are revoked and can be
used again.



An Apple ID can be associated with multiple VPP Client User ID's; but only one VPP Client User ID can be associated with an enrolled device. It
also allows users with multiple iOS/macOS devices to have a single VPP Client User ID associated with those devices.

If you link your LDAP accounts to FileWave, then the directory service will have the users associated with a VPP account. This will fill in those
blanks, and make the next step easier. LDAP authentication is covered in Chapter 3.

Inviting users to the FileWave MDM VPP

Apple requires the end user to actively link their Apple ID to your FileWave MDM. You must send an email to each VPP user account after you
have provided their email address. Click in the Email Address field for the VPP user account and enter a valid email address. The does not need

to be a user's Apple ID email address, just an address where the user can get a VPP MDM request.
¥ VPP User Management

i0S VPP Users | | has no device | Al ¢ include retired S Users Q
VPP Client User ID A | LDAP username First Name Last Name Email address ITunes ID hash Status
07ccf4b5-e274-400f-84c9-d7a199a479%d Registered
Once you have entered a valid email address, the button to send an invite to the user will be active.
VPP Client User ID A | LDAP username First Name Last Name Email address iTunes ID hash Status User id
3fa361e9-862f-47fa-8763-e910506094 1e Registered 224,134
4b10c67f-79e1-4d5e-8890-453d0bl12c7ce Registered 224,132

76b579d5-5307-4f01-b770-0eda8d37d946
7d169583-6bdd-49ab-8e9e-467a1046721f
2a04521d-1383-4b4e-ad98-1223e2cded1f

abaa3636-5067-43d8-9686-d2bd83abcb6a

224,136

Registered 224,135
Registered 224,130
Registered 224,133
Registered 224,131

| Send invite url via email Retire

The user will get an email asking them to activate the link to their "VPP organization;" i.e., your FileWave MDM server. This email account does
not need to be the email that person uses for their Apple ID. It can be an internal email address used within your organization/institution, or any

common email address the user may provide.

From: johnd@filewave.com Hide

To: goodsarah@icloud.com

VPP account created
December 28, 2013 at 9:05 PM

Your account for the VPP organization has been created.

You need to activate it by clicking on this link:
https://buy.itunes.apple.com/WebObjects/MZFinance.woa/wa/associateVPPUserWith
ITSAccount?cc=us&inviteCode=927691bdece6479e91f8cdf9a387e754&mt=8.

Once the user clicks on the link to the iTunes Store, authenticates with his or her Apple ID, and gives permission, the user will get notified that

he/she can now be provided with content from your FileWave MDM.

Allow Assignment

This organization can now assign apps and books to you.

OK

This process links that user's Apple ID to your FileWave MDM so that you can assign applications and content to them. You will never see the
user's Apple ID (unless they give you the email account they use for their Apple ID as their contact email). What you will see, as proof that this
has occurred, is an iTunes ID hash in the VPP User Management window.

If you are doing this as part of a BYOD or 1:1, this process can be sped up by having the end users register themselves with FileWave. An
enrolled iOS device will have the App Portal installed. When the user opens the App Portal he/she will be greeted with a dialog asking them to
register their Apple ID: This is just like the above process; i.e., they authenticate to the iTunes Store and give permission for the linkage.

FileWave and macOS VPP users

The process for macOS computers and users is almost identical to that of iOS users. When you add an macOS computer as a FileWave Client, it



will show up in the Manage VPP Users... window.

Note: Direct device assignment is still an "in-progress" thing with OS X. Full functionality from Apple will be available in a future
release.

You still have to go through the user assignment process unless you automated that in the VPP preferences. The user email will have to be
entered unless the user logged into the device with an LDAP account and that account had a valid email account attached. If so, you can have
the FileWave server automatically send off an invitation to associate that user with the FileWave VPP. Whichever process you use, the end user
will still have to agree to associate with your system. Once that is done, you will be able to assign applications and books to that user through
Filesets linked to the VPP managed distribution system. Here's the final view of the Kiosk and the App Store after some Filesets are associated
with the client.

Retirement

Note: If you retire a VPP user account, it cannot be used again. We suggest that you DO NOT test "retiring" VPP user accounts on
actively enrolled users.

Where OS X VPP differs

One key difference between iOS and macOS VPP managed distribution is in the way the applications are installed. You will be asked on the client
if you want to turn on automatic application installs; but it refers to apps downloaded onto other devices. What that means is if the end user has a
single device, they will get apps showing up in their App Store / Purchases section and those apps will not automatically install on the device. The
user must do the installation manually.

This also affects Kiosk operations. If an application is in the Kiosk, just selecting it and telling it to install may not result in it showing up in the
user's Applications folder - until they go to the App Store / Purchases list and install it from there.

Revoking licenses using FileWave MDM with VPP managed distribution

When a user is no longer part of an institution, or is no longer working on a project or class that requires a costly application that you have a
limited number of licenses for, you can revoke the managed distribution license for that application and return it to FileWave's inventory.

The process is the same as you may have already used to remove any other assigned item to a managed device with FileWave - you merely
dis-associate the Fileset. Once the model has been updated, you will see the application licenses returned to your license management pool. The
behavior of the application on the client device is dependent on the way the application developer designed the revocation settings into the app. A
developer can set the app to continue to exist for up to 30 days on a user's device. This also means that the application will remain in the user's
purchased list in iTunes.

Note: macOS X computers may take several minutes before noticing the applications are no longer assigned to them. In some cases, if
the user has both an iOS and macOS device associated with your VPP system, you may see notifications pop up on the iOS device
before the macOS computer gets the word.

() Tunes Store

GeoGebra is no longer assigned to you.

iTunes Store
Solar Walk - 3D Solar System model is no longer assigned to you

$@mDO ¢ =4 G Monll:19AM Q =

Apps Expiring Soon Close
Some apps will no longer be
available to you in 30 days Details

7. Mobile Device Management (MDM)
FileWave supports both iOS and macOS management through its Profile Editor. Android and Windows management is handled through Filesets.

7.1. Profile Editor details

The primary management tool for client management / MDM on iOS and macOS X is the Profile Editor. It can be accessed through either the
Desktop Fileset or Mobile Fileset tool.



Cellular

macO0S, i0S and tvOS iOS and macOS (10.10+) W ", Finder macOS (10.13+)
Not configured d qured
‘| General AirPlay Mirroring Not configure ;.
i e Extensions

“—= Mandatory Not configured @ Universal Access Not configured

. d Poli &l Home Screen Layout Not configured
Network {o % ommand Policy o Not configured mac0S (10.13.2+)
7" Not configured Not configured = Custom Settings
10S and tvOS n Lock Screen Message L8] ot configured r Kernel Extension Policy
«. Certificates Not configured ¥ Not configured
Not configured @ Global HTTP Proxy 777 Directory
% Not configured #~_ Google Account D \ot configured mac0S (10.13.4+)
(. SCEP = F ot configured ,
(] ot configured Energy Saver ﬂ Content Caching
ioti ® Notifications " N 4 Not configured
{0S and macos (10.7+) )\ Restrictions ¥ Not configured ! 9
[Ny | Not configured Not configured
macOS (10.7+) tvos
o) Passcode i0S11.0+

é Not configured @ Subscribed Calendars ONS Prox = Identification N Restrictions

Not configured %’ Y Not configured

;ﬁ Email

Not configured

E Exchange ActiveSync

Not configured

= LDAP

APN

Not configured

&

Single App Mode

Not configured

E

Not configured
i0S 11.3+

TV Remote

Not configured

macOS (10.5+)

Not configured

Messages
Single App Mode

Not configured

©

Not configured
AD Certificate

Not configured Conference Room Display

[g]

Not configured kb Ny Restrictions Time Machine Not configured
=g AirPrint H ot confgured Not configured ) )
Contacts = Not configured 3 AirPlay Security
\;-J Not configured @ Login Window Xsan L2 Not configured

CalDAV

Not configured

. VPN
]
W Not configured

Web Clip

Not configured

. Security & Privacy

Not configured

| Font

¥ Not configured

Web Content Filter

Not configured

Single Sign-On

Not configured

e O

i0S 8+

) Managed Domains

Not configured

L&

macOS Server Accounts

(%)

Not configured

Network Usage Rules

Not configured

®

¥ @ <

=

Not configured

Login Items

Not configured

Mobility

Not configured

Dock

Not configured

Printing

Not configured

Parental Controls

Not configured

£ § o 9

©
2

o«

Search and Show only configured (FW 10+)

Not configured
Home Screen Layout

Proxies Not configured

9
Not configured
macOS (10.9+) . TV Remote
Disk Encryption Not configured

Not configured
macOs (10.12+)
Smart Card Settings

Not configured

System Migration Settings

Not configured

Two features introduced in FileWave 10 are a search field to locate specific settings and the ability to display only the configured payloads in a

profile.

macOS, iOS and tvOS

General

The first item encountered in Profile Editor is the General settings. This is not a profile nor payload type; it's a header for any profile to be created.
Best practice for profiles is to create a single payload setting within each profile, giving it an descriptive name in the General settings. The key
settings to note are the Name, Security and Automatically Remove Profile. All other General settings are optional. You must give the Profile a
name for tracking purposes. The Security setting lets you decide if the profile can be removed by the end user or not. Users on unsupervised iOS
devices can remove profiles regardless of the settings here.



[ ] Profile Editor

General
show only configured
macOS, i0S and tvOS
Name
Display name of the profik (shown on device)
[required]
® Network Organization
7 Not configured Name of the organization for the profile
[optional]
= Certificates
I Not configured Description
Brief explanation of the contents of purpose of the profile
el SCEP
B ot configured
i0S and mac0s (10.7+)
ﬁ Passcode
Not configured
8 Email
= Not configured Consent
. Consent Text Description
E Exchange ActiveSync
Not configured
= LDAP
@
Not configured
| Contacts
Ld Not configured
CalDAV Security
Not configured Controls when the profile can be removed
— Ay B
Not configured Automatically Remove Profile

Settings for automatic profile removal

gy Web Clij =
o o B
Not configured

Please check Apple's Configuration Profile reference for OS
Cancel | 1validation error Settings  Load Profile (L

Note: Due to changes in how profiles are installed on OS X 10.10+, if you install a profile with Security set to Never, FileWave will not be able to
remove the profile and will ask for admin credentials on the client machines. The workaround is to use a password protected removal using the Wi
th Authorization option.

Automatically Remove Profile settings will disable the profile after a specific time interval or on a specific date. The recommendation is to leave
this set to Never and use FileWave to remove the profile when necessary. The Description and Consent fields are used to provide more detail
for troubleshooting purposes, and to display a text block asking the user to agree to the content of the Consent text when installing this profile
manually. If the profile is installed as part of a FileWave Fileset, the end user will not see this, however.

Network

Q

Network OJO
show only configured
macos, i0S and tvoS
eneral Network Interface
nera
[

Mandatory. et B

Ty b G Service Set dentifier (SSID)
| JRTSO——

[required]
. Certificates
N Hidden Network

[ SCEP 8 Auto Join
@

Disable Captive Network Detection (i0S only)
i0S and macos (10.7+)

’ Passcode Proxy Setup
Nore
Email B
& Security Type
EE Exchange ActiveSync Nane B
Restrct Fast Lane QoS Marking
Lonp Abow At Aoos B
o Contacts
Plea: i Profile reference for

Cancel 1 validation error Settings  Load Profile (I




Legacy Hotspot

Passpoint

First Active Ethernet (macOS only)
Second Active Ethernet (macQOS only)
Third Active Ethernet (macOS only)
First Ethernet (macOS only)

Second Ethernet (macOS only)

Third Ethernet (macOS only)

Any Ethernet (macOS only)

This payload allows you to preconfigure network settings for your devices. You can define Wi-Fi, Legacy Hotspot, Passpoint, or Ethernet (macOS
only) settings, including Auto Join, Proxy, Wi-Fi Security, and 802.1x.

LJ Profile Editor
P ——
(Q search er
N Certificates OJO
show only configured
macO0s, iOS and tvOS
Credential name
i General [1] Name or description of the credential
= Wandatory
m Network
= Not configured .
St .1
= Certificate authority: AlphaSSL CA - SHA256 - G2
Expiration date: Thu Mar 26 19:32:07 2020 GMT
[\ SCEP

] Not configures Show Details

i0S and mac0s (10.7+)

» Passcode
Not configured

E Exchange ActiveSync
Not configured

Please check Apple's Configuration Profile reference for O compatibility.
Cancel | 1validation error Settings Load Profile (WS

The Certificates payload lets you designate PKCS1 or PKCS12 certificate data to be stored on managed devices. You can specify institutional
certificates or any other certificates required for access to your network services.

SCEP



D Profile Editor

aQ

SCEP O®
show only configured
macos, i0S and tvOS
URL
- General
;)
Mandstory
required]
@ Nework Name
. Certificates optional
Sublect
S o onal] Ex. O=Company Name/CN=Fo
T Subjet Alternative Name Type
Passcode
y Nore B
Sublect Alternative Name Value
B
EE Exchange ActiveSync NT Principal Name
= LDAP
@ Retries.
B o= 3

Retry Delay

caoav
2 ©

Certifcate Expiration Notification Threshold (macOS only)

o ven
u
o Web i
Chatenge
Security & privacy
°
ey size
Font
F P
o B
05 and macos (10.104) Use s dighal sgnaure
Usefor key enciherment
AirPlay Mirroring y enee!
= Fgerpint
Command polc picna)
8 v

Create from Certficate.
108 and tvos
Glabal HITP Proxy Allow access to all apps (macOS only)

Allow export from keychain (macOS only)
i0s

i Restrictions
13

Please check

Cancel 1 validation error Setings  Load Profile (WS

The SCEP, or Simple Certificate Enroliment Protocol, payload is used to define the X.500 information needed by an institution for a connected
device. You may also import a certificate to provide all the needed settings.

iOS and macOS (10.7+)

These settings are unified and can apply to any supported iOS device as well as any OS X device running 10.7 Lion or higher.

Passcode

[see ______________________nhere ]
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Passcode allows you to establish a more complex passcode rule for end users, including requiring a minimum length, alphanumerics, and time
limits. A few of the key settings are:

® Maximum passcode age: requires user to change passcode within defined timeframe
® Auto-Lock: defines the amount of time the device can be idle before it locks
® Grace period for device lock: defines the amount of time after the device locks before a passcode is required



Email

° Profile Editor

Q

SIS
show only configured Email

i0S and mac0s (10.7+)
Account Description

VR
My Mail Account
o Account Type
Gz Exchange e B
e User Display Name
= LDAP

@

Email Address.

‘ Contacts

E calpAv Allow user to move messages from this account
Allow recent addresses to be synced
VPN
Y
o Use Only in Mail
Web Clip Enable SMIME Signing
Security & Privacy : N
) Allow user to enable or disable S/MIME signing
Enable S/MIME encryption by default
Font Allow user to enable or disable S/MIME encryption
\E . Enable per-message encryption switch
108 and macos (10.10+)
(CEZEEIZN owgoing Mai
AirPlay Mirroring
o Mal Server and Port
j; Command policy mail.example.com
User Name

i0S and tvos

@ Global HTTP Proxy
o u Authentication Type

ios
Passwora
p\ Restrictions o
= N Password
2 Subscribed Calendars
Use SSL
S APN
Please e Profile reference fo
Cancel 1 valdation error Settings  Load Profile (T

Email settings allow the systems administrator to predefine key SMTP or IMAP settings for users, such as host server, requirement to use only a
defined server for sending mail, use of S/IMIME, and SSL. This is one of the profiles that can be configured for parameterized profile settings if the
client device is associated with an LDAP directory.

Exchange ActiveSync



Q search
show only configured
108 and mac0s (10.7+)

Exchange OO

Account Name

() Passcode
» Name forthe Exchange Activesyne account
Not configured

[required]
.‘ Email Connection Type

Excnange Activesyne (10S only)
s Domain

Domain for the account. Leave Domain and user biank to sat user on davice

= LDAP [set on device]
Not configured

‘ Contacts
Not configured

ccount with optional domain (e.g. “user" or “domainuser”) (required for

[set on device]
@ calbav Email Address

Not configured he addr

he account (e.g. "john@company.com’) (required for supervised devices)

A VPN [defaults to username@host]
B configured Allow user to move messages from this account
Messages can be moved out of this account nto another

Web Clip Allow recent addresses to be synced

Not configured Include this account n recent address syncing

Allow Mail Drop

@ Security & Privacy Allow Mail Drop for this accaunt
@ Not configured :
Use Only in Mail
Send outgaing mel from this account only from Ve 2
[+ Font oo e oot "
F Use OAuth for authentication

Not configured

Password
10S and mac0s (10.10+) ‘The password for the account (e.g. "MyP4sswOrd!")
AirPlay Mirroring foptional]

Not configured Exchange ActiveSync Host

Microsoft Exchange Server

§ Q} Command Policy ’
Not configured [required]

p Use SSL
i0S and tvos
Send all communication through secure sockat layer
‘®‘ Global HTTP Proxy Past Days of Mail to Sync
Not configured The number o past days of mail o synchronize
o5 Tweek
Please check Apple's Confi Profile reference for 0S

Cancel 1 validation error Settings Load Profile (S

Profile Editor

(Q search ) Authentication Credential Name
show only configured Name or description for ActiveSync |
iOS and macOS (10.7+) [optional]
-, Passcode Authentication Credential
ﬁ Not configured Credential for authenticating the ActiveSync account
Add credentials in the Certificates payload >
. Email L .
xﬁ Authentication Credential Passphrase
55 1 payload(s) configured.
The device will prompt the user for the passphrase if not given
[optional]
Enable S/MIME signing
Allow user to enable or disable S/MIME signing
LDAP Enable S/MIME encryption by default
Not configured Allow user to enable or disable S/MIME encryption
Enable per-message encryption switch
, Contacts
\ﬂ Allow the user to choose whether to encrypt each message
Not configured )
Header Magic
CalDAV The X-Apple-Config-Magic header in each EAS HTTP request
; Not configured [optional]
Communication Service Rules
@ VPN Default app to be used when calling contacts from this account
Not configured -
[optional]
st Web Clip
Please check Apple's Configuration Profile reference for OS compatibility.
Cancel 1 validation error Settings Load Profile Save |

Exchange ActiveSync is a payload that lets you predefine settings for users' access to Microsoft Exchange services. New with FileWave 11's
support for iOS 9.3 is an "Allow Mail Drop" option for the Exchange payload (Mail Drop lets you send large files like videos, presentations, and
images through iCloud. For more info, see: https://support.apple.com/en-us/HT203093.

LDAP


https://support.apple.com/en-us/HT203093

The LDAP payload provides the ability to link the device to an LDAP server for lookup and configuration access. You can provide authentication
for secure server access, or use just the hostname to gain anonymous access to the network directory. Some of the settings include SSL usage
and search criteria. This is not a binding profile since iOS devices cannot be bound to a network directory. For macOS computers, use the
Directory payload for binding.

Contacts

° Profile Editor

§ Contacts o¢
show only configured

i0S and mac0s (10.7+)

Passcode
P 4

* Email
{required] 343
Eg Exchange ActiveSync Principal URL

Account Description

foptional]

Account Host Name and Port

. [optionall
AP
- m
Account Username.

P Conects ,

1 payload(s) configured.

= calbAv

1 VPN
<Y

Account Password

Use SSL
Communication Service Rules
gom Web Cli §

g (optiona

Securitv & Privacy

Please le Profile reference for

Cancel 3 validation errors settings  Load Profile  (UEECH

The Contacts payload provides settings to allow access to CardDAV servers. This payload supports parameterized profiles.

CalDAV



° Profile Editor

(Q search ) CalDAV G

show only configured

oS endmecoeldoz) Account Description

Passcode The dsplay name of the accaunt
£ Not configured My CalDAV Account
o Account Host Name and Port
. Email
Y The CalDAV hostname or P address and port number
Not corfigured
[required] 1 8843
E Exchange ActiveSync Principal URL
Not configured The principal URL for the CalDAV acount
. LoAP [optional]
@
il Not configured Account Username
The CaDAY usermme
. Contacts

Not configured
Account Password

The GalDAV password

(1]
€ Use ssL
A, VPN o
Enable s fonwith the GaoAV srver
BN o configured
Apple's Configuration Profil reference for OS
Cancel 2 validation errors Settings  Load Profile

The CalDAV payload provides settings for access to CalDAV (Calendar) servers. This payload supports parameterized profiles.

VPN

Use the VPN payload to establish settings for a device to connect to a virtual private network. Settings include the user and machine
authentication methods (including shared secret or certificate), proxy settings, and ability to force all network traffic through VPN.

Web Clip

= Profile Editor
li o
show only configured Web © P
i0S and macOS (10.7+) Label
’ Passcode
configun [required]
u Email R
[required]
EH Exchange ActiveSync Removable (10S only)

Icon

Loap

o D

g CalDAv Choose...

Precomposed icon (10S only)

veN
Full Screen (i0S only)

.
a
0
o

Please check Apple's Configuration Profile reference for
Cancel 2 validation errors settings  Load Profile (T




The Web Clip payload lets you assign URL's as 'miniApps' to a managed device. Settings include the URL for the clip, an icon for the item, and
the ability to force the clip to open as a full screen application. The Web Clip is deployed as a regular application on iOS and as a Dock item on
macOS.
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Q search

show only configured

Security & Privacy S

@ calDAV General (mac0s Only) [MEIEEINGEECEIIN Firewall  Privacy

Not configured . § X
Use Disk Encryption payload instead

VPN
Not configured

a2

Web Clip

Not configured

Security & Privacy
1 payload(s) configured.

- Font

F

Not configured
i0S and macOS (10.10+)
AirPlay Mirroring
Not configured
7%, Command Policy
Not configured

iNS and tuns

Apple’s Configuration Profile reference for OS

Cancel | 1 validation error Settings Load Profile  [JEEI
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The Security & Privacy payload allows managed devices to be configured with access to specific sources for application downloads (macOS only
Gatekeeper), Firewall settings, and specify if diagnostic information will be sent to Apple or not.
FileVault 2 settings are can be configured using the Disk Encryption payload.

Font
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The Font payload allows you send a specific font set to a device. This capability is very handy for insuring an iOS device has the same font
installed for a document that is also being worked on with macOS computes.



iOS and macOS (10.10+)
This payload is for iOS and macOS
AirPlay Mirroring

° Profile Editor

Q search )| -
AirPlay Mirroring S

show only configured
Web Clij
.
Not configured Passwords
Device Name Password Scan Time

. Security & Privacy
()

Not configured

Font

E 1 payload(s) configured.

108 and mac0S (10.104)
E Whitelist
{5, Command Policy
82 ot coniguss
108 and tvos

@ Global HTTP Proxy
' Not configured

ios
)y Restrictions

Not configured

Apple's Cq Profile reference for S

Cancel 2 validation errors Settings  Load Profile  [UEEN

AirPlay Mirroring payloads are for assignment of specific AirPlay devices to designated Apple TVs. A Group of iOS devices can be assigned to a
certain Apple TV with the password imbedded in the profile. Other devices would not be able to connect to that Apple TV. You can also provide a
set of whitelisted Apple TVs that the managed device can use for AirPlay.

Command Policy

D Profile Editor

Q search N
" Command Policy S
show only configured
Web Clip
5
Not configured Voice Roaming (iPhone devices only)

| Security & Privacy

O \otcontioued ot change Vs Roaring
= Font Data Roaming (i0S devices only)
== Not configured - ° - -

Don't change Data Roaming
i0S and macOS (10.10+)
Wallpaper (i0S devices only)

Ej AirPlay Mirroring Set wallpaper (supervised devic paper willbe reset once a day.
Not configured Dont change wallpaper 2]
6 Command Policy Lock Screen Grace Period (Shared iPad only)
1 payload(s) configured.

i0S and tvos
Not set <
@ Global HTTP Proxy

Not configured

Bluetooth (i0S 11.3+ and macOS 10.13.4+)

etooth Modification

This setting takes offect even when the “allow

ios

Don'tchange Bivetootn
r\q Restrictions

Not configured

heck Apple's Configuration Profile reference for 03
Cancel | 2 validation errors Settings  Load Profie (WU

These settings determine the voice and data roaming, Wallpaper, Lock Screen Grace Period, or Bluetooth. The commands are sent at each Verif
y from FileWave.

iOS and tvOS

Global HTTP Proxy



° Profile Editor

(Q search

Global HTTP Proxy (supervised only) S

show only configured

- Web Clij
.

Proxy Type
| Security & Privacy Configures proxy settings to be used with this network
F Font
Mot confioured Proxy Server and Port
Hostname or [P address, and port number for the proxy server
i0S and macos (10.10+) _
[required]

AirPlay Mirroring Authentication

Not configured

{bl Command Policy [optional
Not configured Password
TeTeE] Password uset to authenticato with the proxy
[optional]
@ L] Allow bypassing proxy to access captive networks
ios
(v Restrictions
18 ot configured
Apple's Confi ion Profile reference for OS
Cancel | 2 validation errors Settings  Load Profile [N

Global HTTP Proxy payload settings allow supervised iOS devices to be linked to a master network proxy for web content.

i0S
These payloads apply to all supported iOS devices.

Restrictions

Restrictions allow for the establishment of tight controls over institutional iOS devices, and can be used for managing BYOD/1:1 devices. These
settings include controlling access to the camera, Siri, iTunes, and iCloud. This payload also contains 'Manage open in' and GameCenter
controls, as well as content management by age appropriate settings. Note that many of the settings require the device to be supervised. That
means the device must be institutionally purchased and configured with either DEP, or with Apple Configurator.
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° Profile Editor

(@ search

" Restrictions @
show only configured

i0S and macOS (10.10+)

E AirPlay Mirroring
Not configured

Functionality  Apps

Ratings region

Sets the region for the ratings
2, Command Policy -
08 United Stetes B
Not configured
. Allowed content ratings
i0S and tvOs
Sets the maximunm ratings
@ Global HTTP Proxy Movies:  Allow All Movies B
&Y ot configured =
TV Shows:  Allow All TV Shows H
ios -
Apps:  Allow All apps B
f‘% Allow playback of explicit music, podcasts and Tunes U

Allow explicit sexual content in iBooks Store
Subscribed Calendars

Not configured

%% APN

W
Notcofigure

(@ Single App Mode

Apple's Configuration Profile reference for OS

Cancel | 2 validation errors Settings  Load Profile

New with FileWave 11's support for iOS 9.3 are the following restrictions, which apply to supervised devices:

* Allow Apple Music — If set to false, Music service is disabled and Music app reverts to classic mode. Defaults to true.
® Allow Radio — If set to false, iTunes Radio is disabled. Defaults to true.
® Restrict App Usage:

® Allow All Apps

® Allow Some Apps Only, where you can specify what apps are allowed

* Don't Allow Some Apps, where you can specify what apps are not allowed

Subscribed Calendars



° Profile Editor

(@ search

N Subscribed Calendars O®
show only configured

Restrictions Descript
fr escription
11 ot configured

e descrption of the calendar subscrition
4 Subscribed Calendars My Subscribed Calendar
B st confired. AL

e URL ofthe calendar e

2 APN

O required]

L S lsaied
Username

[ Sinole Avp Mode e username for this subscription

S Not configured

[optional]
i0s7+ password
ArPrint The password for this subscript
% Not configured [optional]
Use sSL
@ Web Content Filter
P Not configured
@ Single Sign-on
Not configured
058+
Apple's Configuration Profile reference for OS
Cancel | 3 validation errors Settings  Load Profile

The Subscribed Calendars payload lets you provide predefined shared calendar information for your end users on managed devices. The settings
work with parameterized profiles.

APN

° Profile Editor

(Q search

" APN -
show only configured
(8} Restrictions
05

Access point name (APN)
Not configured

The name of the carrier (GPRS) access paint
@ Subscribed Calendars [required]
Not configured Access Point User Name

The user name to connect to the

$0% (1] [optional]

Access Point Password
@ Single App Mode The password to connect to the access point.
% Not configured

[optional]

057+ Proxy Server and Port

ArPrint Hostname or 1P address, and port number for the proxy serve
E Not configured [optional]

Web Content Filter

Not configured

Single Sign-On

Not configured

i0S 8+

Please check Apple's Configuration Profile reference for S compatibility.

Cancel | 2 validation errors Settings Load Profile (WS
T —

The APN payload allows systems administrators the ability to manage Carrier Access Point Name configuration for iOS devices with cellular
services enabled.

Single App Mode



° Profile Editor

(@ search

Single App Mode (supervised only) S

show only configured

[ Restrictions
5

This profile can only be applied to devices in Supervised Mode
Not configured

[required] Choose
@ Subscribed Calendars
Mot confioured Options (105 7 only)
Disable Touch Enable Voice Over
{9} APN o Disable Device Rotation Enable Zoom
ks Disable Volume Buttons. Enable Invert Colors
- Disable Ringer Switch Enable Assistive Touch
() o Disable Sleep Wake Button Enable Speak Selection
8 Disable Auto Lock Enable Mono Audio
i0s 7+
User Enabed Options (10S 7 only)
a Airprint Voice Over
Not configured

Zoom
@ Web Content Filter Invert Colors

3 Assistive Touch
Not configured

(@, singlesign-on
-

Not configured

i0s 8+
Apple's Configuration Profile reference for OS
Cancel | 2 validation errors Settings Load Profile  [JEEAN

The Single App Mode payload is designed to allow you to configure supervised iOS devices so that they open into a single application. If a user
turns the device off, when restarted, it will reopen into the designated app as long as the profile is active on the device. This payload is best used
in testing or kiosk environments. Setup requires the use of Apple Configurator to force the device into supervised mode. The payload also allows
you to deactivate several other options, such as Auto Lock, Device Rotation, and Volume buttons. You select the app from the list of iOS apps
added to Filesets. The iOS app Fileset must also be associated with the device in order for this process to work.

iOS 7+ settings

Payloads for iOS devices running iOS 7 and higher.

AirPrint

o Profile Editor

(Q search

AirPrint S
show only configured
TUS ana tvus

@ Global HTTP Proxy Printers
¥ Not configured IP Address Port Resource Path Use TLS

ios

Restrictions

e

Not configured

Subscribed Calendars

\.’yj

Not configured

L,

&

APN

Not configured +

Single App Mode

£

Not configured

i0S 7+

min}

Web Content Filter

Not confiaured

®

Please check Apple's Configuration Profile reference for OS compatibility.

Cancel 1 validation error Settings Load Profile [l

Use the AirPrint payload to designate AirPrint capable printers for managed iOS devices. The settings can be manually entered IP addresses or
discoverable (Bonjour) devices.



Web Content Filter (supervised only)

Profile Editor

Q search

show only configured
ot configured

Web Content Filter (supervised only) S

Allowed Websites
Subscribed Calendars
Not configured Builtin: Limit Adult Content

Permitted URLS

Each entry contains a URL that will be allowed

APN

Not configured

6 @

Single App Mode

Not configured
087+

AirPrint

Not configured

single Sign-0n

® oo .

Not configured
i0S 8+

Managed Domains
Not configured

L)

Blacklisted URLs
macOs Server Accounts Each entry contains a URL that will not be a

Not configured

Network Usage Rules

Not configured

Cellular

Not configured
059.3+

Home Screen Layout

Not configured

Lock Screen Message
Not configured

Google Account

Not configured Q

, @ & % 6

Please check Apple's Confi Profile reference for 0S
Cancel 1 validation error Settings Load Profile (A

The Web Content Filter payload supports whitelists and blacklists for web access, as well as setting a basic content filter to control access to adult
content.

Single Sign-On

N
(Q search )

show only configured
== Vot configured

Single Sign-On G

Account Name

Q Subscribed Calendars
2 Oisplay name o the accourt
Not configured
[required]
ié} o Principal Name
Not configured Principal name of the ac
required
@ Single App Mode lreqited)
Not configured Realm
Reaim of the aceount
i0S 7+
[required]
AirPrint

Renewal Certificate
Not configured
Certificate used to renew the Kerberas credential without user interaction

Web Content Filter No certificate payloa i configured 2
Not configured Limit this account to specific URL patterns

This account will only be used for URLS that match the following patte

i0S 8+

Managed Domains

Not configured

macOS Server Accounts

Not configured

Network Usage Rules
Not configured
Limit this account to specific applications

Cellular “This account will only be used for the following application Identifiers

Not configured
i059.3+
Home Screen Layout

Not configured

Lock Screen Message

Not configured

Google Account
Not configured v

@@ & 926 6 200

Please check Apple's Configuration Profile reference for 0S compatibility.
Cancel 1 validation error Settings  Load Profile  (QEEIE




The Single Sign-On (SSO) payload allows you to configure Kerberos access for your managed device to specific services and applications.

i0S 8+

These settings are for iOS 8 or higher only.

Managed Domains

ry Profile Editor

Q search

show only configured
== ot configured

Managed Domains S

Unmarked Email Domains
E Subscribed Calendars

Not configured

24 APN
Lo i~

single App Mode

087+

E AirPrint
Not configured

G Web Content Filter

5P Not configured Managed Safari Web Domains

hich documents will be considered managed

@ Single Sign-On
—

Not configured

i0S 8+

@ Managed Domains
B 1 payioad(s) configured.

e macOS Server Accounts

Not configured

@ Network Usage Rules

Not configured

Cellular Safari Password Autofill Domains (supervised only)
Not configured erns of websites for which passwords can be saved
05 9.3+

Home Screen Layout

€

Not configured

a Lock Screen Message

Not configured

#~  Google Account
Not configured
® Notifications

Please check Apple's Confi Profile reference for 0S

Cancel 1 validation error Settings | Load Profie  (WECTN

Managed domains can be set for mail and web sites. For mail, you specify "safe" email domains; e.g. filewave.com and any mail coming from, or
being sent to another domain will be highlighted. On the web side, documents from approved domains will be considered as managed. This will
allow a Web Clip from an approved domain to function while a PDF from an unapproved domain won't be allowed to open in any managed
application. New with FileWave 11 and iOS 9.3 is the ability to specify the URL patterns fro which passwords can be saved for supervised
devices.

macOS Server Accounts


http://filewave.com/

Pre

Editor

Q search

N macOS Server Accounts O®
show only configured

Single Sign-On

Not configured

Account Description

he display name for the macOS Server Account

i0S 8+ My macOS Server Account
Managed Domains macOS Server Host Name or IP Address
@, vt
[required]
macOS Server Account
> 2 User Name
1payload(s) configured.
The usor nameof tho macos
(G Nework Usage Rues [required]
Not configured Password
The password fo the mac0S Server Account

Cellular

Not configured optional]

Documents Server Port
05 9.3+

the documents service.
Home Screen Layout

Not configured

n Lock Screen Message
Not configured

Apple’s Configuration Profile reference for OS

Cancel | 1 validation error

Settings  Load Profile

These settings allow you to pre-configure macOS file servers for access by managed users.

Network Usage Rules

Profile Editor

(Q search
Network Usage Rules S
show only configured
@ Single Sign-On Network Usage Rules
Not configured ‘Specify how managed apps use cellular data networks
i0S 8+ App Identifier Allow Cellular Data  Allow Data Roaming
e Managed Domains
4% Not configured

macOS Server Accounts
Not configured

@

Cellular

Not configured

05 9.3+

@ Home Screen Layout

=7 Not configured

Lock Screen Message
Not configured
Please check Apple's Configuration Profile reference for OS compatibility.

Cancel 1 validation error Settings  Load Profile (A

These setting specify how managed apps use cellular data networks.

Cellular

Q search

show only configured Cellular -

Single Sign-On

Not configured

Configured APN Types

oot 61
[E3E0 Defalt APN Name
@ Vonaged vomains Name of the carrer access point
Not configured [required]

e macOS Server Accounts
Not configured

Default APN Authentication Type

Authentication type

use for the connect

PaP

Default APN User Name

@ Network Usage Rules

=] Not configured

User name for uthenticating the connection
ti I

& colluiar : [optionall

" 1payload(s) configured. Default APN Password

Passwiord for authenticating the connection

i059.3+
[optional]
Home Screen Layout

Default APN Supported IP Versions
Not configured
Supported Internet Protocal versions for the connaction

n Lock Screen Message -
Not configured

Apple’s Configuration Profile reference for OS

Cancel | 1 validation error

Settings  Load Profile




Use this payload for cellular settings. In iOS 7 or later, the APN payload is deprecated in favor of the Cellular payload.

i0S 9.3+

These settings apply to iOS devices running iOS 9.3 or higher.

Home Screen Layout (supervised only)

D Profile Editor
(Q search

I ——— Home Screen Layout (supervised only) S

Cellular Dock

Not configured

05 9.3+

@ Home Screen Layout
=’ 1 payload(s) configured.

ﬂ Lock Screen Message
Not configured

#~  Google Account

Not configured

Page 1

® Notifications

Not configured

i0511.0+
‘9 DNS Proxy
Not configured

08 11.3+ i Add Page

Apple's Cq ion Profile reference for OS

Cancel 1 validation error Settings  Load Profile  [UEEN

With supervised devices, you can specify the home screen layout including which apps are in the Dock and which apps appear where on different
pages of the home screen.
Lock Screen Message

° Profile Editor

(@ search

N Lock Screen Message S
show only configured

iw Cellular "If Lost, Return to..." Message
Not configured [optional]
05 9.3+ Message displayed on the login window and lock screen

Asset Tag Information
Home Screen Layout

Not configured

e

[optional]

Message

splayed at the bottom of the log

Google Account

G @

Not configured

Notifications

Not configured

i0811.0+

% DNS Proxy
Y87 ot configured

i0S 1.3+

Apple's Configuration Profile reference for OS

Cancel | 1 validation error Settings  Load Profile  [WEEIN

This allows you to specify the text to be displayed in the login window and on the lock screen. Devices do not have to be supervised to use this
payload type.

Google Account



Q search

N Google Account -
show only configured
g Cellular Account Description
Q@ -

i059.3+ [optional]

Account Name
Home Screen Layout

Not configured

he full name of the user for the account

€

[optional]
Lock Screen Message Email Address

Not configured The Google emal address of the account

() @

[required]
o Communication Service Rules
Detauit 30p . when calling contacts from this account
@ Notifications foptional]
Not configured
i0S11.0+
'w DNS Proxy
? Not configured
i0S 1.3+
Apple's i ion Profile reference for OS
Cancel  1valid: error Settings Load Profile

This payload type is used to configure Google accounts. The user will be prompted to sign in to the configured account(s).

Notifications

(@ search P
Notifications -
show only configured
q Cellular Notification Settings
Not configured Configure notficaton settings for each app

05 9.3+

Home Screen Layout

€

Not configured

Lock Screen Message

Not configured

Google Account
Not configured

e @

i0511.0+
@ DNS Proxy
Not configured
i0S11.3+
Please check Apple's Configuration Profile reference for OS compatibilty.

Cancel 1 validation error Settings  Load Profile (A

@ Notification Settings for “Calendar* I

(Q Search Notif Choose how users will receive notifications from the -
show only configured = selected app.
o AppName: 4 Calendar
(58 Settings: [ Allow Notifications
@ Hom s Lavon Show in Notification Center
= Not configured Show in Lock Screen

Allow Sounds

n Lock Screen Message Alow Badging

Notconfioured Show in CarPlay

Critical Alerts

#~  Google Account
I onfigured Unlocked Alert Style: ~ Banner B

° Notification Grouping:  Automatic

- Cance

105 11.0+
DNS Proxy

®

Not configured

08 11.3+
- TV Remote
Not configured
macOs (10.6+)

Please check Apple's Configuration Profile reference for OS compatibility.

Cancel 1 validation error Settings | Load Profile | Save

This payload type is used to enforce notification settings for each app. These settings only affect supervised devices.



iOS 11.0+
DNS Proxy (supervised only)

D Profile Editor

Q search

i -
———— DNS Proxy (supervised only)
@ Notifications App Bundle ID
Not configured Bundio idantiir of the app containing the DNS proxy netiork extension
i0S 1.0+ [required]
@ DNsProsy \ Provider Bundle ID
P& 1 payioacs) contigured. Bunclo identiir of the DS proxy natwork extension to use
[optional]
108 11.3+
Provider Configuration

. TV Remote Vendor specific configuration values

Not configured Key Type Value

macOs (10.5+)
() Restrictions
@ Login Window
=7 Not configured
(y Loginttems
BB ot configured
Upload File... Add Item Delete Item

Mobilitv

heck Apple's C Profile reference for OS
Cancel 1 validation error Settings  Load Profie (WU

Use this section to configure DNS procy settings. These settings will only affect supervised devices.

iOS 11.3+
TV Remote (supervised only)

° Profile Editor

Q search

show only configured

TV Remote (supervised only)

Notifications Whitelisted Apple TVs

Not configured Apple TV R p will be able to control only the specified Apple TVs. An empty lst will
allow ¢ pple TVs
[ESURKS MAC Address
') DNS Proxy
Not configured
i0S 1.3+

macOs (10.5+)

Ny Restrictions
[

Not configured
@ Login Window
~’ Not configured
(y ‘toginitems
BB ot configured

Mobility
Please check Apple's Configuration Profile reference for OS compatibility.
Cancel 1 validation error Settings  Load Profile (A

Use this section to configure the list of Apple TVs that can be controlled using the Remote app. these settings will only affect supervised devices.

macOS (10.5+)

These settings are for macOS only. Settings applied to systems running OS X pre-Lion will be sent as Managed Client property lists (mcx.plists);

settings sent to OS X 10.7 — 10.11 and macOS Sierra (10.12) will be sent as managed profiles.
Note: In order to keep using mcx.plists, you must be using the 8.1.5 version of the FileWave client. Newer versions of the client do not

convert profiles to mex.plists.

Restrictions



R S Y
.

Profile Editor

(Qsearch

~ show only configured

Restrictions S

Notifications Preferences  Apps [WULCLGN| Media  Sharing  Functionality

Not configured

Allow only the following Dashboard widgets to run
05110+

Allow Widgets:

DNS Proxy ‘The user can always run these widgets

Not configured

08 1.3+

TV Remote

Not configured

macos (10.5+)

Login Window .

® > 8 9

Not configured

Login Items.
Not configured

el

. Mobility

Apple's ion Profile reference for OS
Cancel | 1validation error Settings  Load Profile
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Qs
show only configured Restrictions N
® Notifications Preferences  Apps  Widgets  Media [EIEIII Functionality
05 11.0+ 9 AirDrop
& ovsrrow Mail
Messages
108 11.3+ @ Notes
-] TV Remote Reminders
Add to Reading List
macos (10.84) £ Add to Photos
o0 Add to Aperture
L
Twitter
@) Losin Window i
- Linkedin
(y osinitems Video Services - Fiickr, Vimeo, Tudou and Youku
= Sina Weibo
Mobility Automatically enable new sharing services
M Dock
Apple's Confi Profile reference for O!
Cancel 1 validation error Settings  Load Profie (S

The restrictions payload contains settings to limit access to system preferences, applications, Widgets, media, and sharing services. Preferences
now includes all Systems Preferences plus the 3rd party Preference panes that are installed on the FileWave Admin machine. If you want to
control 3rd party Preference panes on client devices, you must have that same item installed on your administration machine in order to have it
show up in the list for management.

For application control, the best practice is to designate the 'safe' paths for applications, such as /Applications; then designate restricted paths to
'unsafe' areas. Do not try to specify all 'allowed' applications because you will also have to locate all helper and sub-launched apps.

Some of the settings include control over AirDrop and App Store app adoption, Other settings include the ability to manage access to media, such
as external drives, USB flash drives, and Game Center, plus the ability to manage access to shared services such as Twitter and Facebook.
Desktop settings allow control of the Desktop picture, Camera use, iCloud documents, data and passwords, and Spotlight suggestions.

Login Window



Profile Editor
A

Q search

show only configured

Notifications (LN options  Access  Scripts

Login Window

o
Not configured eading:  vare
i0S11.0+
Message:
@ DNS Proxy
Not configured
s Style: | Name and password text fields
TV Remote (© List of users able to use these computers
. Not configured Show local users
macos (10.5+) Show mobile accounts.
Show network users
Ny Restrictions Show computer's administrators
(B I configured Show "Other..."
Show the Shut Down button
@ Show the Restart button

Show the Sleep button

4y Logintems Disable immediate Screen Lock
ain

Not configured

. Mobility
Please check Apple's Configuration Profile reference for OS compatibility.

Cancel 1 validation error Settings  Load Profile

° Profile Editor

(Q search

~ show only configured Login Window
Hoteontiaured Window [EETIEM Access  Scripts
08 11.0+
Show password hint when needed and available
DNS Proxy | Disable automatic login
Not configured Disable Apple ID setup during login
ESmen Disable Siri setup during login
Disable Privacy consent window during login
TV Remote Disable iCloud Storage window during login
Not configured Disable Choose Your Lok window during login

macos (10.5+) Enable >console login
Enable Fast User Switching
Restrictions

Not configured

Log out users after: 30 minutes of inactivity (minimum 3 minutes)

Computer administrators may refresh or disable management
Set computer name to computer record name

Enable external accounts
Allow Guest User

® 7 B8 ®

Login Items

A o Start screen saver after: | Never <
S Use screen saver module at path:
T rotcotues [System/Library/Screen Savers/Flurry.saver
e
Please check Apple's C: Profile reference for OS
Cancel 1validation error Settings  Load Profile

° Profile Editor

Q search Loain Wind
= ogin Window S
CIECTYCEE ) 9
#= Google Account
9 . Window  Options [l Scripts
Allow
i0511.0+
& ooy
i0s11.3+ v
Deny
macos (10.5+)
(j\ Restrictions
B |
@ Y TS——
Local-only users use available workgroup settings
Login items Ignore workgroup nesting
[ £ Combine available workgroup settings
Always show workgroup dialog during login
Please check Apple's Configuration Profile reference for
Cancel 1 validation error Settings  Load Profile (ST




° Profile Editor

(Q search ) )
. Login Window S
show only configured
#=_ Google Account
Not configured Window  Options  Access [REIIEH
® Notifications Login script:  [optional] Select,
Not configured
0S11.0+ Also execute the client computer's LoginHook script
DNS Proxy Logout script: [optional] Select.

Not configured
Also execute the client computer's LogoutHook script

B =

i0S 11.3+
TV Remote The above settings e specifi prapertes inthe fle
Noteonfigured located on the client computer:
Tz St MK T ot g Ancrymous.
iy Restretins reas Soings ot the e e Clent vy
Not configured

Verify settings in com.apple.loginwindow.plist

®

() Loginitems
SB35 Not configured

Apple's Configuration Profile reference for OS
Cancel | 1 validation error Settings  Load Profile  [ECIT

The Login Window payload lets you configure the login window with a message, designate the type of login display (name/pwd or list), allow local
administrators to bypass management, allow the Guest account, configure a login window screen saver, limit device access to certain Groups,

and imbed login/logout scripts.

Login ltems
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Login ltems is a payload that can contain specified applications and network sharepoints to be activated at user login. The designated items will
launch or mount after the user logs in and the Finder launches.

Mobility
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° Profile Editor

Q search

show only configured

Login Window
Not configured

®

Login Items.
Not configured

Dock
Not configured

Printing

T @D E

Not configured

@

Parental Controls
Not configured

Finder
Not configured

E

Universal Access

Net confioucedt

©

Cancel | 1validation error

Please check Apple's Configuration Profile reference for OS compatit

e S

Mobility

Account Creation Rules

Delete mobile accounts:

) Hous | after user's next login

Setting this value to O causes the mobile account
to be deleted as soon as possible

V Deleted only after successful sync

Settings

Load Profile

QSearch

show only configured MOb”"y

Fe ¥ @ Jd ek ®

Universal Access.

Not configured

©

" Custom Settings

configured

|y Directory

Please check

Account Creation  Account Expiry [IEIIEH

WEEEEEEIEN Home sync Options

Sync: @ atlogin € at logout € in the backe & manually
Sync Folders.
@ ~Library

(3 ~/Documents/Microsoft User Data

Skip Items.
Skip tems that mateh any of th folowing:
Full Path ~/.SymAVQSFile
Full Path ~/Documents/Microsoft User Data/E.
Full Path ~ILibrary/Application Support/Syncs.
Full Path ~ILibrary/Application Support/Mobil
Merge with user's settings.

Cancel 1 validation error

Settings  Load Profile  (EEH




@ search
Mobilit: O
show only configured Yy
@ oo indew Account Creation  Account Expiry [N
Preference Sync [MEFCISTI Options
Qa Login Items
& Syne: B atlogin & atlogout & in the backe £ manually
Sync Folders
<
-
]
gy e convot Siip ltems
5 Full Path ~/.SymAVQSFile
. Finder
" FulPath  ~/Documents/Microsoft User Data
FulPath  ~/Library
@ Universal Access. Full Path ~/NAVMac800QSFile
Custom Settings .
] Merge with user's settings
J Directory
Please check Appl for o
Cancel 1validation error Settings  Load Profie (T
D Profile Editor
Q search .
Mobility S
show only configured
@ Login Window Account Creation  Account Expiry [SIIIE
Not configured y
Preference Sync  Home Sync [elil)
Login Items .
IA] Mot confoured Sync in the background:
©Manually ~ Every minutes
< Show status in menu bar

Q Dock

ﬁ Printing
., Parental Controls
. Finder

fﬁ Universal Access

Net confioucedt

Please check Apple's Configuration Profile reference for OS compatibility.

Cancel | 1validation error

Settings  Load Profile (A

Mobility allows you to create mobile accounts - network user accounts with portable home directories. Used in conjunction with the Login Window
payload, you can specify support for the External account, which is a mobile account with an externally attached home directory. The idea is to

have managed systems, bound to a network directory, where the user carries their home directory (USB/Thunderbolt drive) from device to device;
but still logs in as a network directory account.
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The Dock payload can be configured for shared computers that need to have a consistent look and feel regardless of user.



Printing

Qsearch Printi
show only configured rinting
printer L
Default Printer:  None B

Allow user to modify the printer list
Allow printers that connect directly to user's computer

Require an administrator password
Only show managed printers
Footer Settings
Print page footer (user name and date)
Include MAC Address
FontName: neveics [

Font Size:

le' Profile reference for
Cancel 1 validation error Settings  Load Profile (M

Printing payloads allow the assignment of network printers to managed computers, as well as the ability to force all print jobs to contain the
identity of the managed computer.

Parental Controls

Q Search P tal Control
Ciz /I arental ontrois
@ ‘oo Window (T Time Limits
Disable use of Dictation
Login Items Hide profanity in Dictionary
&2 Limit Access to websites by

« trying to limit access to adult websites
allowing access to the following webistes only

Mobility

Allow URLS:

Deny URLS:
. Finder =
@ Universal Access
Not configured
" Custom Settings
Please check Apple's Configuration Profile reference for
Cancel 1 validation error Settings  Load Profile  (UEEITH
Qsearch Parental Control
arental Controls S
show only configured
@ Login Window Content Fittering [ERIICINIIES
Enforce Limits
Curfews
Weekdays

Limit computer use to: 5 hours

Weekends

Limit computer use to: § hours

le' Profile reference for
Cancel 1 validation error Settings  Load Profile (M




0 Profile Editor
Q search

——— Parental Controls C

@ Login Window Content Fittering [IETEITITN
Enforce Limits
(y toginttems Alowances TN
Deny Access
. Mobility et computer ccess du pectied d
7 Sunday through Thursday

g Dock From ' to
Friday and Saturday

- Printing

Ly

‘.’ Finder

@ Universal Access

Custom Settings

Please check Apple's Configuration Profile reference for OS compatibity.

Cancel 1 validation error Settings  Load Profile  (ECITH

Parental Controls were designed to support 1:1's where policies required content filters for managed computers when they were away from the
managed network, as well as being able to set curfews and usage time limits for younger users. The payload is also very useful in open labs
where the ability to deny non-administrator access to systems past a certain time of day is recommended.

Finder

° Profile Editor

(Q search

show only configured Finder

s (G commancs

Not configured §
© Use regular Finder

Parental Controls Resiine ey
A Not configured Show these items on the desktop
Hard disks
‘L_ External disks

€Ds, DVDs and iPods.
Connected servers
P "
(@) Universa! Access Show warning before emptying the Trash
Not configured
7| Custom Settings
L_.EJ Not configured

7 Directory
HOF Not configured

Energy Saver
¥ ot configured

macOs (10.7+)

Please check Apple's Configuration Profile reference for OS compatibility.
Cancel | 1validation error Settings Load Profile  (EEEN)

LJ Profile Editor
(Qsearch D
X Finder &
show only configured
Printing Preferences

Select commands available to users

. Parental Controls Connect to Server

Mo Opons  ilog ox forfing servers ot ntwerk
Eject

‘. ects removable media and mountable volumes

Burn Disk

Go to Folder
+ to open files o faiders by typing a pathname
Restart
m Custom Settings
o Makes the restart command appear n the Apple menu

Not configured
° Shut Down

fﬂ Universal Access

Not configured

5 Directory Makes the shut down command appear in the Apple menu
©
% Not configured

Energy Saver

¥ Not configured

macos (10.7+)

Apple’s Configuration Profile reference for OS

Cancel | 1validation error Settings  Load Profile
T ——

The Finder payload is designed to allow for limited access to external devices as well as hiding commands such as Shutdown or Go to Folder on
common use / shared use systems.



Universal Access

Profile Editos
Q searc
show only configured

Universal Access S

- Printing EZIEM Hearing  Interacting

o Zoom Options
Parental Controls Enable Zoom via Scroll Wheel:
b Notes Enable Zoom via Keyboard:
.\ Finder Minimum Zoom: 1
& Not configured Maximum Zoom: 1
@ Show preview rectangle when zoomed out:
Smooth images:
Custom Settings it o7 Optis
==l Not config Invert colors:
. Use greyscale:
Directory
o Enhance Contrast:
Energy Saver Cursor Size: 1
o e Voice Over Options
ORI Enable VoiceOver
Identification
L
Apple Profile reference for
Cancel 1 validation error Settings  Load Profie ([T

T —
Profile Editor

(Q search

Universal Access =
show only configured

Printing Secing TN iteracting

Not configured
Flash the screen when an alert occurs

Parental Controls Play stereo audio as mono

Not configured

Finder

Not configured

© E

Custom Settings
Not configured

[

Directory
Not configured

&

Energy Saver

¥ ot configured

macOs (10.7+)

Please check Apple's Configuration Profile reference for OS compatibility.
Cancel 1 validation error Settings  Load Profile (A
T —

Q search

N Universal Access S
show only configured

ﬁPrinting RSPl nteracting

S " Enable Sticky Keys
+, Parental Controls + Display pressed keys on screen
L3 Not configured 7 Beep when a modifier key is set
‘; Finder Enable Siow Keys

Not configured Use click key sounds: ¥

@ Acceptance delay: (250 | milliseconds
Enable Mouse Keys
m Custom Settings
21 ot configured Initial delay:
short long
3 Directory
L ot configurea Meximum speed:
slow fast
Energy Saver Ignore built-in trackpad:
¥ Notconfigured
macos (10.7+)
Apple's Configuration Profile reference for OS
Cancel | 1validation error Settings  Load Profile [T

Universal Access payload settings are not just for special needs; but also contain settings for open labs and users who need additional services,
such as zoom. Examples are having screens flash at alerts versus beeping in an open lab, or configuring a Group of users' computers to support
zoom with the trackpad.

Custom Settings



° Profile Editor

(Qsearch Y )
N Custom Settings O®
show only configured
ﬁ Printing Preference Domain
Not configured e name of apre
[required]

/& Parental Controls
T Notconfigured Property List Values

" Key value pais or settings in the specified domain
i Finder ‘
Not configured Key Type Value

/ﬁ Universal Access

Not configured

7 Directory
Not configured

Energy Saver

¥ Notconfigured Upload File... Add tem Delete Item
macos (10.7+)

Apple's

ion Profile reference for OS

Cancel | 1 validation error

Settings  Load Profile
T —

Custom Settings payloads allow you to greatly expand your ability to provide templates and special settings for managed computers. You
configure the preferences for any application that supports property lists (.plist files), upload that configured .plist file, edit out the unneeded
portions, and your managed systems will see that payload as a managed set of configuration settings to follow for that application.
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The Directory payload allows you to configure binding to LDAP directories for your macOS systems. You can set up anonymous or authenticated
bindings.

Energy Saver

Q search E S
show only configured nergy Saver
ﬁ Printing Portable  Schedule

Not configured )
Sleep Options

Parental Controls Put the computer to sleep after a period of nactivity

Not configured Put the computer to sleep after: 10 Minutes

Finder Put the display(s) to sleep after: | & Minutes

oo

Notconfigured Put the hard disk(s) to sleep whenever possible

Universal Access Wake Options
Not canfigured Settings for waking the computer from sleep
Wake for Ethernet network administrator access

Custom Settings Allow power button to sleep the computer
Not configured Other Options
Aditional power settings for the computer
I 7 Directory Start up automatically after a power failure

B ot configured

macos (10.7+)

Apple’s Configuration Profile reference for OS

Cancel | 1 validation error Settings  Load Profile [

(Q search

show only configured Energy Saver -

”Priming Desktop [WZiclal Schedule
Not configured Powar Acepter

Parental Controls
Not configured Sleep Options

Put the computer to sleep after a period of inactivity

‘- Finder Put the computer to sleep after: 10 Minutes
Not configured
Put the display(s) to sleep after: = & Minutes B
Universal Access
(&) Mot confioures Putthe hard disk(s) to sleep whenever possible
ot configuret

Wake Options

7] Custom Settings Settings for waking the computer from sleep
=l Not configured Wake for Ethernet network administrator access
Other Options
Directory

‘Additional power settings for the computer

&

Not configured Start up automatically after a power failure

macos (10.7+)

Please check Apple's Configuration Profile reference for OS compatibility.
Cancel 1 validation error Settings  Load Profile (A




° Profile Editor

(Q search )
Energy Saver S

show only configured

Printing Desktop  Portable [IEEIEI
Start up the computer

Ay Parental Controls. Neekdays S oat 12:00

@O

Not configured

p

i Finder

Not configured
@ Universal Access
Not configured

’»‘ Custom Settings

L=l not configured

< at 12:00

7 Directory
B2 Not configured

macos (10.7+)

Apple's Configuration Profile reference for OS

Cancel | 1 validation error

Settings  Load Profile [

Energy Saver payload settings allow you to preconfigure managed computers with the settings to optimize battery life in portables, as well as
force desktop systems in a lab to sleep or wake when needed for online maintenance.

macOS (10.7+) settings
These settings are OS X running v10.7 (Lion) or higher only.

Identification

0 Profile Editor

show only configured Identification
macOs (10.7+)
User Display Name
_ Identification

1 payload(s) configured. on device

o Messages Email Address
B AD Certificate User Name
@ Time Machine
Password
’ Xsan
User Enters Password
& "o

Prompt

mac0s (10.12+)

Smart Card Settings §
o Prompt Message

g System Migration Settings

Apple' Profie reference for

Cancel 1 validation error Settings  Load Profile  (ECITH

The Identification payload, using parameterized profile settings, can allow you to preconfigure user identity information for multiple users in OS X.

You can define just a user's name, or nothing at all other than a prompt text that tells the user what to do the first time they log in. This information
would then be saved for use in any service that can take advantage of Apple's Identity framework.

Messages



° Profile Editor

‘Q Search
Messages ©®

show only configured

macos (10.7+) -
Account Description

Identification The display name of the account
Not configured My Messages Account
_ Account Type
g:, The chat protacal to use for this configuration
Jasber B
AD Certificate Account Name.
& ot configured
The chat username
@ Time Machine [optional]
& ot configured d

Pass:
Password for the accoun

Xsan
[optional)
Not configured

Server Address and Port

<. Proxies Hostname o P address, and port umber or the server
ﬁd Not configured auto 5223
macos (10.12+) Use Kerberos v6
Use Kerberos vS for authentication
Smart Card Settings
oz} Use SSL

Not configured
Enable Secure Socket Layer communication with chat server

Please check Apple's Configuration Profile reference for 0S compatibility.

Cancel | 1validation error Settings | Load Profile  [EEIEI

Messages allows you to preload the settings for user access to Jabber or AIM chat services. It can use parameterized profile settings for this
payload.

AD Certificate

Configuring the AD Certificate payload lets you set up other payloads, such as VPN or Network, more easily. This payload provides the
authentication data that will validate access to other services dependent on Active Directory certificates.

Time Machine



v

v g prigmi e s
I v o b v

For environments using Time Machine servers or Time Capsules, this payload lets you set up the access information for backup of managed
devices.

Xsan

This section is used to configure Xsan; specifically the name of the Xsan network, the name of the FS Name Server, and the authentication
secret, if one is used.

Proxies



.....
A AT

M P AT AT

This payload type is used to configure proxy settings, including exception for specified hosts and domains.

macOS (10.9+)

Disk Encryption

" Rt

T

B Mrerak i -

Use this section to define settings for Disk Encryption (FileVault 2). You can find more information about FileVault 2 on FileWave's Knowledge
Base

macOS (10.12+)

Smart Card Settings


https://kb.filewave.com/display/KB/FileVault+2
https://kb.filewave.com/display/KB/FileVault+2

Pre

Editor

Q search

show only configured
e:: Proxies
Not configured
macOS (10.12+)

Smart Card Settings

1 payload(s) configuret

System Migration Settings
Not configured

macos (10.13+)

Extensions

B Not configured
macos (10.13.2+)

- Kernel Extension Policy
¥ Not configured

macos (10.13.4+)

== Content Caching
Not configured

wos

Smart Card Settings S

Disable Smart Card

horizations and unlocking screensaver. A restartis required

Disable User Pairing

Disable users from

‘ew smart cards. Existing pairings will continue to work.
Restrict One Card Per User

Restrict an user to pai only one smart card. Existing pairings will confinue to work.

Check Certificate Trust

Cortificate trust check is turned off

Cancel 1 valid:

error

Apple’s Configuration Profile reference for OS

Settings  Load Profile [

Use the section to configure smart card security settings for macOS

System Migration Settings

° Profile Editor

(Q search
show only configured
Proxies

Not configured
macos (10.12+)

| Smart Card Settings

Not configured

mac0s (10.13+)

Extensions

&5 Not configured
macOS (10.13.2+)

Kernel Extension Policy

¥ Not configured

mac0s (10.13.4+)

a Content Caching
Not configured

oS

Cancel | 1validation error

System Migration Settings e

Windows Custom Migration Paths

Custom path configurations for migration from Windows

Source in Targetin
Source Path ooursll Target Path User Home?

Please check Apple's Configuration Profile reference for OS compatibility.

Settings  Load Profile (A

Use this section to configure system migration settings

Time Server



Q search

show only configured

@ Time Server

The ntp server to connect to

Time Server &

macos (10.13+) [required]

Extensions Time Zone

Not configured Time 20ne path location string in usrjshare/zoneinfof
macos (10.13.2+) [required]

- Kernel Extension Policy
¥ Not configured

macos (10.13.4+)

4= Content Caching

B e

wos
5% Restrictions
Not configured

(@) sinole ap ade
i Not configured

Apple’s Configuration Profile reference for OS

error Settings Load Profile

Cancel 1 valid:

use this section to configure time server settings

macOS (10.13+)
Extensions

Profile Editor
A

(Q search N
Extensions -
show only configured

@ Proxies
Not configured

macos (10.12+) The bunde identifers of the extensior
extensions from any extension point

Allowed Extensions

wed to run on the device. Al other

hat are sl
jowed.

| Smart Card Settings
al Not configured

h System Migration Settings

Not configured

macOs (10.13+)

macOS (10.13.2+)

Kernel Extension Policy
Extension Points

Not configured
isallow il extesion pots
mac0S (10.13.4+)
ﬁ Content Caching
Not configured
tvos
Please check Apple's Configuration Profile reference for OS compatibility.
Cancel 1 validation error Settings  Load Profile (A

Use this section to configure allowed extensions on macOS

macOS (10.13.2+)

Kernel Extension Policy



Profile Editor

(Q search )

show only configured

@

-

rFroxies

Not configured
macO0S (10.12+)
Smart Card Settings
Not configured
System Migration Settings
Not configured

macos (10.13+)

Extensions
Not configured
macOS (10.13.2+)

Kernel Extension Policy
1 payload(s) configured.

macOS (10.13.4+)

Content Caching
Not configured
tvos

Restrictions

Not configured

Single App Mode

Not configured

Conference Room Display
Not configured

AirPlay Securit,
Y y

Please check Apple's C:

Kernel Extension Policy

Only User Approved MDM enrolled devices can be managed with this
payload

Can approve additional kernel extensions
Users can approve additional kernel extensions not explicitly allowed by configuration profiles
Allowed Team Identifiers

Allowed Team Identifiers

alE

Allowed Kernel Extensions

Allowed Kernel Extensions column value is comma-separated list of kernel extensions
identifier:

For unsigned legacy kernel extensions, use an empty key for the team identifier

Allowed Team Identifiers  Allowed Kernel Extensions

Profile

for 0S

Cancel 1 validation error

Settings | Load Profile

Use this section to configure kernel extensions on macOS

macOS (10.13.3+)

Content Caching




Profile Editor
Q Ssearch

show only configured

Content Caching -

Not configured
Automatically Activate Content Caching
Time Machine Automatically activate the content caching service when possible. Prevents users from
Nt confiaures disabling the content caching service.
Cached Content Type(s)
Xsan Shared content includes apps and software updates. iCloud content includes photos and
ot contioure documents.
onty sharea cotrt

> @ ©

Proxies ) )
Maximum Cache Size

Not configured
Maximum number of bytes that il be used for the content cache. 0 means Uninited disk

macos (10.12+) e

0

Smart Card Settings

; Data Path

Not configured
Changing tis setting docs not automatially move cached content from the ol 1o the new
location. The path should end with Library/Appiiation Supsort Apple/AssetCache/Data

System Migration Settings

Not configured

L

[optional]

mac0s (10.13+)

n which the cor coepts requests for uploads or downloads.

Extensions :
B ot configured 0
macOS (10.13.2+) Share Internet Connection

Share this computer's nternet cannection and cached content with 108 detices connected
Kernel Extension Policy using USB
Not configured Log Client Details

Log the IP address and port number of the clients that request cantent

10.13.4.
i2cO8inals 1) Parent IP Addresses

tvos

iy Restrictions

Not configured

\gle App Mode

Not configured

Conference Room Display 7=
Not configured

Parent Selection Policy
AirPlay Security Round rotin

Not configured

Restrict Content To Local Network
@ Home Screen Layout Restrict Peers To Local Network

Please check Apple's Configuration Profile reference for OS compatibility.
Cancel | 1 validation error Settings  Load Profile [

Use this section to configure content caching settings on macOS

tvOS
Restrictions

Profile Editor

(Q search Py
Restrictions g

show only configured

" Not configured IEEEH Media Content

mac0s (10.13.4+)

Restrictions
o Content Caching Allow AirPlay (supervised only)
Not configured Allow pairing with Remote app (supervised only)
wos Reauire passcode on first AirPlay pairing

Allow modifying device name (supervised only)

Rosiicions Allow proximity based password sharing requests (supervised only)
el Enable Siri profanity filter (supervised only)

Allow iBooks Store (supervised only)

Allow in-app purchase

@ single App Mode
i Not configured . o
Restrict App Usage (supervised only)

Conference Room Display Allow All Apps.

Not configured
@ AirPlay Security
Not configured
@ Home Screen Layout
Not configured
= T\ Damata
Please check Apple's Configuration Profile reference for S compatibility.

Cancel | 3 validation errors Settings  Load Profile  [[iSavel




Profile Editor

(Q search
show only configured
mac0s (10.13.4+)
& Content Caching
Not configured

oS

Single App Mode

Not configured

Conference Room Display
Not configured

AirPlay Security
Not configured

5 JGI

Home Screen Layout

Not configured

e

TV Remote

Not configured

Restrictions &

Functionality [IVELTEEIICHE

Ratings region
Sets the region for the ratings

United States

Allowed content ratings
Sets the maximum allowed ratings
Movies: | Allow All Movies.

TV Shows:  Allow All TV Shows.

Apps: | Allow All Apps

Allow playback of explicit music, podcasts and iTunes U
Allow explicit sexual content in iBooks Store

Cancel | 1 validation error

Apple’s Configuration Profile reference for OS

Settings  Load Profile

Restrictions allows you to push three different restrictions to your Apple TV
pairingDisable control using Remote app (supervised only)

Single App Mode

(Q search N
Single App Mode S

show only configured
macos (10.13.4+)

. Content Caching
Not configured

tos

(Jy Restrictions

Not configured

Conference Room Display

Not configured

AirPlay Security
Not configured

Home Screen Layout

Not configured

TV Remote

&
@
@

Not configured

Cancel | 1 validation error

Lock To App

The app to runin Single App Mode (supervised only)

soo sore B
Options
Settings enforced when in Single App Mode
Touch
Auto-Lock
VoiceOver
Zoom
Invert Colors
Alow th

hange these settings when in Single App Mode
VoiceOver
Zoom

Invert Colors

Please check Apple's Configuration Profile reference for OS compatibility.

Settings  Load Profile (A

. Disable Airplay (supervised only)Require passcode on first AirPlay

Use this section to specify the app to which the device should be locked to. These settings will only affect supervised devices.

Conference Room Display (supervised only)

° Profile Editor

(Q search
show only configured

macO0s (10.13.4+)

& Content Caching

B e

wos
Restrictions

Not configured

Single App Mode

h Not configured

AirPlay Security
Not configured

@ Home Screen Layout

=7 Not configured

. TV Remote
Not configured

Conference Room Display (supervised only) S

Custom Message

Message displayed on-screen n Conference Room Display mode

[optional]

Cancel | 1 validation error

Apple’s Configuration Profile reference for OS

Settings Load Profile



Use this section to put a supervised Apple TV into Conference room Display mode.

AirPlay Security

D Profile Editor
(Q search ) AirPlay S it
show only configured irPlay security
macos (10.13.4+)
Access

. Content Caching
Network requirement for evices that connect to Apple TV using ArPlay.
Not configured

Devices on any Wi+ notwork 2]
tvos
Security
(Jy Restrictions Security requirement fo devices that connect to Apple TV using AirPlay

L ot contigurea

First-Time Passcode
@ Single App Mode
i

Not configured

Conference Room Display
Not configured

AirPlay Security
BB ayioadts)coniured.

@ Home Screen Layout

Not configured
. TV Remote
Not configured
Please check Apple's Configuration Profile reference for OS compatibility.

Cancel | 1validation error Settings Load Profile  (EEIEN)
T —

Use this section to configure settings for AirPlay security

Home Screen Layout (supervised only)

° Profile Editor

' Home Screen Layout (supervised only) S

(Q search
show only configured
macos (10.13.4+)

Home Screen Layout
Content Caching

B e

wos

() Restrictions
i

Not configured

@ Single App Mode

™ Not configured

Conference Room Display

Not configured

AirPlay Security
3 Not configured

Home Screen Layout
1 payload(s) configured.
. TV Remote
Not configured

Apple’s Configuration Profile reference for OS

Cancel | 1validation error Settings  Load Profile
T ——

Use this section to configure tvOS home screen layout. These setttings will only affect supervised devices.

TV Remote (supervised only)



° Profile Editor

(@ Search VR ised onl
show only configured emote (supervised only)
macos (10.13.4+)
Whitelisted i0S Devices
Content Caching o et o o the
Not configured § .
MAC Address
oS

() Restrictions
1 Not configured

@ Single App Mode
% Not configured

Conference Room Display

Not configured

@ AirPlay Security
Not configured

Home Screen Layout

O conmoues

Settings  Load Profile  [ECIT

Use this section to configure the list of iOS devices that can control the Apple TV(s). These settings will only affect supervised devices.

7.2. Parameterized profiles

FileWave allows you to use Directory based variables in your profile payloads. You can insert the following options into your profiles based on
LDAP information for a particular user. Corresponding values in the user's LDAP record will replace the parameter variable in the actual profile
placed on the device:

%first_name% %last_name% %full_name% %short_name%

Y%email% %job_title% %mobile_phone% %guid%

You can reference specific information about the device as well, directly from FileWave Inventory. Those fields are:

%QSVersion% %SerialNumber% %ProductName% %BuildVersion%

%WI-FIMAC% %I|CCID% %IMEI|%

Full List: Parameterized Profile

Setting Up LDAP for parameterized profiles

Setting up a directory server for use with Parameterized Profiles is easy. In FileWave Admin Preferences, fill out the appropriate information for
your OpenDirectory, Active Directory, or E-Directory LDAP server. You must also be using LDAP authentication for iOS device enrollment. To add
LDAP parameters to your profiles, simple replace the normal value with one from the list above.

7.3 Using FileWave Remote Control

With FileWave 10+, administrators can view or control client devices across any network - as long as the FileWave Client and FileWave Admin
can connect to the FileWave Server. All communications are tunneled through the FileWave Client, even through NAT'd networks. This is done by
providing a secure VNC server built into the FileWave Client installer. The process even includes the ability to provide an "opt-in" for users.

Requirements

All FileWave Boosters must be upgraded to FW 10+ to support the ability for double-NAT traversal. All enrolled computers must be running FW
10+ client.

Configuration

The settings on the client are defaulted to the following (shown on the next page):


https://kb.filewave.com/display/KB/Parameterized+Profile

SRSl Bcosters  Options  Privacy communications IS Options  Privacy

IP or DNS Address Port Publish Port
B 1: no.booster.set 0 = [ -

£ Sync computer name £ Use SSL

Client Name: LeRoy's Mac

FileWave Server Address: 192,168.0.200| i -

Booster 3: no.booster.set

Server Publish Port: 20005 * ex. 20005

0
Booster 4: no.booster.set 0 =)
Monitor Port: 20010 ° ex. 20010 0

Booster 5: no.booster.set

Communications  Boosters  Options

Communications Boosters [EIIUIEM Privecy

DebugLevel: 10 ° Personal Data
. A~ Ci data may be disabled at an level.
File Check Interval: 144 ° minutes e ~
' 2 () Disable personal data collection

Free Space Margin: 300 M8 o

Password: eeeccces

Location refresh interval: 15 minutes [

Observe Client

£ Managed remote control
£ Prompt client for remote control access

Confirm Password: eeescses
Priority: 2

Note the Managed remote control and Prompt for screen control. These settings can be changed with a Superprefs Fileset, if necessary, or
manually in the Client Monitor.
The Server and Booster settings are done as part of their initial configurations.

Operation

When you need to contact a client device, you use the Observer Client... command.

aAl) £ () A A
Client Monitor
> AlliPad
B AN iPads Show Associated Filesets
» BN All Macs Show Associated Imaging Filesets
» B3 AllPCs Clear Fileset Status

. FilePug ATV, Client Info...
. Observe Client...

If the "Prompt client for remote control access" checkbox was checked in the Privacy pane of the Client Preference, then the Client will display a
dialog asking for permission to connect. If permission is not granted by the user clicking on Allow, this dialog will time out and permission will be
denied.



™ An administrator would like to take control
® / of your machine.

~

" Deny TN

Followed by the administrator getting a password request - the password will be the FileWave Client password you set in Client Monitor, or in the
Installer.

ﬁ Enter your password for “localhost”
Password: eses

Remember this password in my keychain

Once the administrator has authenticated, he will see a full remote control window open with some basic tools in the upper corner:
900

F N
AR
Control Scaling Clipboard

@ Finder File Edit View Go Window Help

These tools allow changing between control and observe, scale the window between full screen and floating, and save Clipboard contents.

The key advantage of this workflow is its easy access to any FileWave computer Client you have, as long Client and your admin machine can
communicate with the FileWave Server.

Note: You may have to adjust the firewall settings (making an allow rule for the publish and monitor ports) on Windows computers for this to work.

8. Working with Inventory and iOS Inventory

Integrated Inventory is a big part of the power of FileWave. You can build simple or detailed custom queries based on both hardware and software
information, obtain information about software titles in use, and generate automatic reports on a query to be sent to requestors on a set schedule.
With the ability to create your own datasets using custom fields, you can track more than just your devices, it's entirely up to you. In FileWave, iOS
devices have their own unique Inventory area. While the iOS devices show up in the Clients pane, as well as in the common Inventory query
areas, they have a custom area to display great details about the devices.

One of the strongest features of FileWave Inventory is the ability to use the customized queries you build as the core components of Smart
Groups. You can build your deployment workflows around criteria that assigns Clones of client devices to a Group based on detailed Inventory
searches. This dynamic assignment can be associated with specific Filesets tailored to meet the needs of that Group. As a device absorbs the
contents of those Filesets, the characteristics of that device change, resulting in it meeting the criteria of, and switching to, a completely different
Group - all based on custom Inventory queries.

8.1. Configuring Inventory preferences

With version 6 and higher, FileWave integrated Inventory into the main FileWave server. With version 8, FileWave introduced Smart Groups with
Inventory queries. Due to this evolution, the legacy FileWave Inventory product - formerly Asset Trustee - is End of Life (EOL). The Inventory
preferences no longer contain a legacy connection to the EOL'd Inventory plus basic settings:



® FileWave Admin Preferences

General  Organization Info  Mobile  Chromebooks LDAP  Kiosk VPP &DEP RRIICUCLEN Mail Education  Imaging Editor Proxies

Inventory Server

Inventory and MDM are using the same server. (]
Shared Key: {8476025-14¢8-4139-aabe-172dc62b3bea) Generate new key on Save
i0S Inventory

Device Inventory Poll Interval (hours): 24
Device Not Checked-In Notification (days): 30
Smart Groups
Refresh every (minutes): 10 2 Refresh all Smart Groups Now

LDAP Custom Fields

Clear value if there is no match between client and LDAP user or computer

concel (I

iOS Inventory

These settings only apply to the iOS Inventory section of FileWave. iOS devices show up in the normal Clients section of FileWave Admin as well
as in the iOS Inventory section.

® Device Inventory Poll Interval — Default is 24hrs. This setting is how often all iOS devices will report their profiles, application, security
and device settings unless a Verify command is sent.

® Device Not Checked-In Notification — When an iOS device exceeds the timeframe set, the device color changes to alert the
administrator that that device has not checked in with the MDM server.

FileWave Inventory Connection

If you are using the legacy Inventory server, you would enter the required hostname, username and password to allow the FileWave server to
communicate with the Inventory server. These settings are not required for using the built-in Inventory.

Authenticate with Inventory Server

This checkbox is only selected if you are using a separate MDM server and your Inventory server is on this system.

Smart Groups

The button Refresh all Smart Groups forces a refresh of all the data requested by existing Smart Groups.
LDAP Custom Fields
If checked this option will clear the value of a LDAP Custom Field if there is no match between client and LDAP user or computer.



8.2. Inventory Toolbar

The Inventory toolbar consists of six simple tools plus the Delete item:

=
t O=x

Update Model Refresh

New Query

New Query — Creates a new blank query

Edit Query — Opens the designated query for alteration

8.3. Creating and Editing a query

C

Refresh Samples

New Group — Creates a new query Group to contain queries specific to any criteria you choose

Refresh — Forces a rescan of the Inventory database to reload the data for that query
Duplicate — Creates an identical copy of a query so you can edit the copy and not the original
Refresh Samples — Restores the default sample set we provide to their original state

o = QueryBulider - Ask me anything

Q Name: Ask me anything Main Component: Fileset ¥
Component Include Archived Clients
» Engage profile status m Fields
> Fileset
» Font One E or more of these expressions must be true
» iOS Device

. Not Android Device [ device name contains a lab
» iOS Profile Passcode Settings
» iOS Profile Restrictions Not e / is system integrity protection enabled ~ equals B true B
» NetworkInterface Not Fileset / OS X SIP Incompatible equals B ~ B
» Network IP Address
» Operating System Not DEP Device / Operating System contains B .0
» Status Messages Not Application / last launch date before B 101218 On
» Unmanaged Device .

9e Not Network Interface / network name contains é pug

> Update
» User Logins Not VPP Asset / Product name contains B Angry
> VPP Asset nm(work 1P Address / ip address I is in subnet a10‘\.10.0124 _
» VPP License
IP address, can be an IP v4 or v6 ¢ Add Group Move up Move dowr Move in next grour Move before parent

When you create a new query, you start by giving it a name and choosing a starting criteria - in this case, we want to have all of our clients report
back if they have an application containing the name "chrome". Next, we decide what fields will be displayed when the query executes.

8no
Q Name: Chrome Usage

Component
Android Device

v

¥ QueryBuilder - Chrome Usage

Main Component: Desktop Device s

Criteria m

I Drop here the fields you want to see in the query report ; change column order by moving column header. l

» Apple profile
» Application flewave chent name name version times launched average time used
. LAB-WIN7P-MBA Google Chrome 34.0.1847.131 2 13 hours 14 minutes
» Desktop Device
» Fileset Lab-WinPCO7 Google Chrome 34.0.1847.116 4
> Font johnd-M8P13 Google Chrome.app 34.0.1847.131 3 S minutes
» 08 Device

v

Network Interface
Network IP Address

v

v

Operating System

v

Status Messages
VPP License

v

v

VPP Organization
VPP User

-

total time used
1 days 2 hours 29 minutes
1 days 23 hours 16 minutes 7 days 21 hours 5 minutes

17 minutes

3 row(s)

As you drag and drop component fields into the display window, FileWave immediately begins filling in the blanks with data from your Clients. You
can re-order those fields by dragging them back and forth until you are satisfied with the results. You should choose a Main Component, which is
the index field for the query. For example, in this query, if the main component was the application, then you would get a report that showed every



instance of "chrome" that existed in the database. The results would display every instance of the Chrome application, even if it was stored away
from the Applications folder and not being used.

800 ¥ QueryBuilder - Chrome Usage

I T S e .
S [T Fields |

» Android Device

» Apple profile Drop here the fields you want to see in the query report ; change column order by moving column header.

» Application flewave chent name name version times launched average time used total time used

» Desktop Device Goog... 33.0.1

> Fileset Chrome 30.0.1.

» Font johnd-M8P13 Goog... 34.0.1.. 3 S minutes 17 minutes

» i0S Device Goog... 31.0.1.

» Network Interface Goog... 33.0.1

» Network IP Address Goog... 33.0.1..

» Operating System LAB-WIN7P-MBA Goog... 34.0.1 2 13 hours 14 min... 1 days 2 hours 29 minutes
» Status Messages Goog... 34.0.1..

» VPP License Goog... 32.0.1

» VPP Organization Goog... 33.0.1...

Coog 3201

v

VPP User

By choosing the correct component, and the right criteria, you can create queries that will tell you exactly what you want to know. In the main
Inventory window, you can select your query so that it will display just by clicking on it.
T% Clients | © Chrome Usage 3)

= filewave client name name version times launched average time used total time used

Filesets LAB-WIN7P-MBA Coogle Chrome 34.0.1847.131 2 13 hours 14 minutes 1 days 2 hours 29 minutes
™ Associations Lab-WinPCO7 Coogle Chrome 34.0.1847.116 4 1 days 23 hours 16 minutes 7 days 21 hours 5 minutes
— johnd-MBP13 Google Chrome.app 34.0.1847.131 3 5 minutes 17 minutes
_  iOS Inventory
v License Management

Inventory Queries

» =T Sample Queries

1942 TTF 4
Macs - Need OS Upgrade 5
Androids 1
Chrome Usage 3

Components

Key to being able to create a useful query is understanding the components you have access to. Here is a sampling of those items:

» Android Device ¥ Android Device v Fileset ¥ Operating System

> Apple profile » Custom Bool Fields fileset id build

> Application » Custom DateTime Fields install date edition

> Desktop Device » Custom Integer Fields install size 0S name

» Fileset » Custom String Fields kiosk type

» Font auth username name version

» iOS Device building version > Status Messages

» Network Interface current ip address ¥ Font » VPP License

» Network IP Address department enabled » VPP Organization

» Operating System device id family v VPP User

> Status Messages device name kind email

» VPP License device product name name first name

» VPP Organization enroll date path First registration date
» VPP User filewave client locked valid iTunes store identifier hash

One of the most important new component types is the custom field. There are four different sets: Boolean; DateTime; Integer; and, String. You
can create custom fields to go beyond the basic information provided by the Clients to look for unique combinations that include searching for files
created prior to a certain date, or add marker files to clients that include a filename or text that meets custom criteria. You do this by passing
arguments to the fwcld command.

The general format used to set any custom.ini value (including new keys) follows this format:

$ fwcld -custom_write -key <key_name> [-value <value_to_save] [-silent]

Examples

Setting "custom_bool_13" to a false:

$ fwcld -custom_write -key custom_bool_13 -value 0

$ fwceld -custom_write -key custom_bool_13 -value false



Setting "custom_bool_13" to true:

$ fweld -custom_write -key custom_bool_13 -value 1

$ fweld -custom_write -key custom_bool_13 -value true

$ fweld -custom_write -key custom_bool_13 -value something

Setting "custom_date_02" to a date:

$ fweld -custom_write -key custom_date_02 -value 2014-02-20T15:22:43

To remove any key value, just leave off the -value parameter - so to reset the "custom_date_02" value back to it's default.
$ fweld -custom_write -key custom_date_02

Notes

1. When a provided key name matches integer, date or boolean custom field names - the program will validate the provided input. If this
validation fails, an error message is printed and the program will exit without setting the custom.ini value.
2. When any failure to set a custom.ini value occurs, the program will exit with code 1, if setting the value succeeds the exit code is 0.

Add FileWave Custom Inventory fields remotely using a Fileset

Expressions

When you add an expression, the logic generally revolves around "is this thing true or not?" What you actually get to work with is a list of
possibilities, such as "this is exactly what | am asking for", "this contains the thing | am asking for somewhere in the field | am looking", "this
begins/ends with the thing | am looking for", or the all time favorite "is null" - which means the field | am looking at has no value set at all. Of
course, you also have the opposite of all these with not - is not, does not, etc.

In this example, we are looking for any instance of an application where the name contains the text "minecraft" -

Name: Searching for Contraband SW Main Component: | Application :

E=TY Fields |

| All + | of these expressions must be true is

is not

does not contain
begins with

does not begin with
ends with

does not end with
is null

is not null

Field values

The whole purpose behind the query is to get useful information out of inventory. You do this by adding fields to display the results of answers to
your query. In Inventory, you access the same components you use as criteria for the search as the display fields. In our example, we are looking
for "minecraft" but if we left it at that, all we would get back from the FileWave database is "yup, | found it. Now what?"

1 Criteria

Drop here the fields you want to see in the query report ; change column order by moving column header.

name vendor version
Minecraft.app MinecraftLauncher 1.0.1 © Mojang Specifications, Inc, 2013 MinecraftLauncher 1.0.1

Here's the result without us asking for a more detailed result. This is the database telling us that it found "minecraft" with no clue as to where it is
on any of the clients. So now, we are going to clean up the view and add the component "device name" so that our query will tell us what device
this is on.

{ Criteria @
Drop here the fields you want to see in the query report ; change column order by moving column header.
device name name version m
johnd-MBP13 Minecraft.app MinecraftLauncher
Application >

Desktop Device »

Clear

You can see how a simple query can be constructed, and that it can prove quite useful to just look for some simple answers. Next, we are going


https://kb.filewave.com/display/KB/Add+FileWave+Custom+Inventory+fields+remotely+using+a+Fileset

to look at some more powerful examples of queries that you can put to use.

Example - Tracking application usage

A powerful tool in the Inventory / License Management is the ability to track application usage. You can create queries that display the amount of
time any managed device is using any installed application. An easy example here would be to look at who is using a specific browser and how
often.

The query is built based on locating an application - in this case, Google's Chrome web browser. However, instead of just locating the application
as we did in the first example, we are going to find out how often that item gets used. FileWave provides application usage components for this
purpose. Here's the query with its display fields:

Name: [Chrome Usage Main Component: | Desktop Device

Fields |

o

All + | of these expressions must be true
Not Application / name contains +| chrome
Name: |Chrome Usage| Main Component: | Desktop Device 4

{ Criteria @

Drop here the fields you want to see in the query report ; change column order by moving column header.

filewave client name name version times launched average time used total time used
LAB-WIN7P-MBA Google Chrome 34.0.1847.131 2 13 hours 14 minutes 1 days 2 hours 29 minutes
Lab-WinPC07 Google Chrome 34.0.1847.116 4 1 days 23 hours 16 minutes 7 days 21 hours 5 minutes
johnd-MBP13 Google Chrome.app 34.0.1847.131 3 S minutes 17 minutes

You can see that adding the proper fields, as well as choosing the proper index or Main Component for the display, you get a good bit of
information from this query.

Example - Identifying VPP applications that support device assignment

With the functionality in Apple's VPP of directly assigning applications to FileWave client devices, you have the challenge of finding out which of
your many applications support that feature. Here is a query you can set up to determine which of your deployed Filesets support device
assignment.

=¥ QueryBuilder - VPP Device Capable

Name: VPP Device Capable Main Component: VPP Asset B

nclude Archived Clients
[ Criteria LT

One & or more of these expressions must be true

Not VPP Asset / Bundle Identifier is not null E

The Fields include the product name and, most importantly, the Device assignable flag. The results don't show every VPP application and its
status, only the ones that are already active.

8.4. Using the Sample Queries

In order to get you started using Inventory queries in FileWave, we have provided a set of extensive, and sometimes complex, pre-built queries for
your use. You can duplicate any of them to use for your own, or use them as they are. These queries are a great example of the level of detail you
can use to build a responsive Inventory system.



L ] = QueryBuilder - Microsoft Office 2011 Mac

I Q Name: |Microsoft Office 2011 Mac Main Component:  Any Client E

Component Include Archived Clients
» ActivationLock Bypass Code m Fields
» Android Device
» Apple media One E or more of these expressions must be true
» Apple profile

. v Al a of these expressions must be true
» Application
» DEP Account Not Application / name is a Microsoft Entourage.app
> DEP Device Not Application / version begins with a 14.
» DEP Profile

All f thi i
» Desktop Device v a of these expressions must be true
» Engage profile Not Application / version begins with a 14.
» Engage profile status =
gage profi Not Application / name is a Microsoft Excel.app
> Fileset
» Font v Al a of these expressions must be true
» iOS Device Not Application / version begins with a 1a.
» iOS Profile Passcode Settings
Add Group Move up Move down Move in next group Move before parent

concel | (T

8.5. Creating Query Groups

The idea behind Query Groups is that you might need to isolate queries into families of devices, operating systems, applications, or even based
on results. Groups such as iOS Devices, Riverview Office, Campus ConfRms, etc. would all make sensible Inventory Groups. Just create the
Group, name it, and drag the appropriate queries into it.

8.6. Using Queries to create Smart Groups

Outside of creating queries for informational purposes, FileWave can help you create powerful, dynamic Smart Groups. The concept behind a
Smart Group is to gather clients together who meet certain criteria. That would be, for example, all of the devices residing on a certain IP subnet.
By adding Inventory queries to the criteria, then adding Filesets to the Group, you can create a Smart Group that will gather a Client device due to
its meeting specified criteria, perform Fileset actions on that device, and as a result, the client no longer meets the criteria and drops out of the
Group.

Example - Locating Filesets that contain SIP violations

Apple has released a security policy with OS X 10.11 called System Integrity Protection. In a nutshell, it says that no process will be able to
have write access to any area of the OS that is protected. FileWave administrators may have scripts that violate this policy, and need to find out
which are affected other than just seeing their Fileset(s) fail. There are two new fields in Inventory that identify whether or not a Mac has SIP
active or not, and another field that identifies files that contain code that would violate the SIP rules. Here are the two query items:

Not Fileset / OS X SIP Incompatible equals E true B
. e | is system integrity protection enabled il equals o —c‘

If you use either one of these to create a Smart Group, you will be able to rapidly identify your Macs that have SIP active, or your Filesets that
have incompatible code in them. As you repair the Filesets, they will drop from that Smart Group. If someone turns off the SIP settings (not an
easy task), the affected Mac will drop off that Smart Group.

Example - Removing contraband software

For example, you need to scan your clients for contraband software. If the client meets the criteria of having the software you are looking for, then
you will have a Fileset execute that will remove that software. Since the Group is dynamic, as soon as the device responds that it no longer has
the software and it has that Fileset installed, it will no longer qualify for that Group, and will drop out. Here is the workflow for setting this up:



8006 ¥ Create New Smart Group

Name: Delete Minecraft
Comment: emoves Minecraft app

All 4 | of the expressions below must be true ' = Y
|| [Inventory Query 4| lin 3| Minecraft search x‘ ‘

Name: |Minecraft search | Main Component: | Desktop Device 3

of these expressions must be true

| Not Application / name | contains 3 [Minecraft ]

M Not Fileset / name | contains +| |Contraband |

dtmioie

v Delete Minecraft

8 Lab-MacMini-01

8.006 Fileset Name: Contraband

—{ Properties =~ Requirements  Imaging | 2000 2100 Kiosk |

@Delete the paths below upon Fileset activation

@ [ T This Empty Fileset.contains only;this setting
‘ /Applications/Minecraft.app ‘

(¥ Standard (¥ Kiosk | | Software Update

Search:  All Columns  Fileset @eCLV[«/TTI[«LTH ID Type
Fileset - ‘CIient/Group/CIone Type

Remove Contraband Delete Minecraft Standard

dtmioie

Once you have executed the Update Model command, the Fileset will execute and delete the software.

8.7. Generating scheduled reports

Being able to look at the various queries while logged in to the FileWave Admin is one thing. Being able to have the results of a query
automatically sent to your or someone else's email inbox at the same time every week is much better. FileWave supports creating scheduled
reports from queries and the process is very simple.

How to create Scheduled Reports



1. First, you select Assistants Scheduled Reports... from the FileWave Admin menubar.

Client Monitor xXM
Fileset Magic oM
Find Software Updates... et
Imaging... ~%1
Enroll iOS Device... ORE
Search App Store... ORT
VPP Code Management.... anv
VPP User Management... sV
DEP Association Management... O#D
Activation Lock Management... ~0A
Full Disk Encryption Management »
Manage Administrators... CHEA
Show Locked ltems

Audit History... OXH
Administrators Online... et {o]
LDAP Browser.., o%B
File Search... KRS
Unmanaged Devices...

Custom Fields >

2. Then click the "+" in the lower left of the window to create a new report. If you had existing reports they would be visible here.

o Scheduled reports and Notifications
0 report(s) (Q )

Type Subject Sent to Administrator

| - Send now Close




( ] Edit Report

Report type: Licenses a

This report shows the list of desktop and iOS licenses.

The report will be sent to the
following email addresses:

Mail subject:

Email content/body:

Owner: @ User fwadmin E
LDAP User Test
Schedule
© Every day at 00:00 2
skip weekends
Every week on Monday < at 00:00 2
Every month on the  first C | Monday £ at 00:00 ¢
cancel | (IS

3. You can now choose a Report Type which are a License or Query report.
a. License: This will create a report of everything that is listed in your License Management section in FileWave. This includes all
VPP licenses and manually created licenses from Filesets or inventory.
b. Query: This option will send a report with the results of a specific inventory query that was created in the Inventory
Management section in FileWave.

Licenses

4. Next is to type in what email address you want to send these reports too.

Multiple Email Addresses
If you would like to send to multiple email addressrd you will need to separate the addresses by a semicolon.

tony.wheeler@filewave.com;greg.stevens@file

The report will be sent to the
wave.com

following email addresses:

5. Then add in a Mail Subject and the Email content/body, these will give some definition to the reports sent.
6. Next if you are signed into the FileWave Admin as the Superuser you will see a section for Owner. Whichever user account is selected
will affect the results of the Scheduled Report based on that users permissions.



Example: If the user Greg Stevens was selected as the owner of this report for a query of all devices but Greg does not have access to
see any iOS devices then the report will not show iOS.

If you are not the Superuser you will NOT see the Owner section at all; as you can see in the screenshots below, only the
Superuser can assign a user to reports.

[ ] Edit Report

Report type: Query
This report is the result of a query.

The report will be sent to the greg.stevens@filewave.com

following email addresses:

Mail subject: All Devices

Email content/body: = All mobile devices expect iOS devices

Owner: © User greg
LDAP User Test
Schedule
© Every day at 00:00 2
skip weekends
Every week on Monday < at 00:00 2
Every month on the  first | Monday C at 00:00 T

Query: All Mobile

concel (A

T m——
(] Edit Report

Report type: = Licenses

This report shows the list of desktop and iOS licenses.

The report will be sent to the
following email addresses:

Mail subject:

Email content/body:

Schedule
© Every day at  00:00 ¢
skip weekends
Every week on Monday < at  00:00 ¢

<>

Every month on the  first Monday C at 00:00 T




7. After you have selected an Owner you will need to set when the report is going to be sent out
a. Every day
i. skip weekends
b. Every week on
c. Every month on

8. Optional - if the Report Type is set to Query you will need to select which query the report will send

[ ) Edit Report

Report type I )
! N

Query

5.

The report will be sent to the
following email addresses:

Mail subject:

Email content/body:

Owner: @ User fwadmin K

LDAP User Test

Schedule

© Every day at 00:00 T

skip weekends

Every week on Monday < at  00:00 ¢
Every month on the  first C  Monday C at 00:00 ¢
cancel  (CIHNN

9. Click OK to save this scheduled report, you will then be able to view any previously created reports as well as the option to send the
report out immediately.

Scheduled reports and Notifications

3 report(s) Q
Type Subject Sent to Administrator
Licenses Title tony.wheeler... fwadmin
Query Scheduled R... tony.wheeler... fwadmin
Query ‘\H Devices greg.stevens... greg
+ : Send now Close

Scheduled Reports Results

The reports that get sent will be tab-delimited text files that you can easily convert or import into any editor you like to use.

1. Query Results



0@
FileWave Client Name Username
admin’s MacBook Air (5) admin

| report.txt -~

Login Date
July 27, 2018, 1:21 p.m.

DESKTOP-V@GOQBH fwadmin April 12, 2018, 2:08 p.m.

surface fwadmin

,,,,,,,,,,,,,, Jan. 23, 2018, 4:07 p.m.
March 15, 2018, 7:49 a.m. 4
fwadmin July 16, 2018, 3:31 p.m.

Login Count
4

DESKTOP-V@GOQBH fwsupport July 6, 2018, 12:25 p.m. 5
DESKTOP_4A0Q7JK fwadmin July 6, 2018, 9:17 a.m. 2

fwadminl’s MacBook Air fwadmin July 27, 2018, 6:28 a.m. 1
FWExpertTrainer Naty Jan. 13, 2018, 4:59 p.m. 10
FWExpertTrainer Tony July 6, 2018, 11:12 p.m. 98
MacBook Air (2) fwadmin April 26, 2018, 2:23 p.m. 1
MacBook Air (2) ke n April 26, 2018, 2:37 p.m. 1
SMALL-Device arch 12, 2018, 4:35 p.m. 1
SMALL-Device autoadmin 1

() » R Q- o
Insert Page Layout Formulas > |2 Share A
— Conditional Formatting v 11
/& S}/ diti .
L v v —_— v -
eee - 0 {5/ Format as Table
Clipboard Font Alignment Number . Cells
[/ cell styles ~
c19 = fx
A B © D E
1 |FileWave Client Name Username Login Date Login Count
2 admin,Ads MacBook Air (5) admin July 27, 2018, 1:21 p.m. 4
3 DESKTOP-VOGOQBH fwadmin April 12, 2018, 2:08 p.m. 2
4 DESKTOP-VOGOQBH fwsupport  July 6, 2018, 12:25 p.m. 5
5 DESKTOP_4A0Q7JK fwadmin July 6, 2018, 9:17 a.m. 2
6 fwadmin1,Ads MacBook Air fwadmin July 27, 2018, 6:28 a.m. 1
7 FWExpertTrainer Naty Jan. 13, 2018, 4:59 p.m. 10
8 FWExpertTrainer Tony July 6, 2018, 11:12 p.m. 98
9 MacBook Air (2) fwadmin April 26, 2018, 2:23 p.m. 1
10 MacBook Air (2) kamalakhan April 26, 2018, 2:37 p.m. 1
11 |SMALL-Device admin March 12, 2018, 4:35 p.m. 1
12 SMALL-Device autoadmin Jan. 23, 2018, 4:07 p.m. 1
13 surface fwadmin March 15, 2018, 7:49 a.m. 4
14 '\WIN-QTMDHFECHOU fwadmin July 16, 2018, 3:31 p.m. 1
15
16
17
4 » report +
Ready B [ = o —

2. License Results




report.txt ~

License Name  Installed Owned  Compliance Status Platform

Organization

The Calculator @ 10 License Compliant i0s Test VPP

Keynote @ 2 License Compliant 05X Test VPP

GarageBand 0 2 License Compliant 05X Test VPP

Speedtest by Ookla 10 License Compliant i0s Test VPP
SoundHound - Music Discovery @ 10 License Compliant i0s Test VPP
Gmail - Email by Google 0 10 License Compliant i0s Test VPP

Fly Delta for iPad [] 10 License Compliant i0s Test VPP

Tic Tac Toe HD! @ 10 License Compliant i0s Test VPP

iMovie 2 License Compliant 10s Test VPP

GoToMyPC (Remote Desktop) 0 10 License Compliant i0s Test VPP
HBO GO © 10 License Compliant 0s Test VPP

TestNav 0 10 License Compliant S Test VI

Evernote ) License Compliant i0s Test VPP

Slack 0 10 License Compliant 10s Test VPP

Angry Birds Star Wars II 0 1 License Compliant 105 Test VPP
EngageX 0 10 License Compliant 0SX  Test VPP

Keynote 0 5 License Compliant 0 Test VPP

Skype for iPad @ 1 License Compliant i0s Test VPP

SonicWall Mobile Connect 0 10 License Compliant i0s Test VPP
Magic Duck Unlimited @ 10 License Compliant 108 Test VPP
PowerSchool Mobile [] 10 License Compliant i0s Test VPP
Crossword Puzzles! [ 10 License Compliant 105 Test VPP

DRC INSIGHT 0 10 License Compliant i0s Test VPP

TouchBistro Customer Facing Display 10 License Compliant 08
Test VPP

100 Quotations to Make You Think! [} 10 License Compliant Book
Test VPP

Tumblr @ 10 License Compliant i0s Test VPP

(] M E wo- 5 Rrep Q- O~
Insert Page Layout Formulas Data Review View |2 Share A
: X A . O/ : [ Conditional Formatting v 1451 i Q §
oy e (Y [}/ Format as Table v LE
Paste Font Alignment  Number Cells Editing
s Ly’ Cell Styles ~
N38 - fe v
A B C D E F G H
1 License Name Installed Owned Compliance Status Platform Organization
2
3
4 | The Calculator 0 10 License Compliant i0S Test VPP
5 Keynote 0 2 License Compliant OSX Test VPP
6 GarageBand 0 2 License Compliant OSX Test VPP
7 | Speedtest by Ookla 0 10 License Compliant i0S Test VPP
8 ' SoundHound - Music Discovery 0 10 License Compliant i0S Test VPP
9 Gmail - Email by Google 0 10 License Compliant i0S Test VPP
10 Fly Delta for iPad 0 10 License Compliant i0S Test VPP
11 Tic Tac Toe HD! 0 10 License Compliant i0S Test VPP
12 iMovie 0 2 License Compliant i0S Test VPP
13  GoToMyPC (Remote Desktop) 0 10 License Compliant i0S Test VPP
14 HBO GO 0 10 License Compliant i0S Test VPP
15 TestNav 0 10 License Compliant i0S Test VPP
16 Evernote 0 10 License Compliant i0S Test VPP
17 Slack 0 10 License Compliant i0S Test VPP
18 Angry Birds Star Wars Il 0 10 License Compliant i0S Test VPP
19 EngageX 0 10 License Compliant 0SX Test VPP
20 Keynote 0 5 License Compliant i0S Test VPP
21 Skype for iPad 0 10 License Compliant i0S Test VPP
22 SonicWall Mobile Connect 0 10 License Compliant i0S Test VPP
23 Magic Duck Unlimited 0 10 License Compliant i0S Test VPP
24 PowerSchool Mobile 0 10 License Compliant i0S Test VPP
25 Crossword Puzzles! 0 10 License Compliant i0S Test VPP
26 DRCINSIGHT 0 10 License Compliant i0S Test VPP
27 TouchBistro Customer Facing Display 0 10 License Compliant i0S Test VPP
28 100 Quotations to Make You Think! 0 10 License Compliant Book Test VPP
29 Tumblr 0 10 License Compliant i0S Test VPP
30
> report +
Ready ] = e e+ 100%

8.8. Working with iOS Inventory

The iOS Inventory pane exists for you to have instant access to the attributes of your iOS devices. Unlike the normal Inventory pane, the iOS
Inventory behaves more like a dashboard view of your iOS devices.

Show Unmanaged  Show Archived Al Devices [ | ip address ) votal number of devices: 4 Q.
‘ m Device Name A Os Version Mode' Name o Acdress Last Mdm Checiin Date Urenrolied Serial Number Mode! Battery Level
) Clients iPad 9.02 Pad 10.1.10.49 10114715 8:19 AM false DLXNME94G5V4
@ Flossts iPad-8 9.0.2 iPad 10.1.10.69 10014715 8:19 AM talse DKVJCONDJBT
iPad-W 9.0.2 iPad 10.1.10.68 10/14/15 8:19 AM false DNEHEB7SOVGK
GD Associations JohnD's PadAir2  9.0.2 Pad 10.1.10.30 10/14/15 8:19 AM falso DMPQ3ITMEGSYP

The iOS Inventory view is a read-only list of attributes for enrolled iOS devices. Each enrolled device automatically appears in this list which



provides details retrieved about the device. The three toolbar items you use in this pane are the Device Info, Refresh, and Customize Columns.

Device Info

This window is identical to the one you see when you select Client Info in the Clients pane. The Execute Verify button forces the device to
refresh all of its information with your FileWave server. The Remote Wipe... button allows the FileWave super administrator to remotely reset the
iOS device, erasing all settings and content.

o LeRoy's Demo iPad - iOS Client Info

Filesets Status Command History

Property v
version

udid

ucgid

serial number

product name

product

passcode present

passcode is compliant with profiles
passcode is compliant

os version

organization phone

organization name

organization address

model name

model

mac address en0

last mdm checkin date

itunes store account is active
itunes store account hash

is device locator service enabled
is activation lock enabled

ip address

hardware encryption caps

enroll date

eas device identifier

device name

device capacity

client name

hlietnnth manr

LeRoy's Demo iPad
LeRoy's Demo iPad
iPad

Device Name:
Device Type:
Last Connected:
10S Version:

[

10/26/16 9:28 AM
935

Export Current Tab Execute Verify Remote Wipe...

Managed Apps  Installed Apps  Managed Documents  Installed Profiles

Value

13G36
1b7e9ad0edd4ff1aade9c0f8a12587fdB8es41502
8

FOFNCH2TFP84

iPad2,5

iPad2,5

true

true

true

9.35

813-7%

LeRoy Dennison

12403 Driftstone Way | Riverview, FL 33569
iPad

MF432LL

€0:66:78:48:17:01

10/26/16 9:28 AM

true
usMV1+UyzZr2uzbZkUIYnouazpQ=
true

true

192.168.0.26

3

5/27/16 4:14 PM
4DDTNMTEH10DDIVHMOC40CRIG
LeRoy's Demo iPad

127 GB

LeRoy's Demo iPad

oN-RRTR-AR17-N?

Position Map

The window also provides all of the key details about your iOS device:

installed by the user.

® |Installed Profiles — This

Fileset Status — This shows the list of Filesets that have been installed on the device.
Device Details — This displays technical information on the device to include UDID, serial number, etc.

Command History — This displays the commands sent from FileWave server to the device with actions and results.
Managed Apps — This shows the applications sent from FileWave as Filesets.
Installed Apps — This displays all applications, other than the built-in one, that were not sent by FileWave. It shows the applications

Managed Documents — This shows a list of any documents that have been installed using a Fileset.

displays the profiles on the device from the the FileWave MDM server.

® Position Map — This shows a map displaying the last reported position for devices in which tracking has been enabled.

Refresh



This toolbar command forces the devices listed to be refreshed from information in inventory. The display window does not dynamically refresh. If
the iOS database is very large, the refresh could take a long time.

Customize Columns

You can edit the display of your iOS devices by customizing the column view in the main window.

e OO0 ¥ Mobile Inventory Columns

Hidden Columns 85 Displayed Columns 9
Is Activation Lock Enabled ' Battery Level

Is Device Locator Service Enabled Device Name

Is Do Not Disturb In Effect Ip Address

Is Roaming Last Mdm Checkin Date
Is Supervised Model

Itunes Store Account Is Active Add Model Name
Languages Remove Os Version

Locales Serial Number

Mac Address EnO Unenrolled

Manual Fetching When Roaming
Max Failed Attempts
Max Grace Period

Max Inactivity

Searching and managing window contents

The main window can also be managed to view a restricted set of iOS devices depending on the specific devices you are looking for. You can
select to see only iPads, iPods, or iPhones, and search for devices using the column data you have displayed. If you choose to see Unmanaged
devices, it will show iOS devices you have added as clients that have not enrolled. These would be devices you added from a text file in bulk
while preparing for a large roll out. You can also see a list of Archived iOS devices, if you have any that were previously enrolled, but have since
been archived.

Contextual Menu

The contextual menu, from right-clicking a device, gives you a subset of the controls you see in the Clients pane. These include the ability to clear
the passcode and lock the device remotely, which activates the screen lock.
Device Name A Last Mdm Checkin Dat¢
LeRoy's Demo iPad 10/26/16 9:28 AM
m Request Check-in m
Lock Device
Clear Passcode
Refresh Inventory (Verify)
Wipe Device...

Delete

8.9. Custom Fields

Added in FileWave 12.7.0, Custom Fields will allow you to create custom inventory values and assign them to your devices in a 5 different ways.
You will find this option under the Assistants menu called Custom Fields, from there you can either Import CSV or Edit Custom Fields. The
Edit Custom Fields section has four different options you can chose from that will allow you to create custom fields and in turn assign those values
to devices.

Important Note:
You cannot use special characters in the creation of Custom Fields!



Importing from a CSV

This will allow you to change values of Custom Fields that have already been associated to devices in bulk. In the Import Custom Fields CSV
window we provide a template that will let you choose not only which existing custom fields you would like in the template, but also how you would
like to identify devices. Identifying devices in this section can be done with FileWave Client Name, Serial Number, Device ID, or FileWave ID.
Note: It is important to remember that the only custom field values that will be changed are ones that have already been associated in FileWave to
your devices. If you upload a CSV that specifies a value for a device that does not have the corresponding custom fields associate to it prior to
upload, then you will see an error telling you those values were skipped.

@] Import custom fields CSV

1. Download a template for the CSV (optional). Download Template

2. Open a text file containing the list of clients and the values for their custom fields. Browse...

3. Preview Changes

Show All < Q

Cancel Import

(@] Import custom fields CSV

1. Download a template for the CSV (optional). Download Template

2. Open a text file containing the list of clients and the values for their custom fields. Browse...

3. Preview Changes

Show All B 1 Client(s) ‘Q
FileWave Client Name b_test_field_1 Idap_test_field a_test_field_1 c_test_field_1 CSVimportTEST
QA A1 N/A N/A N/A N/A N/A

The following column(s) are invalid and will be skipped: b_test_field_1, Idap_test_field, a_test_field_1, c_test_field_1, CSVimportTEST.

1 client(s) have warning(s). Only valid data will be imported.
Cancel  (LEEI
N

Administrator

This option will allow you to set a custom field to your selected device(s) with a single or multiple preset values. This will be admin data so nothing
has to be sent out to the device themselves. The setting "Assigned to all devices " will auto-associate this custom field to all devices in FileWave
and any new devices that become enrolled. After picking the Data Type, you can select either a Default Value or if you would like to Restrict
Allowed Values. If "Restrict allowed values" is selected then you can enter as many values as you like and then select one as default. If no value



is selected as default then the value will simply be empty for the device. To modify or add these values simply right click on your selected device,
select Edit Custom Field(s) Value, in the Field Value column double click and select the value from your list.

e s soarch Field Details

Di“a — 'MI — Display Name: Building Code]
LDAP Department Idap_department Internal Name: building_code
LDAP Email Idap_email

Description: This Custom Field is for Building Codes
Provided By: ~ Administrator

Assigned to all devices

Values
Data Type:  String
Restrict allowed values

LCHS
LNHS
LECC
FCV

Toggle Default

+ || - Duplicate Cancel m



Edit Custom Field Values

1Client(s), 3 Field(s) 'Q )
Display Name A Internal Name Field Type Association Count Field Value
Building Code building_code String (restricted) All Clients FECE
LDAP Department |dap_department String 1 X-Force
LDAP Email Idap_email String 1 change?
Reset All Reset Current Value Clear Current Value Cancel Save




o0 Edit Custom Field Values

1Client(s), 3 Field(s) 'Q

LCHS
Display Name A Internal Name Field Type Association Count LNHS
Building Code building_code String (restricted) All Clients v LECC R
LDAP Department |dap_department String 1 FCV
LDAP Email Idap_email String 1 change?
Reset All Reset Current Value Clear Current Value Cancel Save

Client Script

Client Script will allow you to create and send out a script to associated devices. The output of this script will be what's written as the value for
your custom field. You also have the option to set the output of the script as the custom field value only if the script has the exit code of 0. This
option is for both macOS and Windows using the following script types:

Shell
Python
Perl

Bat
PowerShell

Important: Python and Perl will need to be installed on your Windows clients. When instlaling Python and Perl make sure a system path is added
to enviroment variables during install.

The Script will be executed after each verify, before sending inventory data.

Another option you have for script, is setting launch arguments and Environment Variables. (This option is also for any scripts you have in
Desktop Filesets) So now any inventory field value can be plugged into a script.



Client Script

This script will be run on the client side on verification. The output of the script will be captured and will serve as the value for the field. The default value will be assigned until the script is
executed. If the script fails during client association, the default value will be used

W windows

Script type:  Shell Execution Environment...
#! /bin/bash
#

# FileWave client will execute this script. The output will be used as the value of the custom field.
#
# Below is an example of how to read the value of one ENVIRONMENT VARIABLE in your script:

# my_var=${ENV_VAR_NAME}
#

exit @

Use output only when the script exits with code 0
Replace line feed characters with space

(s} Edit Execution Parameters - Platform macOS
Launch Arguments Environment Variables

Command Line Arguments

debug=True

asset=%asset_tag%

The values of the command line arguments are set just before the script execution.

To use an inventory field's value to set a command line argument's value, use the
syntax %FIELD_NAME%

For instance:
foo-%asset_tag%

Note: Log files will be collected for synchronous non-interactive scripts only

Cancel m
R ITIIIm————————————




o Edit Execution Parameters - Platform macOS

Launch Arguments

Script Execution Environment

[ Variable A Value
ASSET_TAG %asset_tag%
DEBUG 1

The values of the environment variables are set just before the script execution.

To use an inventory field's value to set an enviroment variable's value, use the
syntax %FIELD_NAME%

For instance:
MY_VAR: foo-%asset_tag%

Note: Log files will be collected for synchronous non-interactive scripts only

Cancel [ Save |

Note: Dates must be ISO-8601 format (for instance: 2011-08-27T23:22:37Z).

The last line feed will be ignored to ease conversion, as commands like "echo" (bash) or "print" (python) add a line feed at the end of standard
output.

Scripts are stored encrypted on the disk and the FileWave client will automatically decrypt them when it needs to run. The encryption used is RSA

2048 bits, with no symmetric key exchange (only RSA).

Client Command Line
This is used for existing Custom Fields that were made prior to FileWave 12.7.0 using a script to write to the custom.ini file on the client, this

generally won't be used going forward for new custom fields. But if you have used custom queries with FileWave before, you will notice all of
those are still present in the Custom Fields window. This will also allow you to now change the names from the deafult "custom_string_01" name

for instance, to whatever you like.

LDAP
You will be able to pull attribute values from whichever directory service is being extracted in the LDAP tab in FileWave Preferences. These

values are then assigned to your devices in FileWave so that you can query them at anytime. You will simply find the attribute you would like to
query such as "department", which in this case is a String type. Your chooses are String, Integer, Boolean, Date/Time. If the value does not match
the data type you will get a type conversion error flag when the value is pulled. Then the object class which is either user or computer:

® User: LDAP entry is matched using either Authusername for iPads or the last LDAP user to login for the macOS and Windows devices.
® Computer: LDAP entry is found using the device name in inventory against the computer name in the LDAP directory.



[ J Custom Fields

Custom Fields (Q Search | Field Details

Display Name A Internal Name
Building Code building_code

LDAP Department Idap_department Internal Name:  Idap_department

LDAP Email Idap_email Custom field cannot be renamed because it is used in inventory queries. [details]

Display Name: LDAP Department|

This is a script this_is_a_script
Description:  Pulling the "department" attribute

Provided By:  LDAP

Assigned to all devices

Values
Data Type:  String ¢ How often does
Restrict allowed values LDAP get
Default Value: Use a default value: No Department scanned for
updated values?
LDAP Reference Anytimea
custom field is
Object Class: | User assigned to a
Attribute Name: department d.e\”ce in
FileWave or
when the LDAP
| Duplicate Cancel server is synced
R ——— in the FileWave
Preferences

(this is either at

the Refresh

interval you can

set or manually).
However if a LDAP Custom Field is modified, your directory service will not be scanned right away, instead it will be scheduled to scan in 120
seconds; which is the minimum. (to change this time please contact FileWave support).

General  Organization Info Mobile Chromebooks LDAP Kiosk VPP & DEP Inventory Mail Education Imaging Editor Proxies

Authentication server: AD Server use it for extraction

Name Host Type
AD Server 10.1.10.225 Active Directory

+ | - Synchronize Now n

All Servers
‘ AD Server
LDAP Custom Fields Only

LDAP Server Details

Name: AD Server

!

Other LDAP Considerations:
If the value of the attribute you specified is empty or the attribute is not found in LDAP, then the value of the Custom Field will simply be empty.

In the case of an attribute that has multiple entries, all entries will be returned as encoded JSON array for string custom fields. For other types of
custom fields the value would contain the type conversion error flag instead. The order of entries in the JSON array is not specified.

It may happen where no matching LDAP user or computer is found for a given client associated with LDAP custom field(s). In this case, the
appropriate status for custom fields values will be set upon extraction ("Matching LDAP User/Computer Not Found"). Administrator has a global
option to clear current custom field(s) value when such situation occurs. The option can be found in Preferences, Inventory tab, "Clear value if
there is no match between client and LDAP user or computer" checkbox.

9. FileWave Imaging

FileWave has two different types of imaging, one for direct imaging and one over the network.



To see the newest features and supported hardware for your version of FileWave imaging visit the Imaging downloads page linked here.

Lightning

This method works over Firewire and Thunderbolt, using an application called Lighting which can be downloaded here. This method creates an
image with the OS Installer app and any .moblieconfig or .pkg files you wish to install during the image deployment. You also have the option to
set a user account and whether or not creating a new account is prompted during the welcome screen.

Remember you have to be on the exact same OS as the one you are trying to deploy.

Example: If you want to create a High Sierra APFS image you need be running the Lightning app on my a High Sierra APFS machine.

@ Lightning Image Library

Original Installation Media

Mac OS X 10.12 (16A323)
& /Users/Tony/Documents/Install macOS Sierra.app

FileWaveClient12.0.3_tony.wheeler.pkg

) FilewavelndyWifi.mobileconfig

~ Create User Account

In Disable welcome screen
Username: hopesummers ﬁ
Password: eeccccce

Confirm password: eeeeeese

Close Create Imageset

This image process can take only a matter of seconds if the drive is an SSD and only slightly longer if it is a standard HDD.

To get the steps on how to create and push out an image with FileWave lightning follow this guide up to step 7: macOS Network Imaging -
Netboot

® After you completed step 7 from the guide above, just connect a Thunderbolt cable from your machine to the target machine you would

like to image, boot that device in Target disk mode (holding T while booting), select the image in Lightning, select Deploy, and finally
restore the desired attached volume.

Network Imaging

Network imaging is supported over ethernet using the FileWave Imaging Virtual Server (IVS). It uses the PXEboot system for Windows
computers and NetBoot for macOS computers.

For a complete guide on how to fully setup a FileWave Imaging Virtual Server (IVS):
® Network Imaging Guide
For more information about commands you can run on the IVS check out this article:

® |maging Control Commands (IVS)


https://www.filewave.com/category/lightning
https://www.filewave.com/category/lightning
https://kb.filewave.com/display/KB/macOS+Network+Imaging+-+Netboot
https://kb.filewave.com/display/KB/macOS+Network+Imaging+-+Netboot
https://kb.filewave.com/display/KB/Network+Imaging+Guide
https://kb.filewave.com/pages/viewpage.action?pageId=3509708

The imaging process has been greatly improved since FileWave 9. A new client process (imaging-fwcld) runs on the IVS, reporting back into the
FileWave Server and Admin. Images are now Filesets and these Filesets can be delivered to the IVS directly from the Server or though a Booster.
The imaging configuration is completely integrated into FileWave Admin.

As FileWave Imaging is unicast you can image on multiple subnets by adding an IVS on any desired subnet you like, at no additional cost.
Alternatively you can also have more centralized imaging servers and just have IPhelpers to help point the traffic across subnets. The last option
is to change options 66 and 67 in DHCP but keep in mind if you do this you will only be able to image Windows and not macOS.

® QOption 66 - IP of the IVS
® Option 67 - pxelinux.0

How does it work?

The process for sending out an image with FileWave follows the same flow as if you would send out any other Fileset in FileWave. Before
anything else you need to be sure you have the device(s) you would like to pull an image from or push an image out to in FileWave. So either
having the device already enrolled and checking in, or as a place holder in FileWave. Either way, the device has to be in FileWave with a Serial
number for macOS or MAC Address for Windows. Then the image Fileset is assigned to a device so that an association is made, you update the
model, the IVS checks in to see new updates (just as a client would check in for new files) and then you PXE/Netboot.

When the devices are imaged FileWave names them automatically based on the name provided by the FileWave Client in FileWave. For
Windows devices we also support driver injections so that you can have one base image sent out to different models with the drivers pushed out
along side.

*Important Note: If there are no associations between a device and an image in FileWave, and propagated to the IVS, then when that device
PXE/Netboot's it will see no image assigned to it and then boot straight into the OS.

Upgrading an IVS

Instructions on how to upgrade a FileWave Imaging Virtual Server can be found on the downloads page for the IVS: Imaging Server downloads
page

Which OS are you going to image?
v~ Windows - PXE

Windows

For a complete walk through on how to create/deploy Windows images with FileWave and how to create/send out drivers please follow these
guides:

® Windows Network Imaging - PXE
® Creating Windows Driver Filesets

Things to consider when imaging Windows devices with FileWave:

Know whether your devices are Legacy or UEFI and make separate images accordingly

At this time we do not support secure boot

Your image can be smaller than the target drive but not larger

Make sure the FileWave Custom Client is installed on the machine before the image is captured: Custom MSI

[ ]

[ ]

[ )

[ ]

v+ macOS - Netboot
macOS

For a complete walk through on how to create/deploy macOS images with FileWave follow this guide:
* macOS Network Imaging - Netboot
Things to consider when imaging macOS devices with FileWave:

®* macOS High Sierra 10.13.x APFS images can only be sent to devices that are already running High Sierra 10.13.x APFS
® An NBI has to be ran on every IVS if you have multiple
® Monolithic imaging is not supported by FileWave

10.1. Engage server


https://www.filewave.com/category/lightning
https://www.filewave.com/category/lightning
https://kb.filewave.com/display/KB/Windows+Network+Imaging+-+PXE
https://kb.filewave.com/display/KB/Creating+Windows+Driver+Filesets
https://www.filewave.com/support/custom-msi
https://kb.filewave.com/display/KB/macOS+Network+Imaging+-+Netboot

For caching the SIS information, as well as the polls and content links, Engage uses a virtual machine that is provided as part of your component
download from the FileWave Support site. The virtual machine runs on most common VM engines, such as VMware. When the server initially
boots, it will grab a DHCP address. See Section 2.3 for details on setting up and configuring the Engage Virtual Server (EVS).

The login and password for the Engage server, by default, is filewave / filewave.

10.2. Engage applications

All interactions between teachers and students take place from within the Engage application. There is an iOS version of the Engage application
provided to you as an ipa file download from the FileWave Support site. For macOS, the Engage application is available as a free download from
the Mac App Store. The macOS app can also be "purchased" (it is free) from the Apple VPP Store for inclusion into your License Management
schema. Both teachers and students use the same application; the Engage application reacts with a different Ul based on the person logging in.

2o * B il

Featured  TopCharts Categories Purchased  Updates

o~ EngageX
~ v
A A EngageX: Bringing the FileWave Engage classroom experience to OS X
Requirements: EngageX requires the FileWave Engage system to be installed and activated. FileWave Engage is part of the
FileWave software management suite - please ask your System Administrator for details about using EngageX on your Mac.
W w in Ve
Minor changes to improve stability.

Education

10.3. Engage preferences in FileWave Admin

FileWave Admin Preferences

General  Organization Info  Mobile  Chromebooks LDAP  Kiosk VPP &DEP  Inventory  Mail m Imaging  Editor  Proxies

SIS m Apple Classroom

Engage Server
Server Address: 10.1.3.155 Port: 443 8
Shared Key: No Key (Not Secure) Generate new key on Save
i0S macOS  Chromebooks
HTTPS Certificate Management

Common Name: No Valid Common Name
Expiration Date: March 28, 2025 08:49:51 EDT

Warning: You are using a self-signed certificate. Your devices will need to trust the certificate to use FileWave. iOS 10.3+ devices require explicit trust before
manual enroliment.

Details... Upload PKCS12 Certificate Get Current Certificate

Migrate data to newer VM

Engage Server



Enter the server address for your Engage server VM. It should be a FQDN or fixed IP address, if possible. The default TCP port for Engage is
443.

HTTPS Certificate Management

You will need a valid SSL certificate in .p12 format options for securing the communications between the Engage server and its clients. There are
also specific push certificates for iOS and OS X that will be provided by FileWave as part of your software download.

® 3rd Party valid certificate for https
You can use a known 3rd party for a valid certificate with Engage, companies such as StartSSL, VeriSign, etc. Follow the instructions on
their site to download a valid server certificate in .p12 format. Upload that certificate into FileWave Admin Engage preferences using the
Upload PKCS12 Certificate button. When you have done this, you will get an alert to restart the Engage server. You will download the
certificate and import it into FileWave Admin as part of a Certificate profile. See Chapter 7 for further information on profiles. This
certificate profile must be associated with all iOS and OS X clients before they launch the Engage application for the first time.
Otherwise, the client will display an error that it "cannot connect to server" - meaning the Engage server.

iOS / OS X push certificates

The push certificates you need for Engage will be provided by FileWave. Select the tab for the certificate you are going to import, then
click on the Browse button. Locate the appropriate certificate and select Open. Finally, click on the button Upload APN Certificate/Key
Pair

Engage Server Jlecly OS X

Apple Push Notification Certificate

Current Certificate: ~ com.filewave.engage.client

Expiration Date: July 18, 2015 7:52:00 AM MDT
APN Certificate/Key: Engage iOS Production Push Certificates com.filewave.engage.client.p12 Browse...
Upload APN Certificate/Key Pair

Clever Integration

Unless you are going to use a manually created CSV file with all of your class / teacher / student data, odds are you will want to integrate
your institution's SIS with FileWave / Engage using Clever. The process for this is very simple. First, you go to http://www.clever.com and
log in using the account and password provided to you by Clever. That will present you with your district/site web page. From that page,
you will need to copy your District ID.

In the Engage preferences, click on the Configure District button, authenticate as the FileWave Admin superuser (fwadmin), and paste
the district ID into the data field.

Clever Integration
Configure District #demo filewave dev

Synchronize Last Sync: Tue Mar 10 16:50:15 2015

Migrate Data to a newer VM

If the time comes where you need to upgrade or replace your VM engine, or the Engage VM itself, this button provides a way to migrate
all of your Engage data you have created into the newer Engage VM. You set up your new Engage VM, then enter that newer IP address
(or FQDN) into the migration dialog. The FileWave server handles the rest by transferring all of the data. Then you shut down the old VM
and update your Engage Preferences.

o o ¥ Engage Migration

New VM address: Port: 443 e

Current State:


http://www.clever.com

10.4. SIS integration with Clever

A major strength of Engage is the ability to synchronize institutional data from a Student Information System (SIS) with the Engage server. This
allows the teachers and students to log into Engage using the same credentials they use every day for curriculum applications and gradebooks.
Of the two mechanisms for SIS integration, the use of Clever is by far the easiest. FileWave customers with a current SIS get Clever support from
FileWave for free; so they can get up and running with a fully-populated Engage environment with very little effort.

Once your FileWave Server is linked to Clever, Clever will synchronize all of your SIS data with the Engage server every 24 hours around
midnight. You can force a sync by holding down the alt/option key clicking on the Synchronize button in the Engage preferences.

The SIS data is cached as read-only on the Engage server for the purpose of login and aligning teachers and students with the correct classes.

10.5. CSV data import

If your institution does not have an SIS, or does not wish to synchronize data through Clever, you can manually import all of your class roster
information using CSV formatted text files. Engage supports direct data import. The files you must create are: students; teachers; and, classes.
There are two forms of these files - a "full" set for initially entering large amounts of data, and an "incremental" or "update" set for entering
changes to the data that exists. The formats for these files is as shown below:

Each file is a CSV-formatted file with a header row. In the header, you have to specify which fields you want to insert/update for each of the
records. The default for all values is an empty string.

S0 students_full.csv Open with TextWrangler
username password email first_name last_name  district school birth_date grade

rosie rosie rosie@stu.filewave.org Rosie Carlyle South Filewave Engage University 1990-01-29 13

susan susan susan@stu.filewave.org  Susan Barrymore  South FileWave Engage University 1990-02-28 13

You have three different entities for which you can import/update instances in the database. Below is the format for these:
Student Entity Fields

username (ID, required): username used for logging in
password: password used for authentication

email

first_name

last_name

district

school

birth_date (ISO encoded date)

grade

Teacher Entity Fields

username (ID, required): username used for logging in
password: password used for authentication

email

first_name

last_name

district

school

title

Classes Entity Fields
class_id (ID, required)
owner (required)
district

school

name

description

grade

start_date

end_date

students: a 'l' (pipe) - separated list of student usernames

Importing the csv files into the Engage server
The process of importing the data into the Engage server is done through the command line. Either at the Engage VM itself, or remotely, using ss
h, you enter the following command sequence:

engage-control synchronize_engage -elasses—<elasses-esvo>—teachers—<teachers-esv>—students—<students-esv>-{fulli-incremental]



Where:

--<classes.csv> gives the path to the CSV file that defines the classes to import
< teachers.csv> gives the path to the CSV file that defines the teachers to import
< students.csv> gives the path to the CSV file that defines the students to import

(for later deletion). An incremental sync is just updating or inserting records without touching the ones that are not referenced.

10.6. Teacher Interface

The teacher interface in Engage shows three primary views: Students; Contents; and, Polls.

--full or --incremental (default is --full): The full sync is handled so that a record that is in the DB but not in the file is marked as inactive

AP History - 451(Section 1)

4 John DeTroye

DEVICE

® © STUDENT

4 Tenshi DeTroye [
() A sarah Good & iPad
L Pam Major & iPad

NETWORK BATTERY Q

@ Clear Passcode

PugsinSpace @ Clear Passcode

I 100%

PugsinSpace B 100% @ Clear Passcode

@

Reset Actions

® 0 & &

Eyes up Front  Single App Mode ~ Mirror Device  Use a Pol

# ENGAGE

= Q

Send Message  Send URL

w

Teacher Interface: Students view

The Students view shows the currently active class, the students by name in that specific class, select status items, and some control buttons and
actions. In this window, the teacher can select a class, activate/deactivate that class, send specific commands to some or all of the students, and

clear the student's passcode on their device.
The commands the teacher can send are as shown:

@ © 0 o ak

m Q

Reset Actions

Eyes up Front  Single App Mode  Iimor Device Usea Poll - Send Message  Send URL

Reset Actions — Returns all devices to a neutral state, clearing any locked screens, messages, and AirPlay

Eyes Up Front — Sends a message to all designated users to get their attention. Devices in Single App mode cannot dismiss the
message.

Single App Mode — Forces supervised iOS devices into a single, designated application. Engage can be designated for single app
mode.

Mirror Device — Uses the AirPlay profile to force a supervised iOS device to display on a selected AppleTV. Devices must be on the
same network. Requires the use of an AirPlay profile on the teacher's device.

Use a Poll - Provides the teacher with a mechanism to check on student progress through a simple Q&A process

Send Message — Unlike the Eyes Up Front dialog, this dialog can be dismissed by users. Can be used to send reminders, hints, or just
pass along information to selected students.

Send URL — The teacher can send a URL to the student that links them to a web site, a document, or anything that can be designated
with a URL.

Clear Passcode — Clears the passcode on designated iOS devices.

Teacher Interface: Contents view



This view allows the teacher add or edit content for use by the students. Contents allow a teacher to provide URLs to students. Examples of
content URLs can be simple web site URLs, Google Drive items, LMS items, iTunesU content, and any other item reachable with a URL.

® © ® . yriewave- Engage x

c hitps//engageusa.filewave.com/engage/engageApp/main htmi#/sessions/2/contents Q [}

© No Active Class Composition 2 Marcus Bloomberg

DESCRIPTION
Academic Lab

AP History Tumn in here: http://Www.drop. Dec 28, 2014 Jul 3,2015
Composition

MLA guidebook (iTunes link) https://itunes. Mar 2, 2015 May 1, 2015
Geometry

= h

000 yriommn e
€ C O nipsyengageusa lewave.comiongagelengageAopman. fcontent =
ONo Active Cass o Actvate Class.
Edit Class Content
DESCRTION (USRI
MLA quidebook (Tunes k]
Contont URL.

it or-the-modern. 1180

Start Vaiity Dato

War 12,2015 &

End Vaiiity Dato

May 01,2015 &

B3

E =0

Teachers can also set availability of the content by setting start and end dates for access to the items.

Teacher Interface: Polls

The Polls view provides the teacher with a mechanism for creating "quick check" sessions to see if the students are paying attention, or just to
quickly check progress. Polls are single multiple choice questions.

The Polls View provides the following functions:

< ENGAGE

® Add Poll
® Edit Content
® Edit Name/Description
® Edit Question
® Edit Start / End Date
® View Results: see all responses, correct and incorrect



O No Active Class Oceanography 2 Marcus Bloomberg

POLL DESCRIPTION Q
Academic Lab

AP History Fish mammals Feb 9, 2015 May 1, 2015 8 View Results Edit / Delete
Composition

Whale mammal Feb 186, 2015 Apr 10, 2015 & View Resulls = @ Edit/ Delete
Geometry
Oceanography Earth percent water Feb 23, 2015 Mar 26, 2015 8 View Rosults Edit / Delete

Titanic Mar 2, 2015 Apr 10, 2015 @ View Results Edit / Dedete

Painting

10.7. Student Interface

Using the same Engage application, the student interface contains a simpler set of data:

® Student view - displays current content and polls for all classes a student is registered in.
® Content and Polls - view and use available content and/or polls
® Eyes Up Front / Messages - "pay attention" notes from the teacher

10.8. Session Profiles

Engage includes the ability to use 'tagged' FileWave profile Filesets for expanded classroom control. The teacher can coordinate with the
FileWave administrator to have specific profiles made available for access during class. An example would be having the ability turn off the
camera at certain times during class. The wrokflow to set this up would go like this:

Create Profile Fileset with needed controls

° =¥ Profile Editor

,Q Search

) Restrictions =
show only configured

. General Apps  Media Content

“  Mandatory
. Allow use of camera
ios
Allow FaceTime

u"\nl Allow My Photo Stream (disallowing can cause data loss)

Allow screenshots and screen recording

Be careful with restrictions - many of the payloads have a lot of default settings that may severely interfere with instructional flow; while other

payloads have defaults that may allow too much leeway with younger students. Best practice is to keep the settings simple, and test them as
much as possible before going live.

Configure the Fileset to support Engage



=¥  Fileset Name: Profile - Engage - Camera Off

S0Y settings
Platform Installation (OS X)
i0s Users
0SX System

Reinstall this profile if the user removes it
Force legacy install (OSX 10.7+)
Engage
Available in Engage
Title Camera Off

Profile Filesets support an Engage setting that allows you to 'tag' this Fileset to be used in Engage by any teacher. You must give the Profile a
title that will allow the teachers to know what this profile will do when activated on student devices.

Update the Model to activate this Fileset

This allows the Engage server to recognize the new Profile Fileset and make it available to teachers.

Teacher logs into Engage and checks for profile

When a teacher logs into Engage and activates a class, they can tap/click on the icon next to their login name to see what Session Profiles are
available.

X John Del

SESSION PROFILES
tolviewithisipanel
Q

THIS CLASSROOM

Camera Off

AVAILABLE

Activate profile as needed

The teacher needs only to toggle the profile on/off to activate it during their class session. The impact at the student end will usually be close to
instantaneous.

10.9. Sample Workflow “A Day in the Life”

In this section, we will follow a teacher and a student as they use Engage for a class. The interface is the same for users on iOS and OS X
devices. The only difference comes from supervised versus unsupervised iOS devices. Supervised iOS devices are the only ones who can be
forced into Single App Mode or locked down in Eyes Up Front.



Logging in

The teacher and student must both log in using their institutional credentials. In this case, the teacher with the username of "magneto" is
connecting on an iPad.

Log in to Clever

LOG IN TO CLEVER

Questions? Contact my great support
(supportfilewave.com),

Once logged in, the teacher is presented with a view with helpers:

No Class Selected

Start by selecting a class

Then, actions will show below

ENGAGE

Those arrows are meant to help teachers get started with Engage easily. So Max (our teacher) will select the class for today - Magnets - 103 and
will be presented with the primary view of his class.



o Activate Class Magnets -103

STUDENT

Jamas Howlett

(™ L  Anna Marie A No Device

Q L Scott Summers L ]

@ | & O & 1t WU @l

Mot Actions | EyesupFram  Singm App Mode  Mimor Devics  UseaPoll  Send Message  Se

= ENGAGE

Up at the top left of the widow, Max sees the Activate Class button. This button will allow the teacher to begin the class by locking in the students
assigned by the SIS to this class and setting the end time.

o«
Activate Session

~ -~
Finish Time: ca 0o

v v
Finish Date: Mar 25

Max can set the finish time to be 0800 (8am - a very early class). Once that happens he sees the students who have checked into the class.

Magnets - 103

STUDENT ; NI ‘ BATTERY Q
Humans - 104

& Clear Passcode

Note some of the indicators on the teacher's view. Anna Marie is absent or hasn't checked in. James Howlett has checked into the class and is on
a Mac. Scott Summers has checked in and is on an iOS device. He is the only one with the Clear Passcode button available.
At this point, our teacher Max can send out simple directions to the students, or send an Eyes Up Front message to get everyone on task.



Eyes up front

Enter a message to show on the screen

Let's start with a review. Answer the poll on Basic
Magnets

2 | © 0 @

~7 ENGAGE Reset Actions | EyesupFront Single App Mode  1i11o ovice

What everyone sees is this:

Engage

Let's start with a review. Answer the poll on
Basic Magnets.

At this point, Max clicks on the Reset Actions button to clear the alert, and the students tackle the poll on magnets.

Basic Magnets

The poles on a magnet are... (pick one answer)

(.} North/South

Positive/Negative

East/West

Of course, someone gets the wrong answer, and our teacher sees that right away by checking the poll results.

Basic Magnets - The poles on a magnet are...

2 / 3 Students answered all questions correctly

Students who did not answer correctly (1)

Nerth/South tive/Negative East/West

Aneia Marie @

James Howlett (C)

Scatt Summers @



Since James was not paying attention, Max creates a special content item for him:

Content Dascription

Haow magnets work

Content URL

| | nupirscience nowstutworks.com/magnet him

Start Validity Date

Mar 252015

End Validity Date

Apr 07, 2015

Vv Save M

While James is working on his study content, Max can ask Scott to show how he found additional research material on magnetic clip-on
sunglasses by setting Scott's iPad to go into AirPlay mode to the classroom AppleTV.

Display to: x

3
| Class Favourite Destinations:

PugTVv

Al Destinatons

PugTV

"Make ‘avouriies by selecting destnations from the above st

» O & & W

1From  Single App Mode 1 Doce UseaPoll - Send Messa

And the process goes on, Max can keep tabs on the students with polls, provide content when needed, and reign in the class when they begin to
get off task by sending everyone into Single App Mode by selecting the toolbar item, and choosing a specific application (the app must be
installed on all student devices).

Enable single App mode x

Pick an App 1o enable Q

¥ Q -

Study Cal - Student
Prarner and Organizer

e D L.
SN Reset Actions | Eyesup Front S Ao Mode  MmorDevce  Usea Pol Send Massa

When the teaching moment is over, Max can select the Engage application for Single App Mode, or select Reset Actions to allow the students to
return to Engage as needed.
11. Apple Classroom and Shared iPad Support

11.1. Classroom — Feature Overview




a

This is Apple's application for teachers allowing them to manage a class of students using iPads. The application is available on the iTunes App
Store and the Volume Purchase Program (VPP) App Store. Apple has a video about the application in the "Meet your new teaching assistant"
section at this link: http://www.apple.com/education/products/
— ——
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Main features:

b Show, for each device, what the student is doing (which app is in the foreground)

Lock student devices (eyes up front)

Start application or Safari on a given web page on student devices (either in single app mode or not)
Observe (without interaction) student devices

Pre-assign shared iPad to student to ease login

Display student iPad screen on Apple TVs

Logout users

Change user passwords (with Managed Apple IDs)

Note: The Classroom app should only be installed on teacher iPads. Do not install it on a student device; it will only produce an error when
launching...

Apple School Manager (ASM)

ASM can be thought of as a "Super Device Enroliment Program (DEP)" account, including VPP, DEP, Student Information System (SIS) data
management, and Apple ID management. Existing customers will have to upgrade their DEP account to ASM. Customers are encouraged to read
and follow this Apple knowledgebase article to prepare their setup for conversion: https://support.apple.com/en-us/HT206590.

ASM is only mandatory to create and manage Apple IDs. Which means that the only features requiring ASM are:

b ® Shared iPad support
* Reset student password

Everything else - Classroom included - works without an ASM account.


https://itunes.apple.com/app/id1085319084
http://www.apple.com/education/products/
https://support.apple.com/en-us/HT206590

How FileWave supports it
FileWave helps with deploying the Classroom app to devices. After deployment, the app has to be configured, which requires:

® Client SSL certificates for each device
® A specific profile ("education payload") that will configure both the Classroom app and Shared iPad devices

FileWave will do all of this for you:

® Get information from your SIS provider

® Helps you associating devices and persons (1:1 context) or carts and classes (shared context)

® Support for both 1:1 and Shared iPad models

® Automatically generates and deploys the education payload, specific for each device

® Provide a way to import "place holders" for devices that you have not yet physically deployed, so you can prepare workflows for apps /
payloads in advance

Unique FileWave benefits:

® Seamless integration with your usual FileWave deployment workflow
® Clever integration. FileWave allows school district's having an SIS supported by Clever to directly, and without any additional work, use
the Classroom app.

11.2. Classroom — Shared iPad

Terms and Definitions
Classroom — this is this is Apple's application for teachers allowing them to manage a class of students using iPad devices. Main features:

o Lock student devices

Start application or Safari on a given web page on student devices
Observe (without interaction) student devices

Pre-assign shared iPad to students

Display student iPad screen on Apple TVs

Shared iPad - this is a special mode in which iPad devices can be put, which allows multi-users on a single iPad.

° ® Only one user is logged in at a time
® Personal data are downloaded from iCloud on first login on the device and cached on the device
® You can configure how many "user caches" can be stored on the device
® Managed Apple IDs are required

Apple School Manager - this is Apple "Super DEP" portal for education.

. Works as a normal DEP account (you can create multiple "virtual servers" and use them to deploy your devices)

Integrates VPP
Integrates Student Information System data
Integrates Managed Apple IDs management

One-to-One (1:1) context - this is a deployment model where a person is getting a device that is not shared with another person.
Cart - this is a Group of devices that usually stay in one classroom, and that are shared by students. They do not have to actually be stored in a
cart; this is just a logical grouping that we chose to call a Cart.

While Classroom and Shared iPad share the same underlying concepts, it is not mandatory to use both together:

® (Classroom only can be used in 1:1 context without Shared iPad
¢ Shared iPad can be used without a teacher running Classroom

Hardware Requirements
Apple has the hardware requirements listed here: https://help.apple.com/classroom/ipad/1.1/#/cadc1b9b4f8a (I know that it's an ugly URL, but it
takes you where you need to go). On this page, you will see that the following applies:

® All devices require Bluetooth LE (Low Energy) support
* Nothing additional for teacher devices

® 1:1 student devices must be supervised

® Shared iPad requires more storage space

How it works: Classroom

® Classroom is configured using a special "education" payload (profile), which has to be sent via MDM.
® The profile has to contain data based on SIS data, indicating who is using what.


https://help.apple.com/classroom/ipad/1.1/#/cadc1b9b4f8a

® From a communication point of view, Apple uses Bluetooth LE (hence the hardware limitation) to initiate the connection between devices
and then establish a TCP/IP connection, using SSL certificates for security.

How it works: Shared iPad

Devices have to be in an ASM account.
There is a special option you have to enable in DEP profile before activating the device.
Once the device is activated, it will be prepared for Shared iPad (it will reboot just after enroliment).
Users can log into the device using a Managed Apple ID from the same ASM account.
Device space will be shared:
® i0S
® Common apps, media
® For each user, local cache of personal data
® When user logs in / out, data are synchronized via iCloud.

11.3. Classroom — SIS Data

SIS Support
To know how to configure devices, FileWave needs to import SIS data; mainly person details and class organization.
We currently support:

¢ Clever import - same as for Engage
* ASM import (AKA "roster API")
® CSV import - same as for Engage

ASM and Clever data will be synchronized once every day (at midnight). You can force a refresh in Education settings of FileWave Admin
Preferences.

<span style="color: #333333"><strong>Engage and Classroom</strong></span>

Engage and Classroom share their import settings. Future versions of FileWave will go further and make Engage and Classroom share imported
data (but, for now, if you have Clever, both FileWave and Engage will have to import data individually, because the Engage database is stored on
the Engage Server not on the FileWave Server). The format for the CSV files is the same, but the syntax to import these is different (Engage
syntax is covered in Section 10.5).

Importing CSV files for students, teachers, and classes for Classroom

SSH into the FileWave Server, then run the following commands as appropriate (note, the full path to python and django have to be specified):
/usr/local/filewave/python/bin/python /usr/local/filewave/django/manage.pyc sis_csv_data_import -teachers—<full-path-teteachers-esv>{fullt-increm
ental]

lusr/local/filewave/python/bin/python /usr/local/filewave/django/manage.pyc sis_csv_data_import -students—<tull-path-to-students-esv>{falli-increm
ental]

lusr/local/filewave/python/bin/python /usr/local/filewave/django/manage.pyc sis_csv_data_import -elasses—<full-path-te-classes-esv>{full-increme
ntal]

<span style="color: #333333"><strong>Required Data</strong></span>

Classroom is an application that allows teachers to use their iPads to manage student devices during a class. Classroom requires the devices
to be configured by MDM; with the configuration defining:

For teacher devices:

° ® Which classes are lead by the teacher
® Which students are in the classes
® Which devices are used by those students

For student devices (1:1):

. ® Which device(s) are used by the student
® Which classes are attended by the student

For cart (shared) devices:

. ® Which classes will use this cart (defined as a Group of devices used with Classroom, irrespective of whether they are in a
physical cart).
® Which students will use this cart (because they are in the class)

This means that in order to configure Classroom, you need to know:

1. Which devices you are managing
2. SIS data, which tells you which students are in a class lead by which teacher
3. A link between the device(s) and person(s):



a. Either a direct link for 1:1 (teachers or for 1:1 students deployment model); or
b. A link between a Group of devices ("a cart") to a Group of students ("a class")

Devices

Single devices

Any device already enrolled in FileWave can be used for Classroom. However, at times it may be useful to prepare your deployment system
upfront, before devices are actually enrolled. This is more important in a 1:1 deployment model where you want to have your students unboxing
and enrolling devices with their own usernames, but you don't want to wait hours (or days) until all VPP licenses finally land to the device.
FileWave 11.1+ allows the creation of placeholders for iOS devices and preparation of your deployment workflow as well as your classroom
settings before real enroliment occurs:

® Any iOS device in a DEP account can be imported as placeholder (if not enrolled yet)
® You can import a CSV file based on serial number for non-DEP devices.

Carts
Classroom support introduces concept of Carts, which are nothing more than a special Group of iOS devices. These apply to the term Cart:

A Cart contains only Clones of iOS devices.

A device can have a Clone in one and only one Cart.

You can create a Cart by clicking on the toolbar icon.

You can add a device to a cart by right-clicking on an iOS device and select "Add to Cart" or by drag-and-drop. Note: this will move any
existing Clone currently in another Cart into the target Cart.

Define how persons are using devices
You need to tell FileWave who will be using which device. This can be:

® A direct 1:1 association for teachers
® A direct 1:1 association for students in a 1:1 deployment model
® An association between Group of devices (cart) and Group of students (class)

Note: Shared iPads can only be used with carts. If you make a 1:1 association between a shared iPad and a user, it will not work as part of a
"Cart" Grouping of iPads.
FileWave offers you different ways of providing these mappings:

1. Import a CSV file for 1:1 associations

o =¥ Import one-to-one associations

Select a CSV file with one-to-one (Person:Device) associations.
This will be used to generate Classroom configuration

Replace existing association(s)

one-to-one association file: .csv file Browse...

Note: in one-to-one, a device can be associated to one and only one person.
Download template Cancel OK
T

1. Import a CSV file for cart:class associations

[ <Y Import Carts:Class associations

Select a CSV file with Cart:Device associations.
This will be used to generate Classroom and shared iPad devices configuration

Replace existing association(s)

Carts:Class association file: .csv file Browse...

Note: a device can be in one and only one cart, and can't at the same time in a cart and associated to a single person.
Download template Cancel OK
T



1. Authentication for 1:1 with LDAP

You can configure FileWave to automatically associate a device to a person using the enroliment auth username. Upon enroliment, FileWave can
then look into SIS data and if there is a person having the same identifier in your SIS data, then the auth username link will be made. This can be
enabled in Classroom preferences.

1. Manually via drag-and-drop

In order to import CSV files, you have to first specify that you will be using CSV files using the SIS pane of the Education settings of FileWave
Admin Preferences, by clicking on the "Edit Settings..." button, authenticating as the super user (fwadmin), as shown on the next page.

=¥ FileWave Admin Preferences

General  Organization Info  Mobile LDAP  Kiosk VPP&DEP Inventory  Mail [N imaging  Editor  Proxies

Bl engage  Apple Classroom

Edit Settings... No SIS configured

Synchronize Last Sync: N/A

NOTE: The above SIS configuration is used to extract SIS data for both Engage and Apple Classroom.
If you have Engage configured then it must be running before you can modify the SIS configuration.

Cancel “

The import dialog should default to "None / CSV" in the selection box of "SIS data source."

[ JON ) - Configure SIS source

SIS data source: = None / CSV B

SIS data extraction will not automatically pull data from an external system.
You should use this option if you want to use CSV files as the SIS data source.

If not, select that option.



[ ] ¥ Configure SIS source

515 data sourco PG

Clever.com
SIS data extract Apple School Manager ita f.rom an external system.
You should use \ = SV files as the SIS data source.

You then need to enable Classroom support in FileWave Admin by selecting the following checkbox in the "Apple Classroom" pane the Education
tab of FileWave Admin Preferences.

Admin Preferences

General  Organization Inffo  Mobile LDAP  Kiosk VPP &DEP  Inventory  Mail m Imaging Editor  Proxies

Enable Classroom support
Security

Manage Certificates CA Certificates not configured

Options

A i i one-t devices based on Idap username upon enroliment

Log out users of shared devices at: 12:00 AM  J

Applications can only be deployed when there is no user logged in. You can force them to logout.
Doing it overnight when users are likely not using devices is recommended.

Image service
To display students' pictures in Classroom, you need to provide a web service. FileWave will request images based on the
user_identifier and size (large and small).

The url must contain %user_identifier% and %size% placeholders, for instance:
https://myserver:8080/images?user=%user_identifier%8&size=%size%.
You can protect the service with basic or digest authentication.
Service url:
Authentication: No authentication ¢
User:

Password:

Classroom application caches images. Reset cache if images have changed.

Reset cache | g, aducation profile will be redeployed.

Cancel m
e —

Classroom security relies on SSL Certificates, which will be deployed on each device. FileWave has to create those certificates prior to
configuring Classroom. The first time you enable Classroom, you'll then be prompted to generate those certificates:

device certificates.
You need to create Certificate Authorities.
Do you want to do it now ?

T ——

O Classroom communication security relies on
(o]

You'll then be able to save the main CA (certificate authority) private key - you'll need it if you want to revoke / renew certificates. (You also need
super user credentials for that):



Warning: DO NOT LOSE THE PRIVATE KEY!

* —D

New Classroom CA certificates have been
generated. Store the private key for this
root certificate in a secure location. It will be
required when changing one of the
intermediate CAs.

For security reasons, FileWave does not
keep a copy of your private key. Therefore,
if you lose it, you will be forced to
regenerate the root certificate, which
means all devices will have invalid
certificates and need new ones.

-

You will then be warned that the Private Key will not be stored within FileWave. It is your responsibility to maintain a copy of this in a safe location.
Be sure to note where you are saving this so that you can put is somewhere safe. Also note that the file will be named "FileWave Classroom
Private Key.key."

Note: If you have Keynote installed on your admin machine, the icon for this file will be a Keynote deck icon!

The dialog will display the certificates in a tree structure, where the root CA certificate is the top level item in the tree. The serial number and the
expiry date of each certificate are also displayed. Certificates that will expire in less than one month are displayed with a yellow background, while
expired certificates are displayed with red letters. You can sort by any column and filter certificates by typing some criteria in the search box and
pressing Enter.

Classroom Certificates Q Search...
Certificate ¥ Serial Number Expiry Date
¥ Root CA 1 6/22/26 11:25 AM
¥ Member CA 3 6/22/26 11:25 AM
Member Certificate 5 6/22/26 11:25 AM
¥ Leader CA 2 6/22/26 11:25 AM
Leader Certificate 4 6/22/26 11:25 AM

The private key of the root Classroom certificate is required for renewing or revoking other certificates.

Renew Revoke m

You can renew and revoke any certificates. In order to do so, select one or more certificates. The view supports multiple selection by holding the
Ctrl key (Command or on Mac) and clicking entries. You can then either right-click to get a contextual menu or use the corresponding buttons on
the lower left corner of the dialog. When revoking a certificate, all its child certificates will also be revoked. The certificate and its child certificates
will be renewed automatically right after revocation.

You don't need the private key for renewing or revoking leader or member certificates. However, renewing/revoking any intermediate CAs
requires the private key of the Root CA that was generated before. The first time you renew or revoke an intermediate CA certificate, you will be
asked to open the private key. It will be remembered for the duration of the dialog, so you won't need to open it again for any subsequent
operations on CA certificates, unless an operation fails. If you close the dialog and open it again later, you will need to provide the private key
again for renewing/revoking CA certificates.

Although not recommended, it is possible to revoke the root CA without providing the private key by clicking "Cancel" in the file dialog to open the
private key. This is useful for example in case you lose the private key. After revoking the root CA, the whole certificate tree will be regenerated
automatically.

After getting the certificates taken care of and storing your Private Key, clicking OK in the Preferences will result in the main window of FileWave
Admin having a new category listed in the left-hand column labeled "Classroom."

CSV File Formats
The Entities supported
Before importing your mappings for Person:Device and Cart:Class associations, you first have to get Teacher, Student, Class data into the



database, which you can do through the use of CSV files. Regardless of whether you are using Engage, you still have to get class/student/teacher
data into FileWave for use with Classroom (Clever and FileWave use separate databases for class/student/teacher data). You can do that with
CSV files. There are three different entities for which you can import/update instances in the DB. Here they are with the supported fields you can
specify in the CSV files:

Students:

* username (ID, required): username used for logging in.

password: password used for authentication
email

first_name

last_name

district_id

school_id

birth_date (ISO encoded date)

grade

managed_apple_id

Teachers

* username (ID, required): username used for logging in.

password: password used for authentication
email

first_name

last_name

district_id

school_id

title

managed_apple_id

Classes:

. class_id (ID, required)

teachers: a 'I' (pipe) - separated list of teachers' usernames
district_id

school_id

name

description

grade

start_date

end_date

students: a 'I' (pipe) - separated list of students' usernames

To import the CSV file, change your path to:
/usr/local/filewave/Django/ (on Mac or Linux), or
C:\Program Files (x86)\FileWave\ (on Windows)
then run this command:

macOS or Linux

/usr/local/filewave/python/bin/python manage.pyc sis csv_data import
-classes <path to classes.csv> --teachers <path to teachers.csv> --students
<path to students.csv> [-full|—incremental]

Windows

"C:\Program Files (x86)\FileWave\python\python.exe" "C:\Program Files
(x86)\FileWave\django\manage.pyc" sis csv_data import --classes <path to
classes.csv> --teachers <path to teachers.csv> --students <path to
students.csv> --full

Note: This is a single command without carriage returns at the end of the line.
Where:

® <path to classes.csv> gives the path to the CSV file that defines the classes to import
® <path to teachers.csv> gives the path to the CSV file that defines the teachers to import



® <path to students.csv> gives the path to the CSV file that defines the students to import
® —full or --incremental (default is --full): The full sync is handled so that a record that is in the DB but not in the file is marked as inactive

(for later deletion). An incremental sync on the other hand is just updating or inserting records without touching the ones that are not
referenced.

It's possible also to specify only one file

CSV Structure

Each file is a CSV with a header. In the header you have to specify which fields you want to insert/update for each of the records. Each entity type
has a field that uniquely identifies it (see entity description for detailed info).

When a CSV file is imported, we try to find the corresponding record in the DB with that identifier. If we can we update the fields that are specified
in the file (and leave the other fields as they were before).

The new "Classroom" view is not enabled by default. We do not want to have this showing for all customers unless they are using Classroom.

FileWave Admin

All'devices
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Cart associations (Cart to Class)

© Everyihing is OK Lioenses. Mobile 598959,

From the Classrrom view you can:

® |mport One-to-One or Cart associations CSV files
® Change associations via drag and drop:
* Drop one device to a single person for 1:1
* Drop one person to a single device for 1:1
* Drop a cart to a class for shared iPad model
® Drop aclass to a cart
® See the current association state

Clicking on "Import one-to-one association(s)" results in this dialog box:

o =¥ Import one-to-one associations

Select a CSV file with one-to-one (Person:Device) associations.

This will be used t

room configuration,

Replace existing association(s)

one-to-one association file: .csv file Browse...

Note: in one-to-one, a device can be associated to one and only one person.
Download template Cancel OK



Note the "Download template" button, which produces a CSV file that is commented to make it easy for you to produce files in the proper format.
Clicking on the "Import Cart:Class association(s)" button results in this dialog box, which also has a "Download template" button:

] =¥ Import Carts:Class associations

Select a CSV file with Cart:Device associations.

This will be used

generate Classroom and shared iPad devices configuration

Replace existing association(s)

Carts:Class association file: .csv file Browse...

Note: a device can be in one and only one cart, and can't at the same time in a cart and associated to a single person.
Download template Cancel OK

Once the import is successfully done, you will receive a prompt asking if you want to re-generate the Education Profiles. In cases where you are
importing both 1:1 associations and carts mappings, the suggested workflow is to generate the Profiles only after the second import.

Cart CSV File

You can also produce the Cart:Device associations via CSV import. The file format needs to contain three columns:

® cart_name: identifier of the cart
® devices: list of serial_numbers separated by pipe "I"
* classes: list of class identifiers separated by pipe "I"

This is an example
cart_name,devices,classes
cart-1,SN-1ISN-2ISN-3,class-1Iclass-2
cart-2,SN-4ISN-5,class-2

Notes:

® |nincremental mode is possible to omit the devices or the classes column.
® So this file updates only the list of the classes:

cart_name,classes
cart-1,class-1lclass-2
cart-2,class-2

® And this file updates only the list of devices belonging to the carts

cart_name,devices
cart-1,SN-1ISN-2ISN-3

® A device can belong only to one cart. If the same serial number is listed multiple times, the last assignment will be the final one

Mappings Validity
To validate the mappings (1:1 or cart/class) the code applies the following rules:

Rule #0: a mapping is invalid if the related item does not exist
Rule #1: Devices in cart cannot have 1:1 mapping

Rule #2: A 1:1 device can have only 1 mapping

Rule #3: Teachers can have multiple 1:1 devices assigned

Rule #4: Students can have only 1:1 mapping and use cart devices

Each time the check is performed a mapping is validated only if it is compliant with all the rules, otherwise it will be marked as invalid.
Invalid mappings are not taken in account for Education Profile generation
Information about invalid mappings are shown in the Dashboard

@ Classroom Device/Cart Mappings Status
& Status Updated: a few seconds ago May 20, 2016 6:20:40 PM

%= Go to Settings
Found 1 invalid mappings (1 for 1:1, O for carts)
Last Check: a few seconds ago May 20, 2016 6:20:40 PM

11.4. Classroom — Image Service



The Classroom app is able to display pictures of students - by default, initials will be used. FileWave has to be configured regarding where to get
images.

Classroom uses SSL for communication and will use the device certificate to authenticate itself to the imaging service. FileWave will receive the
request from the device and check if the certificate is valid. If it is, then FileWave will request the image from the image (picture) hosting service
and serve back the image to the device

People, in the Classroom environment, whether teachers or students, all have an identifier (sis_id) and images are stored on the referenced
server in two sizes (large, small). Our recommendation regarding image size are 675x1024 pixels for the small image and 2700x4100 pixels for
the large image. Test a few before deploying hundreds of images to ensure that these sizes work well with your student devices.

In FileWave Admin Preferences, Education Tab, Apple Classroom pane, you can specify where FileWave will request images from. We support
http and https protocols, as well as basic and digest authentication.

Image service

To display students pictures in Classroom, you need to provide a web service. FileWave will request images based on the
user_identifier and size (large and small).
The url must contain %user_identifier% and %size% placeholders, for instance:

https://myserver:8080/images?user=%user_identifier%&size=%size%.

You can protect the service with basic or digest authentication.
Service url: http://pn.filewave.com:20499/sis/images/%user_identifier%/%size%
Authentication: = No authentication <)
User:
Password:
Template check: template is valid.

Classroom application caches images. Reset cache if images have changed.

Reset cache The education profile will be redeployed.

Classroom app and shared iPad login screens have a long time cache based on the image URL. The cache can be "reset" by clicking the
corresponding button above. lit does not clear the cache (there is no way to do so), but it generates a new URL for each image, so devices will be
forced to re-download them.

For more information regarding setting up your Classroom Image service, see this FileWave knowledgebase article: Getting student images into
Classroom

11.5. Classroom — Shared iPad

Keep in mind that Shared iPad and Classroom are independent; they use the same configuration system (education profile), but they can be used
separately.
Enable Shared iPad

® Devices have to be in an ASM DEP account; check also hardware requirements - they are pretty high.
® There is a new option in DEP profile

Shared iPad options (Apple School Manager only)
Enable Shared iPad

Device will be configured as Shared iPad. Devices that
do not meet requirements ignore the option.

1 Z Maximum number of users

Sets the maximum number of users that can
use a shared iPad. If greater than the
maximum possible number of users supported
on the device, the device will be configured
with the maximum possible number of users
instead.

® Device must then be re-activated (wiped)

Shared iPad and multiple users

Shared iPad users are not "concurrent" users (as you could see with fast user switching on macOS); they just "share" iPad space and
applications. Their personal data is stored in iCloud (this is why Managed Apple IDs are required) and will by synchronized on the device upon
login.

Maximum resident users

You can define, in the DEP profile, the maximum number of users that can use a Shared iPad. Note: this only configures how many slices the
user space will be divided into. For instance, on a 128 GB iPad, if you allocate 10 max users, each user will have an equal amount of storage
space for personal data. Ten students can log into the device and will have a nearly instant login once their data is cached on the device. If an
11th student logs in, the oldest account will be deleted to free space for this user - so the login will be pretty long (sync user 1 data to iCloud,
remove user 1 data from device, download user 11 data from iCloud).

User Management
There is a new entry in the Client Info dialog showing users on a shared device:


https://kb.filewave.com/display/KB/Getting+student+images+into+Classroom
https://kb.filewave.com/display/KB/Getting+student+images+into+Classroom

o DMPRHP4FGSVY - iOS Client Info
DMPRHPAFGSVY
Device Name: DMPRHPAFGEVY
Device Type: iPad
Last Connected: 07/06/16 12:01
108 Version: 9.3.2

Export Current Tab Execute Verify Remote Wipe...

Filesets Status Device Details Command History Managed Apps Installed Apps  Managed Documents Installed Profiles ERVCECH

User Name v IsLlogged In Has Data To Sync Data Quota Data Used
pierrenicolasr+asm_mv_im@filewave.com false false oB 359 MB
pierreni +asm_mv_h i .com false false oB 38,3MB
pierreni +asm_mv._ il .com true true 4GB 1251 MB

It returns data regarding who is logged in and the amount of space used by that user.
You can:

® Delete a user's current cache on a device: next login will be slower, but this will save a slot
® Log a user out

Has Data To Sync Data Quota Data Used
false 0B 35,9 MB
false 0B 38,3 MB

L roceogot W

Delete cached data

Shared iPad and Login
To login to a Shared iPad, you need to enter a Managed Apple ID. To ease login, Apple provides different ways:

Enter full Apple ID
Select one of the recent users
Select a class and then a user from the class

°
°
°
® Use "Assign" feature from Classroom app

Four Ways to Log In

Passcode is still required; this is pre-login only.



By default, FileWave will use passcode type "four." This can be changed.

1.
2.

Log out shared device users at: 00:00

add this in settings_custom.py and restart apache

supported values are "four", "six", "complex"

settings. CLASSROOM_DEFAULT_PASSCODE_TYPE = "six"

Supported values are complex, four, or six

This file is located at:

on Mac OS X/ Linux - /usr/local/filewave/django/filewave

on Windows - C:\Program Files (x86)\FileWave\django\filewave

Roster API currently only returns "Name" - no distinction between first and last name. In that case, FileWave will take the first word as
first name and the rest as last name.

Shared iPad restrictions

Application installation

Applications can only be installed when there is no logged in User - MDM will report invalid MDM command when it's done while a user is
logged in on a shared iPad.

The recommended workflow is:

Pre-deploy all required apps before school starts
If you need to deploy an app during school time, then:
* FileWave can be configured to automatically log out users at a given time and proceed with Application self-healing. You can
prepare app installation during the day and let FileWave log users out and then install apps overnight; or,
® |f urgent, you have to either force logout of all users or get them to manually log out.

~

Applications can only be deployed when there is no user loged in. You can force a logout.
Doing it overnight when users are likely not using devices is recommended.

11.6. Classroom — Different Deployment Scenarios

To have Classroom working, you need:

All devices enrolled in FileWave

Teacher devices identified, with Classroom app installed on them

1:1 devices identified (with identified Student)

Cart Groups for shared devices

Classes information (teachers, students, cart) loaded into the FileWave database

So you will have to:

Enroll devices

Import SIS data (classes, teachers, students)

Associate devices to users (for 1:1 and teachers) and Carts-to-Classes (Shared model)
Deploy Classroom app to teacher devices

FileWave does not require a specific order for these actions.
Some scenarios:

NoO O h~hWN =

. Enroll Cart devices and create carts

. Import SIS data

. Associate classes to carts

. Create placeholders for teacher devices

. Associate each teacher device to its teacher

. Deploy Classroom to teacher devices

. Have a 1:1 enrollment process (with auto enroll) where MDM auth username matches SIS identifier, so students can unbox their iPad

and do the enroliment themselves

You can also prepare everything upfront:

o~ ON =

. Import SIS data

. Import placeholders for 1:1 devices

. Enroll cart devices

. Associate classes to carts, devices to persons
. Deploy Classroom to teacher devices

. Enroll one-to-one devices

Changes can be incremental - so if, for instance, you have a new student, you can add the device:person association later without re-doing
everything.

11.7. Classroom — What we don’t support


file://localhost/display/FEAT/2.0+Classroom+-+SIS+data

® Carts are always associated to a whole Class. There is no way to indicate to FileWave that this cart is for the 10 first students while the
second cart is for the last 10 students.

® Passcode options - we can't get the passcode type from ASM for a person, so we can't prepare the right passcode keyboard.

® We don't Group classes by Department.

¢ Class-level deployment (i.e. make an association to a Class, all devices used by that class will get the app, users in that class will see the
app, others won't. However, it is still possible to deploy apps outside of the Classroom use case, so you can't say that just because an
iPad is in a Cart Group that only apps that have been deployed to the class(es) associated with the cart can be seen by students in a
given class...).

11.8. Managed Apple IDs

Apple IDs has always been the central piece of Apple ecosystem - linked to an iTunes account, it was the only way to get software licenses until
VPP device based licenses have been added. It was becoming more and more complicated for Education Organization to maintain, even after
Apple introduced education / under-age Apple ids.

This is why Apple introduced, in conjunction with Apple School Manager, "Managed Apple Ids" - those Apple Ids behave like any other, but
instead of being "owned" by a user, they are "managed" by an education organization.

Silent invite

It is now possible to assign licenses to Managed Apple IDs, via VPP Users. While most of the apps now support Device Based assignment, a few
apps still require user based licenses, and books are still using User Based Licenses. On this level, Managed Apple IDs are like normal Apple IDs:
they have to be associated to a VPP user for the corresponding VPP token so the token organization can assign licenses to the Apple ID.

To improve customers workflow, Apple introduced the ability for MDMs to automatically and silently link a VPP user and a Managed Apple IDs.
This makes organization life easier as they don't have to rely on human interaction to link their Apple ID to your VPP organization.

With the release of FileWave 12.7 FileWave have implemented this feature for 1:1 devices. Whenever a change occurs in the "Classroom" panel,
FileWave will link the VPP user to the device;

® from the same Organization as the DEP token used for SIS extraction
® used in a 1:1 association for SIS

When this happens a VPP user will be associated to the user Managed Apple ID - and therefore user based licenses, including those for books,
can be deployed, without the need of manually joining the organization. You will no longer need to accept the Apple terms and conditions on each
device you are managing.

How to implement Managed Apple IDs with user assignment with FileWave

The user will need to sign in to the App store on their device with their managed Apple ID. Without this there is no way to know what managed
Apple ID should be on which device. To do this the user will need to go to Settings -> iTunes & App Store -> Sign in with the account. If you are
already signing the devices in with the managed Apple ID for iCloud you still will need to sign them in to the iTunes App store settings on the
device.

One tip with this setup would be to sign in with the Managed Apple ID on the device during DEP setup on the individual devices. This would allow
you to skip a step of signing the devices in after Enrollment is finished. So for this you would want to Enable Apple ID setup in your DEP profile so
that this is not skipped during initial activation.

12. Network Discovery

12.1. Network Discovery — Basic Networking Terms

Basic Network Terms

(Some information in this section came from http.//www.cisco.com/c/en/us/support/docs/ip/routing-information-protocol-rip/13788-3.html)
Address — The unique number ID assigned to one host or interface on a network.

Subnet — A portion of a network that shares a particular subnet address.

Subnet Mask (AKA Network Mask) — A 32-bit combination used to describe which part of an IPv4 address refers to the network/subnet and
which part refers to the host/node.

Host/Node — A device on a network that has an address.

Interface — What a device uses to make a network connection, whether wired or wireless, whether it active and has link status or not (an interface
does not always have link status with a switch or access point, and does not always have an IP address).

Router or Gateway Address — The address a device has to send packets to in order to have those packets go to another network or subnet.
IPv4 address — An IP address is used to uniquely identify a device on an IP network. The address is made up of 32 binary bits, which can be
divisible into a network portion and host portion with the help of a subnet mask. The 32 binary bits are broken into four octets (1 octet = 8 bits).
Each octet is converted to decimal and separated by a period (dot); known as dotted-decimal format (for example, 172.16.81.100). The value in
each octet ranges from 0 to 255 decimal, or 00000000 - 11111111 binary.

Here is how binary octets are converted to decimal: The right most bit, or least significant bit, of an octet holds a value of 20, The bit just to the left
of that holds a value of 21. This continues until the left-most bit, or most significant bit, which holds a value of 27 for each octet. If all binary bits are
a one, the decimal equivalent would be 255. This is covered in a little more detail on the next page.

Link-Local Address — A network address that is valid only for communications within the network segment (link) or the broadcast domain that the
host is connected to. They are not guaranteed to be unique beyond a single network segment (routers do not forward packets with link-local
addresses). Link-local address for IPv4 are defined in the block 169.254.0.0/16, using CIDR notation.

CIDR


http://www.cisco.com/c/en/us/support/docs/ip/routing-information-protocol-rip/13788-3.html

Classless Inter-Domain Routing (CIDR) is a method for allocating IP address and routing IP packets. IP addresses are described as consisting of
two Groups of bits in the address: The most significant bits are the network address (or network prefix or network block), which identifies a whole
network or subnet. The least significant set forms the host identifier, which specifies a particular interface of a host on that network. This division is
used as the basis of traffic routing between IP networks and for address allocation policies.

CIDR notation is a syntax for specifying an IP address and the associated routing prefix without specifying what the subnet mask is. For example
192.168.0.2/24 means a 24-bit subnet mask.

So, what is a subnet mask anyway and how does one (or a router) determine the actual network address portion (the most significant bits in the
IP address)?

Binary Notation

As you know, computers, switches, routers, and anything to do with networking are really fast at doing math, but using numbers in binary notation,
not decimal. With binary notation, the digits that are possible are 0 and 1. Let look at an example of converting from decimal to binary.

192 in decimal is 11000000 binary, 193 decimal is 11000001 binary

The least significant bit is in the right-hand position. This corresponds to 20 power. Anything to the zero power is 1, with the exception of zero,
which is 0. The next digit moving to the left represents 2! power (and you can have one or not, so either a 0 or a 1 can be in this place), the digit
to the left of that represents 22, etc.

Binary 27 26 25 24 23 22 o1 20

Decimal 128 64321684 2 1

Add all of the above decimal numbers together and you get 255, which is the highest value allowed for an octet in an IPv4 address. If a whole
IPv4 address where expressed in binary notation, there would be eight binary digits or bits in each Grouping; hence the term "octet."

So, these are equivalent:

Decimal notation 192 . 168 . 0. 2

Binary notation 11000000 . 10101000 . 00000000 . 00000010

Network (or Subnet) Masks

A network/subnet mask is used to determine which portion of the address identifies the network/subnet and which portion identifies the
node/endpoint/host. Class A, B, and C networks have default masks, also known as natural masks:

Network Class Network (Subnet) Mask Number of bits in the mask

Class A255.0.0.08

Class B255.255.0.0 16

Class C255.255.255.0 24

An IPv4 address on a Class A network that has not been subnetted would have an address/mask pair similar to address 8.20.15.1 with an 8-bit
network/subnet mask of 255.0.0.0.

In order to see how the mask helps you identify the network and node parts of the address, convert the address and mask to binary numbers.
8.20.15.1 =00001000.00010100.00001111.00000001

255.0.0.0 = 11111111.00000000.00000000.00000000

Once you have the address and the mask represented in binary, identification of the network and host ID is easier. Any address bits which have
corresponding mask bits set to 1 represent the network ID. Any address bits that have corresponding mask bits set to 0 represent the node ID.
8.20.15.1 =00001000.00010100.00001111.00000001

255.0.0.0 = 11111111.00000000.00000000.00000000

net ID | node ID
net ID = 00001000 =8
host ID = 00010100.00001111.00000001 = 20.15.1

Understanding Subnetting

Subnetting allows you to create multiple logical networks that exist within a single Class A, B, or C network.

Each data link on a network must have a unique network ID, with every node on that link being a member of the same network. If you break a
major network (Class A, B, or C) into smaller subnetworks (subnets), it allows you to create a network of interconnecting subnetworks.

Each data link on this network would then have a unique network/subnetwork ID.

Any device, or gateway, that connects n networks / subnetworks has n distinct IP addresses, one for each network / subnetwork that it
interconnects.

In order to subnet a network, extend the natural mask with some of the bits from the host ID portion of the address in order to create a subnetwork
ID.

For example, given a Class C network of 204.17.5.0 which has a natural mask of 255.255.255.0, you can create subnets in this manner:
204.17.5.1 - 11001100.00010001.00000101.00000001

255.255.255.224 - 11111111.11111111.11111111.11100000
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By extending the mask to be 255.255.255.224, you have taken three bits (indicated by "sub") from the original host portion of the address and
used them to make subnets. With these three bits, it is possible to create eight subnets. With the remaining five host ID bits, each subnet can
have up to 32 host addresses, 30 of which can actually be assigned to a device since host IDs of all zeroes or all ones are not allowed (it is very
important to remember this). So, with this in mind, these subnets have been created.

Network address 204.17.5.1 / Subnet mask 255.255.255.224 / host address range 1 to 30*

Network address 204.17.5.32 / Subnet mask 255.255.255.224 / host address range 33 to 62

Network address 204.17.5.64 / Subnet mask 255.255.255.224 / host address range 65 to 94

Network address 204.17.5.96 / Subnet mask 255.255.255.224 / host address range 97 to 126

Network address 204.17.5.128 / Subnet mask 255.255.255.224 / host address range 129 to 158

Network address 204.17.5.160 / Subnet mask 255.255.255.224 / host address range 161 to 190

Network address 204.17.5.192 / Subnet mask 255.255.255.224 / host address range 193 to 222

Network address 204.17.5.224 / Subnet mask 255.255.255.224 / host address range 225 to 254

Each of these subnets has a broadcast address. For the first subnet, it would be 204.17.5.31 (adding 1 decimal to the highest host
address in the subnet), for the second, 204.17.5.63, etc. The router address for the first subnet is 204.17.5.1 and for the ond jg
204.17.5.32, etc.

These network / subnet mask pairs can be denoted using CIDR's shorthand notation; e.g., 204.17.5.64 with a subnet mask of
255.255.255.224 can be written as 204.17.5.64/27, because it has a 27-bit subnet mask (the 24 bits from the Class "C" mask, plus the
three additional ones, the most significant bits used in the right-most octet).

Determining the network address from an IP address and the subnet mask

In order to determine what the network or subnet address is, convert from decimal to binary, then do a logical AND between the mask
and the address.

With a logical AND operation, you compare corresponding value binary digits (2* power in each of the corresponding positions of all four
octets).

1-AND-1 =1

Any other combinations (1 —AND-0, 0 —~AND—1, 0 —AND-0) all =0

So, only two 1s resultin a 1.

10101010

11000111

--AND--

10000010

Here's an example with an address/subnet

172.16.17.30 - 10101100 . 00010000 . 00010001 . 00011110

255.255.240.0 - 11111111 . 11111111 . 11110000 . 00000000

subnet = 10101100 . 00010000 . 00010000 . 00000000 = 172.16.16.0

This is what routers do very well and very rapidly. Whenever a packet is received by a router, it has to determine which network to route it
to. If you have a router from your ISP in your home that uses either a 192.168 or a 10. IPv4 addressing scheme, your router is pretty
good at determining which packets need to be sent out on your internal network (your LAN) and which ones need to go out the WAN port
so that the upstream router can continue routing them until they reach their destination somewhere on the Internet.

IP Calculator
http://www.subnet-calculator.com/

12.2. Network Discovery — Feature Overview

The Discovery feature gives administrators the ability to discover data regarding devices that are working on an organization's network.
FileWave's network scans are easily accessible in FileWave Admin.
The list of high-level Network Discovery features:

Run network scanners using existing Booster infrastructure (scanning only runs from Boosters, not from the FileWave Server);

Broad network scanner configuration options (using CIDR notation and IP range, timing templates, and advanced network scan
scheduling);

Options to immediately start and stop discovery scans;

Reporting of discovery application and network scanner statuses;

Reporting of network changes (number of devices, running operating system, device type, device vendor, device name if possible,
FileWave management status, IP address, MAC address, time of first detection);

Discovery results filtering and grouping (results found after given date, FileWave management status, grouping devices using operating
system, device type, and Booster criteria);


http://www.subnet-calculator.com/

® An easy way to add devices not capable of being managed by FileWave to an unmanaged devices Group;

® An easy way to navigate between Booster and devices found by a particular Booster and other way around;

® An easy way to get rid of unnecessary discovery results; and,

® A discovery results web report that can be saved to PDF file.

Besides the new Discovery features, FileWave Admin v11.2.0+ has an improved user interface for the Boosters view — a new "card layout" — that
gives administrators clear information about the status of all running Boosters (Note: Card View requires OpenGL on the administrator machine
running FileWave Admin). If an administrator is interested in a more detailed view of the Boosters, this is available as well.

The Booster status reporting has been improved. The status now reflects the "real" status of Boosters (running/not running). Additionally, a new
Booster state measurement has been added — "Booster Overload." It informs an administrator if there are any clients' requests that could not be
served by a given Booster.

You can assign a human readable name to the Booster as well as a location. These options are configured using preferences in Booster Monitor.

12.3. Network Discovery - Requirements

Technical requirements

The following components of the FileWave system need to be installed to be able to use the Discovery feature:

® FileWave Server

® FileWave Admin

® At least one FileWave Booster (on Windows make sure to enable discovery in the installer, you can check if discovery is installed in
Boosters view in 'Discovery Installed' column).

The Administrator must ensure that:

® There are no firewalls blocking network scanners (between the Booster and devices on the network that is to be scanned);
® There is no intrusion detection or other systems that might block the network scanners (which are nmap); and,
® The Booster runs in the same subnet as the network (or CIDR) range being scanned.

Legal and performance requirements

IMPORTANT: FileWave Administrators should ensure that they have the legal rights to perform a scan on their network(s). On sophisticated
networks, with network intrusion and security monitoring tools, running a network scan can and will be seen as an attack.

IMPORTANT: Any nmap-based network scanning might slow down or trigger DDOS protections within the network. Therefore, before starting
scans, the FileWave Administrator must make sure that the network is capable of being scanned without interruption of service. In other words, do
not use this feature without checking with the network manager first.

12.4. Network Discovery - Technical Feature Overview

Components

The Discovery feature spans multiple FileWave components. What follows is a brief description of the roles of each component.

Component Purpose

Django Serves as entry point and discovery data provider to other components.
ZeroMQ notification channels Carries control information between Django and discovery applications.
Booster Responsible for managing dedicated discovery application (fwdiscovery).
Discovery application Responsible for running network scans and reporting data to Django.
FileWave Admin Used to configure & control discovery and view discovery results.
Flow

This section explains the flow of control and data in the regular discovery use case, assuming that the system is configured and ready to work.
This description doesn't include any screenshots, for more thorough instructions on how to use discovery please refer to section12.6.

The FileWave Administrator enables a Booster so it appears in FileWave Admin's Boosters view. Boosters that are eligible for discovery purposes
can be configured using the Discovery Configuration dialog. Discovery configuration is saved in the Postgres database. From our MDM server
(our MDM server is Apache server and Postgres database that are running Django, an open-source web framework written in Python),
information about the configuration change is further propagated using ZeroMQ to discovery application(s) managed by each Booster for which a
configuration has been maodified (this happens via a new, built-in notification system within FileWave).



The Discovery application (on the Booster) reads its configuration on start up and every time it gets notified about configuration changes.
Depending on the configuration, the discovery application launches network scans with the given configuration and at given schedule. As soon as
a network scan is finished, the discovery application directly reports raw data (not processed output of network scanner) to the MDM server. The
MDM server is responsible for processing this data and populating the database. Discovery results can be viewed in the FileWave Admin's
Boosters view (in the "Discovery Results" tab).

The FileWave Administrator is able to directly control what happens with each discovery application (enable discovery, disable discovery,
immediately start discovery using current configuration, immediately stop discovery). All control commands are sent to Django and then forwarded
to the discovery applications using ZeroMQ communication channels.

nmap

FileWave has commercially licensed the nmap tool for use within any FileWave product.

Discovery results data processing — what, how, when, why?

FileWave uses an existing network scanner solution (https://nmap.org/). The nmap scanner returns this information in the form of XML. The output
is captured from nmap's process, compressed, and sent to Django. In turn, Django is responsible for uncompressing data, validating, and
processing it. Processing means loading XML data into an object model using a dedicated library (python-libnmap) and selecting specific
information that is then stored in the database.

There are couple of subtleties that you need to be aware of:

® |f for any reason, the MAC address for a device cannot be detected, such devices are ignored because they cannot be processed (MAC
address is the unique key);

® Operating system detection is not 100% accurate;

® Usually, a device's fingerprint (fingerprint obtained by nmap) matches multiple operating systems, in this case processing logic takes the
match with the highest probability (this indicator is also provided by nmap);

® nmap tries to obtain the device name using two custom scripts (nbstat and afp-serverinfo). If these scripts cannot find the device name,
then this field remains empty; and,

® macOS /iOS detection mechanism is based only on our tests and observations. There is no guarantee that Apple will not change
something that we currently rely on.

12.5. Network Discovery - Technical Limitations

This page describes the technical limitations of the Discovery feature that you may need to be aware of.

MAC address detection

It's not possible to get the MAC address of a computer that is running on a different network than the scanner. The FileWave Booster must be in
the same subnet as devices that will be scanned. FileWave isn't able to clearly identify a device without a MAC address; hence a device whose
MAC address cannot be determined is ignored and is not presented in our discovery results.

ZeroMQ communication doesn't work on fallback Boosters

This is due to how ZeroMQ communication was initially implemented. If you have tiered Boosters, then it's possible to switch to another Booster if
the first Booster doesn't respond. After communication is switched to the another Booster, the ZeroMQ communication is not switched. It results in
a broken chain of ZeroMQ communication and makes it impossible to deliver discovery command messages to this Booster (discovery application
running on this Booster) and all Boosters connected to it.

The solution is to resolve the failover scenario and restart the affected Booster(s).

ZeroMQ communication strategy

Our ZeroMQ communication is based on the Pub/Sub architecture. This has implications for its reliability and permanence of messages.

Our current ZeroMQ communication strategy gives us great flexibility in sending messages to multiple receivers that can freely subscribe and
unsubscribe to the different types of information. Unfortunately, this type of strategy gives us no guarantee that control messages sent by a
notification service will ever be delivered to nodes that are subscribed to given topics. Taking into account the fact that our ZeroMQ
communication infrastructure isn't overloaded, problems with delivering notifications should not occur in a properly-configured infrastructure.


https://nmap.org/

Operating system detection is not 100% accurate

FileWave is using existing network scanning solution (nmap) to perform scans. At the moment, there is no available solution that gives you 100%
accuracy in operating system detection just by scanning the network.

macOS / iOS detection

There is no documented and reliable way to detect if device is running OS X (macOS) or iOS. This is due to fact that network scanners identify
the TCP stack of devices and for iOS and Mac, both operating systems are based on the same TCP stack; hence, identifying the difference
between these two operating systems is extremely hard.

During our initial tests, we found that all iOS devices have a very specific port open, and on all OS X / macOS computers the very same port
closed. Based on this data, we are using this particular port to detect what kind of operating system is running on the device. We are aware that
this behavior might get changed. There is a switch in the Django configuration that allows this detection mechanism to be disabled.

iOS detection

Locked iOS devices connect to the network for short periods of time, which makes them difficult to detect and identify. This means that we cannot
guarantee that all iOS devices on the network will be detected.

Devices with multiple network interfaces

nmap is not able to detect whether a particular device operates using multiple network interfaces; hence, each network interface is shown in
FileWave as a separate device. A computer with two IP addresses, one via Ethernet and the other via Wi-Fi, will be listed twice.

Nmap can't detect machines running as local virtual machines

If a Booster is running virtual machines, then those machines will not be correctly detected by nmap. This limitation applies only to local virtual
machines that are running on the same host which is running Booster.

12.6. Network Discovery - Quick Starting Guide

Boosters view
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On the above screenshot, you can see the following new options in the Boosters tab in Boosters view:

® "Configure Discovery" button opens the Discovery Configuration dialog.
® "Start Discovery Scan" button immediately starts a scan using the existing configuration, if a scanner configuration is currently disabled
then the configuration will be enabled at this point.
® "Stop Discovery Scan" button immediately stops the current scan, if the configuration is enabled then the configuration is also disabled.
® "Device Name" column contains the name of the Booster. This is configured in Booster preferences.
* "Booster Status" column indicates green/orange/red icon based on last check-in time:
® green = check-in within last 5 minutes;
® orange = check-in between last 5 and 10 minutes; and,
® red = check-in more than 10 minutes ago).
* "Next Scan Start Time" column indicates start time of the next scan.
® "Last Discovery Scan Status" column shows the various statuses of a discovery scan and the discovery application (success, network
scanner fail, network scanner crash, discovery application crash, discovery stop, generic failure).
* "Requests per Second" column indicates number of Booster requests per second within the last 15 minutes. Additionally, Booster
statistics are sent by the Booster every 15 minutes at fixed times e.g. x:00, x:15, x:30, x:45.
® "Booster Overload" column indicates if there are any clients requests that could not be served by a Booster. This doesn't necessarily
mean the Booster is failing; it simply implies that the client has been told to retry later.
® "Location" column contains location configured in Booster preferences.

View modes

The Boosters view offers two basic view modes: the Cards View (requires OpenGL on the administrator machine running FileWave Admin); and
the Details View. Double-clicking on a single Booster in either view will open the Booster Monitor for that Booster.



&% Dashboard Sortby: Booster Status B G Reverse 26 Bocsters Qo
L0 Clients

- 0 o Acies Comee 25
— vs Seonted Fies Boostea 1463
= Classroom a

. o o o Co——
G Associations 25 o setoe 64 ] e 17 g et Commctm: 63 4

A a A

23 108 Inventory

A A
Emumm
Cr— Cra—
Active Coane 06 o Actoe G Active Conrs 2 o Actve Consactions: 43 off
Foes Seoues. 3641 s Boses. B553 Poes Seonea. 8457

8 Inventory Queries. ‘f f

3897
|

A A

a A

A a a i a

P Actne Commctions 57 o
s 8644 v Seoues. 5388 |
O Exatvthiog is OK Licenses UsediTotat Comoyters QU5 Moble QU Model Nymber, 7

In the Cards View, each Booster is displayed as a card, with just an overview of its status. Besides using a right-click to open the contextual
menu, on the top-right corner of each card there are two gears that you can click on to open the contextual menu for that Booster.

Booster Monitor...
Configure Discovery...
Start Discovery Scan
Stop Discovery Scan
Show Discovery Results

Delete Booster(s) ®

The Details View offers a lot more detail regarding the current state of your Boosters.

? Unknown Attachment

Discovery Configuration Dialog

To open this dialog, go to Boosters tab in Boosters view, select a Booster and click the "Configure Discovery" button in top pane, or select it
from the contextual menu.



[ ] <Y Discovery Configuration

Configuration Name: Whole local network

Main building scan

Configuration Description:

Aggressiveness: Normal scan 1T
Report Timeout After, minute(s): 1 No Report
Enabled:

| CIDR Notation  [IEYT
10.2 .5 .0 /24

Note: Make sure that your CIDR / IP Range is the same as your Booster's subnet

Schedule
One-time at  00:00
Every hour at  00:00
Every day at 00:00
skip week-ends
© Every week on Monday <] at 00:00 °
Every month on the  first g Monday C at  00:00 O
Summary

Whole local network discovery configuration will use normal scan aggressiveness with
no timeout.

10.2.5.0/24 CIDR range will be scanned.

Next scan will start in 4 days at 00:00:00.

All scans are performed relative to the booster time zone. Next scan time reported in
FileWave Admin uses local time zone.

Cancel  (NCLEN

This dialog allows the user to configure the discovery behavior for the given Booster.

® "Configuration Name" and "Configuration Description" fields are only for informational purposes, but should be used to clearly
describe where the scanner is and/or what its scanning for.

* "Aggressiveness" configures timing templates of the network scanner (nmap), which in turn allows the administrator to adjust load
network scans put on the network. Scanning a small network could take hours if not days depending on which level you pick. The normal
scan template used for OS detection scan of a network with 256 hosts, where around 20 are up, takes about 1h 30m. The polite timing
template is said to be 10 times slower than normal. Remember, the more aggressive the scan, the more traffic on the network, which can
impact normal network communications and be seen as a Denial of Services attack.

For more information about aggressiveness settings, see this article: https://nmap.org/book/man-performance.html

* "Report Timeout After" is the maximum duration interval a network scan can take without being reported visible in FileWave Admin. Imp
ortant: Even if the timeout is exceeded, the network scan is not cancelled,

* "CIDR Notation / IP Range" widget is used to specify the subnet that will be scanned,

® "Schedule" widget is used to specify how often network scans will take place.

Discovery Configuration or Start Scan Configuration dialog

The first time an administrator changes the enabled configuration or manually starts a scan, he/she is asked for explicit confirmation about legal
implications of running network scans.


https://nmap.org/book/man-performance.html

o =¥ Discovery Configuration

The FileWave Discovery feature scans your network using ‘nmap'
and could potentially trigger your network intrusion detection
systems.

Please ensure you are authorised to perform these scans before
proceeding, and/or that your network team has been informed of
your intentions.

You can find more information here: Discovery Scanning (NMAP)
Legal Considerations.

Please type following sentence to confirm that you have read the
above information: 'l am authorized to scan the configured
networks'.

‘I am authorized to scan the configured networks

Cancel OK

Discovery Results tab in Boosters view

% Dashooard Found: Al ) Feewavestatus:  Show All Devices [ GroupBy:  None B 15 Discoverles ' Q Search discovery o5
G Clents MACAdcress v EraTime Scanner Name First Time Seen P Acdreas Desectod Operating System Fiewae instaled Vensee Device Type Device N
& FO:99:BF:03:. 10/17/16 2:2.. fwhbooster 1017/16 226PM 192168025 KOS faise Apple media device

AB:20:66:2E:.. 10/17/16 2:2.. twbooster 01716 226PM  192.168.018 takse Aspe
GD Associations 1017116 2:2.. fwbocster 1017016 2:26PM 19216802  macos true Apple

- 1 - .168.0.. general purpcse  baby...
& Imaging 1017/16 2:2. fwbaoster 101716 2:26PM 19216808  macOS fake Asple general purpose  fwivs
. 101718 2:2.. f 10117116 2:26 P 192.168.0. ‘

=c ON17/16 2:2... fwbooster 01716 226PM  192.168.0.17 sise Asple

4C:BD791E..  10/17/16 2:2.. Twbooster 10/17/16 2:26 PM 192.168.0.19 s fakse Apple general purpose
[ 108 inventory 48:0224:6E:. 10/17/16 2:2.. fwbaoster 101716 226 P 192.168,0.14 takse Utson Te... 80Y...
[@ Ucense Management 34:COSGE... 1071716 2:2. fwbooster W76 226PM 192168021 OS fabie Asple general purpose

34: . 10/17/16 2:2.. fwbooster 10/17/16 2:26 PM 192.168.0.20  macOS true Apple general purpose  LeRo...

10:00:81:80:.. 10/17/16 2:2... fwhooster 1017716 226PM  192168.0.3  macOS fakse Aopie genersl purpose  fwser..
< @ Inventory Queries 00:80:77:38:.. 10/17/%6 2:2... fwbooster W0N716226PM  192.168.06  embecded take Brother .. printer

00:24:A0:20:.. 10M17/16 2:2.. fwbaoster 101716 2:26PM  192.168.0.101 embedded take Arris Group  media device
O0NF-CA£S:.. 101716 2:2. fwbocster 0M716226PM  192.168.0.100  embecded fakie Asris Group  media device
001B:016T-A_ 10/17/16 2:2.. fwbooster 1017716 226PM  192.188.0.1  embecded false Actiontec ... print server
00:04:F2:89-.. 10/17/16 2:2.. fwbooster 101716 226PM  192.168.0.16  Linux takse Socom  genersl purpose

@ Emang Licsnses UsedTotat Comouaers 7710000, Wobke 3110000, Wod Nymbe: 137

In the screenshot on the previous page, you can see a view that presents all the discovery results. There are a few options to filter and group
these results:

® The "Found" combo box allows an administrator to display devices that were found after given date. Options are: today; in last 1 day; in
last 2 days, etc.

® The "FileWave Status" allows an administrator to filter devices based on whether they are managed or not.

* "Group By" widget allows an administrator to group devices based on: detected operating system; type; or Booster that performed the
discovery (which should translate to a given subnet).



Right-clicking on a device or Group of devices gives the administrator the following options:

* "Show Booster(s)" switches back to the Booster tab and highlight the Booster(s) that found the selected results.
* "Add to Unmanaged devices" copies selected results to FileWave's unmanaged devices list.
* '"Delete Discovery(ies)" removes selected discovery results from the database entirely.

&4 Dasnooard Found:  All [ Filewavestatus:  Show Al Devices | GroupBy:  None B 15 Discoveries (Q, Soarch discovery resu.
CZ) Chents MAC Acdress v End Time Scanner Name First Time Seen 1P Address Detectec Operateg System FiaWave instalied Vercor Device Type Device N
an FO:99:BF:03:.. 10/17/16 2:2 fwhbooster 101716 2:26PM  192.168.025  i0S false Apple media device
. 10/17/16 2:2_. fwbooster 1011716 2:26 PM 192.168.0.18 false Apple
GO Associations 10117/16 2:2 fwbooster 101716 2:26PM  192.168.02  macOS true Apple general purpose  baby...
&, Imaging 101716 2:2..  fwbooster 1011716 2:26 PM 192.168.0.5 macOS false Apple general purpose  fwivs
-F8: 7016 2:2.. 4 1 : 3 R} fi
2 Claseroom 60:F81D:B2:.. 10/17/16 2:2.. fwbaoster 017116 2:26 PM 192.168.0.17 alse Apple
4C:80D:79: 1011776 2:2..  fwbooster 1011716 2:26 PM 192.168.0.19 ios false Apple general purpose
€1 08 inventory 101716 226PM  192.163g8 false Liteon Te... BOY...
Show Booster(s)
8 License Management 34:CO:59:1E:.. 1011716 2:2.. fwbooster 101716 2:26 PM 192.16¢ Add to Unmanaged devices false Apple general purpose
34:15:9E:03; 101716 2:2.. fwbooster 101716 2:26 PM 192.16¢ true Apple general purpose  LeRo...
bseteDuconten @
10:00:81:8D:.. 10/17/16 2:2.. fwbooster 101718 2:26 PM 192960 . Semnl false Apple general purpose  fwser.,.
< @ Inventory Gueries 00:80:77:38:.. 10/17/16 2:2 fwbooster 101716 2:26PM  192.168.06  embedded false Srother in.. printer
00:24:A0:20:... 10/17/16 2:2. fwbooster 1011716 2:26 PM 192.168.0.101 embedded false Arris Group  media device
00:1F:C4:E6:.. 10/17/16 2:2 fwbooster 101716 2226 PM  192.168.0.100  embedded false Arris Group  media device
00:18:01:61:A... 10/17/16 2:2 fwbooster 1017116 2:26PM  192.168.0.1 embedded false Actiontec ... print server
00:04:F2:89:.. 10/17/16 2:2 fwbooster 101716 2226 PM  192.168.0.16  Linux false Polycom  general purpose
© frocs () Licenses Used/Totak Comewters 7/10000, Mebile 3/10000, Model Number. 137

Discovery Report

In the top menu toolbar, there is "Open Discovery Report" button which opens the report in user's default web browser.
The Discovery report is used to visualize the entire set of devices that have been seen to date, it consists of the same information that is shown in
the detailed list.
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FileWave Discovery Report 28.07.2016

Windows:
Mac OS X 1(7.14%)
2(14.29%)

108:
1(T.04%)

ombedded Unnac
1(7.14%) 1(7.94%)
£sXe
1(7.14%)
2(14.20%)
Androwd
5(38.71%)

® Windows ® iOS ® Linux » Android @ ESXi m embedded ® Mac OS X

Management Summary
Type Count
M 14
Managed by FileWave 1
Not Managed by FileWave 9

Unmanageable 4

Operating System Summary

Type Count

Windows

Linux

1

1

1

5
ESXi 1
embedded 1
MacOSX 2
2

Device Type Summary
Type Count
Printer
Specialized
General Purpose
Phone

N e

Unicnown

NOTE: Oparating system and device type detection relles solely on TCP/IP stack detection and does not provide one hundred Percent ACCUracy.

Save as POF
R R R R R R R R R R —————I—

The Discovery report can be saved as PDF file with button at the bottom of the screen.

How to configure your first Network Scan

1. Make sure that you have fulfilled all requirements described in section 12.3. Discovery - Requirements.

. Make sure that your FileWave Server is correctly configured and working (Client can connect, shared keys are configured, etc.).

3. Make sure that your Booster is correctly configured and working (it must be connected to FileWave Server you prepared in previous
step).

4. In FileWave Admin, go to the Boosters view, select your Booster and click the "Configure Discovery" icon in the top panel. In the
configuration dialog that appears, enter all information required to perform a scan (if you want to get discovery results quicker, then
change the aggressiveness to "aggressive" or "insane" scan, otherwise the timing template for network scanning results in a very, very
slow scan (hours). Remember, however, more aggressive equals more network traffic that can affect normal network communications
and can be seen as a Denial of Services attack.

5. The "Enabled" box must be checked for a scan to start. This protects the FileWave Administrator from configuring a scan and
accidentally starting it. When you click on the "OK" button, you will be prompted with a warning regarding the implications of unauthorized

\S]



network scans. Depending on the configured schedule, you can wait until network scan is started by the scheduler or just start it
immediately using the "Start Discovery Scan" button / contextual menu option.

6. You can monitor the status of the network scan using FileWave Admin Boosters view's "Last Discovery Scan Status" column. As soon as
network scan data is reported to the database and FileWave Admin refreshes, the results should be visible in the Discovery Results tab
in Boosters view.

You can tail the following file to see that a scan has been started, and is indeed running: /private/var/log/fwdiscovery.log

12.7. Network Discovery - Troubleshooting

If Discovery results aren't shown in FileWave Admin

If this occurs, re-enter the "Discovery Results" tab, switch to "Boosters" tab, then back. This will force a data refresh within the FileWave Admin
ul.

Configure discovery options for given Booster again and start it manually. You should be able to see each action (configuration change, network
scan starting) in the /var/log/fwdiscovery.log file. Depending on your configuration, eventually there will be message that the network scan has
finished. If it finishes successfully and discovery results are still not shown in FileWave Admin, contact FileWave Support who will check your
Django error log and verify that there were no database, exception, or other obvious errors.

Discovery application (fwdiscovery) doesn't start

Set Booster's log level to debug and restart it. You should be able to see whether the discovery application is started or not (in this case there will
be a reason included). Don't forget to change the log level back to normal once troubleshooting is complete.

Discovery is not installed (Windows)

The "Discovery Installed" column in Boosters view reports that discovery is not installed. This is possible only for Windows platform. To install
discovery, reinstall your Booster and make sure that you do not disable discovery during installation.

Discovery application seems to not react for configuration changes and/or manual
start/stop scan requests from FileWave Admin

This shouldn't happen if the discovery application is working on tier-1 Booster (i.e., a Booster that communicates directly with the FileWave Server
and with FileWave clients; not with another Booster). Things change when there are multi-tier Boosters deployed. If this is the case, make sure
that all Boosters in the chain between the Booster having problems with discovery and FileWave Server are working correctly. Boosters in the
chain are responsible for forwarding control messages for other Boosters and discovery applications. From our tests, it appears that notifications
(control messages) chain starts working correctly after 30 seconds to two minutes after faulty Booster in the chain is brought back to life.

13. Chromebooks

The following processes and steps will walk you through getting your FileWave server setup to manage Chromebooks. Current functionality will
allow you to pull/query inventory data and utilize our location tracking feature in FileWave. The 13.0 Chromebooks section will assume everything
is being made from scratch. Some steps can be skipped if certain accounts and projects were made beforehand. Note that the extensions and
application are only supported on Chrome 43 and greater.

13. Chromebook Management

FileWave has support for Chromebook management with the data that syncs from the Google Admin Console. Though this is not a total
replacement for the Google Admin, FileWave does arm you with helpful tools and assets guaranteed to help your Chromebook deployment.

So what can we do?

With FileWave you will get all the same great inventory data you are used to with any other types of devices in FileWave. Maybe you would like to
know how much disk space is left on those devices, or what user and at what time did they logged into any Chromebook? With FileWave all this
data and more is available at your fingertips to run reports, scheduled email with this data, apply custom fields, or maybe you would like it easily
exported out to a txt file.

Inventory is just the beginning of what you can do with Chromebooks in FileWave, you also have the ability to gather a location and then view it
right in the FileWave Admin on a map.



Using Engage? FileWave allows you to utilize Engage with your enrolled Chromebooks, so that teachers can have a more hands on approach
with these devices in the classroom. They can send polls, launch extensions, see battery level, lock screen with a message, launch URL, send a
message, and much more to come!

How do | set all this up?

To start managing your Chromebooks in FileWave there is some backend and prep work that needs to be done:

1. Make sure you have Chromebook Licenses in FileWave, you can check this by selecting Activation Code under the Server menu in the
FileWave Admin:

FileWave Server Activation Code

Edition: Education Edition
Licensed Clients: 1,000 (used: 10)
Licensed Mobile Devices: 1,000 (used: 4)
Licensed Chromebooks: 1,000 (used: 0)

Licensed Admins: 5

License Expiry Date: Perpetual (does not expire)

Mobile License Expiry Date: Perpetual (does not expire)

Allows collection of personal data: Yes
Engage Enabled: Yes

Clever Integration: Disabled

Use this window to retrieve the license code for your FileWave Server. Press the "Enter or Update
Code" button to enter the license code you received from FileWave.

Enter or Update Code W

*You will need to be sure you have enough Chromebook licenses in FileWave to match the number of Devices you are managing in the
Google Admin. We will sync over the full list of devices, and you will not be able to update the model if FileWave does not have sufficient
licenses.

2. You will need to follow the Guide linked here to setup GCM in FileWave: Google Cloud Messaging (GCM) Setup

3. Once GCM is fully setup you will need to follow the Quick Start Guide linked here to fully sync with Google Admin and get your
Chromebooks talking to FileWave: Quick Start Guide for Chromebooks

With all that done you will notice there is now a new group structure in your Clients view that you can see all of your sync Chromebook devices:

Search: Everything Clients Mobile Groups | Clear all filters
0 Clients Name v Lock D State Model Comment P Last Connect Free Space  Platform Serial/MAC

Filesets > [ testgroup 249
. v Chromebooks 347 All Chromebo... id:00mgo3j34Idhkjd
@ Associations _ . . 5
v [ Testing 351 id:00mgo3j31fo24yz
&, Imaging v & Tony's Space 361 id:00mgo3j326idwx1
[73 i0S Inventory @ 8CG6323NQQ 366 Not tracked loganl@fwx.io ChromeOS 8CG6323NQQ

These devices and groups are synced with Google and therefore cannot be deleted directly out of FileWave.

14. Web Console

The FileWave Web Interface is an Inventory tool designed to help with quick FileWave inventory references for specific clients in your server.
Within the Web console you will be able to view all devices currently enrolled, their Filesets, installed applications, users who have logged in, what
groups they are apart of, and in the case of MDM enrolled Apple devices the command history.

To access this Web Console for the FileWave server you can use the following:


https://kb.filewave.com/display/KB/Google+Cloud+Messaging+%28GCM%29+Setup
https://kb.filewave.com/display/KB/Quick+Start+Guide+for+Chromebooks

® Log into the FileWave Native Admin, select File at the top, then click Web Console

Close BEW
Close All "\ &W

Web Console

® Or Simply go to: https://FileWaveServerAddress
If your server address is fw.initech.com
https://tony.in.filewave.us
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This Web Console utilizes port 443 and the FileWave server must be accessible to connect. So if your FileWave server is not accessible outside
your internal network then you cannot expect to connect with the Web Console outside your network.

If you currently have a service running on the FileWave server that is already using port 443 the initial installation and an upgrade will fail. To
resolve this, you will need to either shutdown that other 443 service or follow the instructions on the KB article linked here to change what port the
FileWave Web Console is using.

The error message in the macOS install log and Windows/CentOS terminal appears as follows:

* 'FileWave requires port 443, but has noticed this port is already in use. To prevent a broken installation, FileWave has not
installed/upgraded and your system has NOT been altered. Please contact Support for more information.'

The inventory information visible in the Web Console will be determined by the permissions of the admin account that logs in. For more
information on setting permissions for FileWave administrators please visit the manual page linked here.

The information you have access to from inventory under the Details section for each client is the following:

® Applications
® Device
© General
© Hardware
© Security Settings
Engage Profiles
Filesets
Fonts
FileWave Policies
Groups
Network Interfaces
Operating System
Profiles
Users


https://filewaveserveraddress
https://filewaveserveraddress
https://tony.in.filewave.us

®* VPP Users

Below are some examples of the data you have access to in the Web Console and corresponding screenshots:

You will initially see the Clients dashboard that lists out every device currently being managed in your FileWave server:

. FileWave Admin

< c a &

[ Slash Commands

B3 Other Bookmarks

FileWave Admin

Search client Q  fwadmin
Gh Clients
Clients (6) GuE Demo x A

Name “ Comment User Model 1P Address SerialMAC Last Connected Free Space

L ARKONE Demo 0 107.92.120.161 10/212018, 4:58:05AM 365 GB

L3 filewave's MacBook Air Demo filewave 6038 107.92.120.161 EACWARINE  109/2018, 11:3009AM 951 GB

Ly filewave's MacBook Pro Demo filewave 6039 107.92.120.161 WEORRNE: 10/8/2018, 1:53:36 PM 20.8GB

& FOUNDRY1 Demo kellert0 6027 96.5.126.2 TN 10/3/2018, 9:52:01 AM 17478

[ FW-SampleiPad Demo 107.92.120.161 RN 1052018, 9:53:56 AM 256 GB

(e Teacher Demo 107.02.120.161  ANGOMNWAINIE 1082010 05355 A 55168

From there you will be able to select a client and view inventory and Fileset status information including being able to reinstall selected Filesets:

Filesets (1 of 1) @HECs Q Al Eror Kiosk eee
Reinstall selected filesets (1)
Fileset Name “ Fileset Group Associations Fileset Type Deployment Deployment Date
@ i0S App - IMDb Movies & TV D ios © iTunes App Normal 10/8/2018, 5:45:37 AM

Client Information tabs:

Your browser does not support the HTML5 video element

Client Details:

Your browser does not support the HTML5 video element
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